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_________________________ First Change_____________________
6.3.2
PDU Structure

Figure 6.3.2-1 below depicts the PDCP PDU structure for user plane data, where:

-
PDCP PDU and PDCP header are octet-aligned;

-
PDCP header can be either 1 or 2 bytes long.
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Figure 6.3.2-1: PDCP PDU Structure

The structures for control PDCP PDUs and for control plane PDCP data PDUs are specified in [15].
________________________ End of First Change_____________________
_________________________ Begin 2nd and 3rd Change_____________
10.1.2.3
Data forwarding

10.1.2.3.1
For RLC-AM DRBs
Upon handover, the source eNB forwards in order to the target eNB all downlink PDCP SDUs with their SN that have not been acknowledged by the UE. In addition, the source eNB may forward without a PDCP SN fresh data arriving over S1 to the target eNB.
NOTE:
Target eNB does not have to wait for the completion of forwarding from the source eNB before it begins transmitting packets to the UE.

The source eNB discards any remaining downlink RLC PDUs. Correspondingly, the source eNB does not forward the downlink RLC context to the target eNB. 

NOTE:
Source eNB does not need to abort on going RLC transmissions with the UE as it starts data forwarding to the target eNB.

Upon handover, the source eNB forwards uplink PDCP SDUs successfully received in-sequence to the Serving Gateway, may forward uplink PDCP SDUs with their SN received out-of-sequence to the target eNB and shall discard any remaining uplink RLC PDUs. Correspondingly, the source eNB does not forward the uplink RLC context to the target eNB. 
The PDCP SN of forwarded SDUs is carried in the "PDCP PDU number" field of the GTP-U extension header. The target eNB shall use the PDCP SN if it is available in the forwarded GTP-U packet.
In-sequence delivery of upper layer PDUs during handover is based on a continuous PDCP SN and is provided by the "in-order delivery and duplicate elimination" function at the PDCP layer:

-
in the downlink, the "in-order delivery and duplicate elimination" function at the UE PDCP layer guarantees in-sequence delivery of downlink PDCP SDUs;

-
in the uplink, the "in-order delivery and duplicate elimination" function at the target eNB PDCP layer guarantees in-sequence delivery of uplink PDCP SDUs.
After handover, when the UE receives a PDCP SDU from the target eNB, it can deliver it to higher layer together with all PDCP SDUs with lower SNs regardless of possible gaps.

10.1.2.3.2
For RLC-UM DRBs
Upon handover, the source eNB does not forward to the target eNB downlink PDCP SDUs for which transmission had been completed in the source cell. PDCP SDUs that have not been transmitted may be forwarded. In addition, the source eNB may forward fresh data arriving over S1 to the target eNB. The source eNB discards any remaining downlink RLC PDUs. Correspondingly, the source eNB does not forward the downlink RLC context to the target eNB.

Upon handover, the source eNB forwards all uplink PDCP SDUs successfully received to the Serving Gateway and discards any remaining uplink RLC PDUs. Correspondingly, the source eNB does not forward the uplink RLC context to the target eNB.
10.1.2.3.3
SRB handling

With respect to SRBs, the following principles apply at HO:

-
No forwarding or retransmissions of RRC messages in the target;

-
The PDCP SN and HFN are reset in the target.
10.1.2.4
Void
10.1.2.5
Void
10.1.2.6
Void
10.1.2.7
Timing Advance

In RRC_CONNECTED, the eNB is responsible for maintaining the timing advance. In some cases (e.g. during DRX), the timing advance is not necessarily always maintained and the MAC sublayer knows if the L1 is synchronised and which procedure to use to start transmitting in the uplink:

-
as long as the L1 is non-synchronised, uplink transmission can only take place on PRACH.

For one UE, cases where the UL synchronisation status moves from "synchronised" to "non-synchronised" include:

-
Expiration of a timer;

-
Non-synchronised handover;

The value of the timer is either UE specific and managed through dedicated signalling between the UE and the eNB, or cell specific and indicated via broadcast information. In both cases, the timer is normally restarted whenever a new timing advance is given by the eNB:

-
restarted to a UE specific value if any; or

-
restarted to a cell specific value otherwise.

Upon DL data arrival, dedicated signature on PRACH can be allocated by the eNB to UE. When a dedicated signature on PRACH is allocated, the UE shall perform the corresponding random access procedure regardless of its L1 synchronisation status.

Timing advance updates are signalled by the eNB to the UE in MAC PDUs addressed via C-RNTI.

________________________ End of 2nd and 3rd Change_____________________
_________________________ Fourth Change_____________________
10.2.2b
Inter-RAT handovers from E-UTRAN

10.2.2b.1
Data forwarding

10.2.2b.1.1
For RLC-AM bearers

Upon handover, the eNB may forward all downlink PDCP SDUs that have not been acknowledged by the UE, or all downlink PDCP SDUs that have not been transmitted to the UE, to the target node. In addition, the eNB may forward fresh data arriving over S1 to the target node.
NOTE:
Any assigned PDCP SNs are not forwarded because of PDCP reset.
NOTE:
Target node does not have to wait for the completion of forwarding from the eNB before it begins transmitting packets to the UE.

The eNB discards any remaining downlink RLC PDUs.
Upon handover, all successfully received PDCP SDUs are delivered to the upper layers in the UE.
NOTE:
eNB does not need to abort ongoing RLC transmissions with the UE as it starts data forwarding to the target node.

Upon handover, the eNB may forward uplink PDCP SDUs successfully received to the Serving Gateway and shall discard any remaining uplink RLC PDUs. 
Correspondingly, the eNB does not forward the downlink and uplink RLC context.

For the uplink, the UE transmits over the target RAT from the first PDCP SDU for which transmission has not been attempted in the source cell.
In-sequence delivery of upper layer PDUs during handover is not guaranteed.
________________________ End of Fourth Change_____________________
_________________________ Fifth Change_____________________
14.1
Overview and Principles

The following principles apply to E-UTRAN security:

-
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used;

-
The eNB keys are cryptographically separated from the EPC keys used for NAS protection (making it impossible to use the eNB key to figure out an EPC key).

-
The AS (RRC and UP) and NAS keys are derived in the EPC/UE from key material that was generated by a NAS (EPC/UE) level AKA procedure (KASME) and identified with a key identifier (KSIASME).

-
The eNB key (KeNB) is sent from the EPC to the eNB when the UE is entering ECM-CONNECTED state (i.e. during RRC connection or S1 context setup).

-
Separate AS and NAS level security mode command procedures are used. AS level security mode command procedure configures AS security (RRC and user plane) and NAS level security mode command procedure configures NAS security. Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. User plane ciphering is activated at the same time as RRC ciphering.
-
Keys stored inside eNBs shall never leave a secure environment within the eNB (except when done in accordance with this or other 3GPP specifications), and user plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored.

-
Key material for the eNB keys is sent between the eNBs during ECM-CONNECTED intra-E-UTRAN mobility.

-
A sequence number (COUNT) is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given eNB key (except for identical re-transmission) on the same radio bearer in the same direction. The same sequence number can be used for both ciphering and integrity protection.

-
A hyper frame number (HFN) (i.e. an overflow counter mechanism) is used in the eNB and UE in order to limit the actual number of sequence number bits that is needed to be sent over the radio. The HFN needs to be synchronized between the UE and eNB.

-
If corruption of keys is detected, UE has to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-connected mode transition or initial attachment).

-
No integrity protection initialisation number (FRESH).

A simplified key derivation is depicted on Figure 14.1-1 below, where:

-
KNASint is a key, which shall only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which shall only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME, as well as an identifier for the encryption algorithm.

-
KeNB is a key derived by UE and MME from KASME. KeNB shall only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic and the derivation of KeNB* during HO.

-
KeNB* is a key derived by UE and source eNB from either KeNB or from a fresh NH. KeNB* shall only be used by UE and target eNB at handover for the derivation of a new KeNB for RRC and UP traffic;   

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

-
KRRCint is a key, which shall only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which shall only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm.

-
Next Hop (NH) is used in the derivation of KeNB* for the provision of "forward security" [22]. NH is derived from KASME and KeNB when the security context is established or from KASME and previous NH otherwise. 

-
Next Hop Chaining Counter (NCC) is a counter related to NH (i.e. the amount of Key chaining that has been performed) which allow the UE be synchronised with the eNB and to determine whether the next KeNB* needs to be based on the current KeNB or a fresh NH.
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Figure 14.1-1: Key Derivation
The MME invokes the AKA procedures by requesting authentication vectors to the HE (Home environment) if no unused EPS authentication vectors have been stored. The HE sends an authentication response back to the MME that contains a fresh authentication vector, including a base-key named KASME. Thus, as a result of an AKA run, the EPC and the UE share KASME. From KASME, the NAS keys, (and indirectly) KeNB keys and NH are derived. The KASME is never transported to an entity outside of the EPC, but KeNB and NH are transported to the eNB from the EPC when the UE transitions to ECM-CONNECTED. From the KeNB, the eNB and UE can derive the UP and RRC keys. 

RRC and UP keys are refreshed at handover. KeNB* is derived by UE and source eNB from target PCI, target frequency and KeNB (this is referred to as a horizontal key derivation and is indicated to UE with an NCC that does not increase) or from target PCI, target frequency and NH (this is referred to as a vertical key derivation and is indicated to UE with an NCC increase). KeNB* is then used as new KeNB for RRC and UP traffic at the target. When the UE goes into ECM-IDLE all keys are deleted from the eNB.
COUNT reusing avoidance for the same radio bearer identity in RRC_CONNECTED mode without KeNB change is left to eNB implementation e.g. by using intra-cell handover, smart management of radio bearer identities or triggering a transition to RRC_IDLE.

In case of HFN de-synchronisation in RRC_CONNECTED mode between the UE and eNB, the UE is pushed to IDLE.
________________________ End of 5th Change_____________________
_________________________ 6th and 7th Change____________
14.3.3
Intra E-UTRAN Mobility

The key hierarchy does not allow, as is, explicit RRC and UP key updates, but RRC and UP keys are derived based on the algorithm identifiers and KeNB which results with new RRC and UP keys at every handover:

-
Source eNB and UE independently create KeNB* with the input parameters as described in 3GPP TS 33.401 [22];

-
KeNB* is given to Target eNB during the HO preparation phase;

-
Both Target eNB and UE considers the new KeNB equal to the received KeNB*.

The handling of HFN and PDCP SN at handover depends on the type of radio bearer:

-
SRB: HFN and PDCP SN are reset.

-
RLC-UM bearers: HFN and PDCP SN are reset.

-
RLC-AM bearers: PDCP SN and HFN are maintained (10.1.2.3).

NOTE:
COUNT reusing avoidance is left to network implementation.

________________________ End of  6th and 7th Change_______________
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