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1
Introduction and Background
PS handover and DTM handover to UTRAN were previously added to TS 25.331, however there are a number of issues preventing correct handling of security. The number and extent of the problems require large changes to the security clauses in 25.331. This discussion document identifies the problems and proposes a CR for correcting and restructuring the security clauses.
The discussion is based on the latest available version of TS25.331 - 850 [1].
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Discussion

The handling of CS keys at inter-system handover to UTRAN requires continuity of keys; keys being used in the source RAN must be transferred to the destination RAN. This only becomes significant when the key set in use (key set that was stored on the USIM/SIM at the last successfully completed security control procedure) differs from the key set stored on the USIM/SIM at the point of the handover. This case can occur in what is typically referred to as ‘late AKA’.
The CS security architecture for GSM to UTRAN is specified in TS33.102 [2] – 6.8.5.

When PS handover was added the clauses for CS security were re-used for PS security. See TS25.331-8.3.6.3 [1].

There is however a difference to how keys are transferred in the NW side for CS and PS. In particular the PS key set to be used in the destination RAN originates from the SGSN and this key set is always the key set from the last AKA procedure. As such there is no issue for PS keys from ‘late AKA’. For the UE operation the PS key set to be used in the destination RAN after inter-system handover is simply the key set stored on the USIM/SIM at the point of the handover.

The PS security architecture for GSM to UTRAN is specified in TS33.102 [2] – 6.8.7.

The way in which the PS keys are handled in the NW side, where the SGSN controls the relocation procedure, allows for the security in the destination RAN to not depend on the security operation in the source RAN. This means that the handover command can essentially act as a security control procedure for the PS domain. For example if ciphering is not active in GERAN then it can be activated in UTRAN by the handover to UTRAN command. Conversely if ciphering is active in GERAN it doesn’t have to be active after handover to UTRAN.
This understanding has been discussed and agreed by SA3 for the specification of LTE inter-system security handling.

3
Proposal

It is proposed:
1. That the above description for PS security is accepted as the correct operation.
2. TS 25.331 is aligned with the above. This will also align UTRAN with LTE inter-system specification.

3. The provided CR for TS25.331 is agreed. This CR re-structures the inter-system security clauses, changes the handling for PS security and provides several fixes from the introduction of PS handover.
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