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1.
Introduction
This document discusses how to prevent UE equipped with SIM from accessing EUTRA.
2. Discussion
In SA3, the issue on how to prevent handover to EUTRA for UE with SIM was raised, ans in “LS on preventing inter-RAT HO for UE with SIM access” (source SA3, R2-085777), the following is stated:
In SA3#52 adhoc meeting, S3-080964 and S3-080965 were discussed for the problem of SIM access in inter-RAT handover case. The problem is described as following,

-It has been decided by SA3 that it shall not be allowed to grant SIM access to E-UTRAN system. The initial access to eUTRAN by a SIM can be prohibited by mandating USIM-based AKA mechanism. However, such mechanism does not exclude the possibility that a SIM user moves from GERAN/UTRAN to eUTRAN. The SIM user may be active in E-UTRAN until the next run of AKA, which is determined by the network and may, but does not have to immediately follow the handover.  To avoid potential service interruption after such an AKA run, the UE may avoid handovers to LTE if SIM is inserted.

At RAN2#64, RAN2 responded in R2-086968:

It was proposed in RAN2 a solution where a UE with SIM would disable his EUTRA capabilities. A UE with SIM would thus not signal his EUTRA capability to the network, and the network could base handover decisions only on UE capabilities, i.e. from network point of view, the UE is non-EUTRA-capable.

In “Reply LS on preventing inter-RAT HO for UE with SIM access” (source SA3, R2-087373 (R2-090008)), SA3 stated:
SA3 considers that the UE-based solution which RAN2 provided can help to preserve quality of service for a non-malicious UE. However, SA3 is also considering the case that a malicious UE could try to access E-UTRAN by not following the behaviour suggested by RAN2, thus gaining access to eUTRAN before AKA runs.

Even if the malicious UE can be stopped from gaining access to E-UTRAN in a CONNECTED state handover, it is still possible for the UE to move from GERAN/UTRAN to E-UTRAN in IDLE state, followed by a transition to CONNECTED state. If AKA is not run during the IDLE to CONNECTED transition procedure, this would still give the UE access to E-UTRAN using a SIM. In this case perhaps a different solution than for the IRAT handover case has to be used. 

SA3 agreed to study the case of malicious UE with SIM trying to gain access to E-UTRAN in their next meeting. SA3 would, of course, welcome suggestions from the addressed WGs regarding a network side solution how to bar malicious UEs with SIM access from handover or IDLE state mobility to eUTRAN. SA3 is aware of the time constraints for Rel-8, thus the solution should be using existing components and no new functionality should have to be added. 

Since next SA3 meeting is SA3#54, 19th – 23rd January, we ask RAN2 consider the following proposals for Rel-8, in case SA3 adopts the “UE-based solution”.
Proposal_1: A UE equipped with SIM shall not indicate that it is EUTRA-capable when signalling its Inter-RAT capabilities in other RATs.

This will effectively prevent another RAT from triggering handover to EUTRA.

We could also consider that UE without any SIM/USIM inserted should behave in the same way, i.e. not indicate that it is EUTRA capable. In practice, this is not needed, since
-
UE without any SIM/USIM will be in limited service, able to use (CS) emergency services only, and

-
Handover to EUTRA of CS services is not supported in Rel-8
Hence, we propose not to specify any additional constraints to prevent handover of SIM/USIM-less UE.
To avoid that a UE equipped with SIM selects EUTRA for idle mode camping and uselessly initiate signalling for registration, we propose that a UE equipped with SIM shall assume that EUTRA provides limited service only. “Limited service” means that UE will not initiate any signalling, except for emergency calls. 
With CR0038 to TS36.304 (Support of emergency calls in LTE Rel-8, R2-087294, approved at RAN#42), it is clear that in case a CS voice-capable UE gets limited services only via EUTRA, it should select a RAT that provides access to CS domain services:
5.2.9
Camped on Any Cell state

In this state, the UE shall perform the following tasks:

-
select and monitor the indicated paging channels of the cell as specified in clause 7;

-
monitor relevant System Information as specified in [3];

-
perform necessary measurements for the cell reselection evaluation procedure;

-
Execute the cell reselection evaluation process on the following occasions/triggers:

1)
UE internal triggers, so as to meet performance as specified in [10];

2)
When information on the BCCH used for the cell reselection evaluation procedure has been modified;

· regularly attempt to find a suitable cell trying all frequencies of all RATs that are supported by the UE. If a suitable cell is found, UE shall move to camped normally state;
· if the UE supports CS voice services, the UE should select an acceptable cell of any supported RAT which provides access to the CS domain.
Proposal_2: A UE equipped with SIM shall assume that EUTRA provides limited service only.
3. Impact on specifications

For EUTRA

· 36.300: Draft CR in R2-090226
· 36.304: Draft CR in R2-090227
· 36.331: Currently, we have not identified any need to update this TS.
For other RATs, we have identified the following specifications that potentially are impacted, but no draft CRs are provided for this meeting.
· 25.331 for UTRAN

· 24.008 for GERAN

4. Conclusion

In this document, we have discussed how to avoid that a UE equipped with SIM attempts to access EUTRA.
We ask RAN2 to consider the proposals listed in this document, and technically agree on the draft CRs provided.

We also ask RAN2 to consider if further updates to specifications are needed for this issue.





































































































































































































































































