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<Cut until the next modified section>
5.3.4
Initial security activation

5.3.4.1
General


[image: image1.emf] 
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Figure 5.3.4.1-1: Security mode command, successful



Figure 5.3.4.1-2: Security mode command, failure

The purpose of this procedure is to activate AS security upon RRC connection establishment.

5.3.4.2
Initiation

E-UTRAN initiates the security mode command procedure to a UE in RRC_CONNECTED. Moreover, E-UTRAN applies the procedure as follows:

-
when only SRB1 is established, i.e. prior to establishment of SRB2 and/ or DRBs.

5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1>
derive the KeNB key, as specified in [32];

1> derive the KRRCint key associated with the integrityProtAlgorithm indicated in the SecurityModeCommand message, as specified in [32];

1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
If the SecurityModeCommand message passes the integrity protection check:

2>
store the nextHopChainingCount value received by the SecurityModeCommand message;

2> derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm indicated in the SecurityModeCommand message, as specified in [32];
2>
configure lower layers to apply integrity protection using the indicated algorithm and the KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm, the KRRCenc key and the KUPenc key  after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
perform the actions upon leaving RRC_CONNECTED as specified in 5.3.12, with release cause ‘other’
.

<Cut until the next modified section>
6.2.1 

<omitted part >
–
UL-DCCH-Message
The UL-DCCH-Message class is the set of RRC messages that may be sent from the UE to the E‑UTRAN on the uplink DCCH logical channel.

-- ASN1START

UL-DCCH-Message ::= SEQUENCE {


message




UL-DCCH-MessageType

}

UL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



cdma2000-CSFBParametersRequest


CDMA2000-CSFBParametersRequest,



measurementReport





MeasurementReport,



rrcConnectionReconfigurationComplete
RRCConnectionReconfigurationComplete,



rrcConnectionReestablishmentComplete
RRCConnectionReestablishmentComplete,



rrcConnectionSetupComplete



RRCConnectionSetupComplete,



securityModeComplete




SecurityModeComplete,






ueCapabilityInformation




UECapabilityInformation,
ulHandoverPreparationTransfer           ULHandoverPreparationTransfer,



ulInformationTransfer




ULInformationTransfer,



counterCheckResponse




CounterCheckResponse,


spare5 NULL, spare4 NULL,



spare3 NULL, spare2 NULL, spare1 NULL


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

6.2.2 
<omitted part >




















	

	



<omitted part >
<Cut until the next modified section>
A.6
Protection of RRC messages (informative)

The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation.

P…Messages that can be sent (unprotected) prior to security activation

A - I…Messages that can be sent without intergrity protection after security activation

A - C…Messages that can be sent unciphered after security activation

NA… Message can never be sent after security activation

	Message
	P
	A-I
	A-C
	Comment

	DLInformationTransfer
	+
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	MasterInformationBlock
	+
	+
	+
	

	MeasurementReport
	+
	-
	-
	Justification for case “P”: RAN2 agreed that measurement configuration may be sent prior to security activation

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However a short MAC-I is included.

	RRCConnectionReject
	+
	NA
	NA
	

	RRCConnectionRelease
	+
	-
	-
	Jusitification for P: If the RRC connection only for signalling not requiring DRBs or encrypted messages, or the signalling connection has to be released prematurily, this message is sent as unprotected.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	
	
	
	
	

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	UECapabilityEnquiry
	+
	-
	-
	

	UECapabilityInformation
	+
	-
	-
	

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
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