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5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInformation;

1>
consider the target cell to be one on the frequency indicated by the eutra-CarrierFreq with a physical cell identity indicated by the targetCellIdentity;

1>
start synchronising to the DL of the target cell;
NOTE:
The UE applies the new configuration, resulting after the following actions, upon switching to the target cell.

1>
set the C-RNTI to the value of the newUE-Identity;

1>
for the target cell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target cell, apply the uplink bandwidth indicated by the ul-Bandwidth;

1>
perform the radio resource configuration procedure as specified in 5.3.10;

1> forward nas-SecurityParamToEUTRA to upper layers;

1>
update the KeNB key based on the K'ASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReconfiguration message, as specified in [32];
1>
store the nextHopChainingCount value;

1>
if the integrityProtAlgorithm is included in the securityConfiguration:

2>
derive the KRRCint key associated with the integrityProtAlgorithm, as specified in [32];
1>
else:

2>
derive the KRRCint key associated with the current integrity algorithm, as specified in [32];
1>
if the cipheringAlgorithm is included in the securityConfiguration:

2>
derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in [32];
1>
else:

2>
derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in [32];
1>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key  immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
if the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the measurement configuration procedure as specified in 5.5.2;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
if MAC successfully completes the random access procedure: 

2>
stop timer T304;

2>
if the UE needs the SFN of the target cell to apply the PUCCH and sounding RS configuration:

3>
apply the new PUCCH and sounding RS configuration upon acquiring the SFN of the target cell;

2>
else:
3>
apply the new PUCCH and sounding RS configuration;

2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends.

Editor's note:
The handling of outstanding signalling/ data may need to be clarified.

6.3.3
Security control information elements

…
–
SecurityConfiguration
The IE SecurityConfiguration is used to configure AS integrity protection (CP) and AS ciphering (CP and UP).

SecurityConfiguration information element
-- ASN1START

SecurityConfiguration ::=


SEQUENCE {


integrityProtAlgorithm



IntegrityProtAlgorithm


OPTIONAL,
-- Cond SMC


cipheringAlgorithm




CipheringAlgorithm



OPTIONAL,
-- Cond SMC


keyChangeIndicator




BOOLEAN,


nextHopChainingCount



NextHopChainingCount,

...

}

-- ASN1STOP

	SecurityConfiguration field descriptions

	integrityProtAlgorithm

Indicates which integrity protection algorithm to use for SRBs

	cipheringAlgorithm

The same ciphering algorithm is assumed to be used for SRBs and DRBs

	keyChangeIndicator

Indicates whether the UE shall derive the KeNB key associated with latest available KASME or the KASME key to which the current KeNB is associated. This field is ignored in case of inter-RAT handover to E‑UTRA.

	nextHopChainingCount

Parameter NCC: See TS 33.401 [32, 7.2.8.4]


	Conditional presence
	Explanation

	SMC
	The field is mandatory present if the IE SecurityConfiguration is included in the SecurityModeCommand message or in case of inter-RAT handover to E‑UTRA from GERAN; otherwise the field is optional, continue.












































































































































































































































































































































































































































































































































