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1
Introduction
This contribution introduces NAS security parameter octet string for inter-RAT HO to EUTRAN according to S3-081148.  

2
Discussion
According to S3-081148, in case of the inter-RAT to EUTRAN HO, MME shall provide the NAS, RRC and UP algorithms, NONCEMME and KSISGSN  to eNB so that eNB can include them in the HO Command message. (i.e, RRC Connection Reconfiguration message). As RRC and UP algorithms are already included in the RRC Connection Reconfiguartion message, three NAS pamaters need to be added.
There were three possibilities to include these NAS security parameter in the RRC Connection Reconfiguration messages.

1. Include NAS SMC in RRC Connection Reconfiguration
2. Include those parameters as bit string
3. Include those parameters as IEs
For solution 1, even though this is the simplest solution from RRC modification point of view, (as NAS PDU is already defined in the RRC Connection Reconfiguation message), it seems that this solution introduce quite much of overheads because in NAS SMC. Below NAS SMC message is extracted from TS24.301 v1.0.0.

Table 8.2.17.1: SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type
9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.9.3.20
	M
	V
	1

	
	NAS key set identifierASME
	NAS key set identifier
9.9.3.19
	M
	V
	1/2

	
	NAS key set identifierSGSN
	NAS key set identifier
9.9.3.19
	M
	V
	1/2

	
	Replayed UE security capabilities
	UE security capability
9.9.3.30
	M
	LV
	3-6

	FFS
	IMEISV request
	IMEISV request
9.9.3.16
	O
	TV
	1

	FFS
	Replayed NonceUE
	FFS
	O
	TV
	5

	FFS
	NonceMME
	FFS
	O
	TV
	5


For solution 2, the benfit is that the contents of NAS parameters don’t need to be read by eNB because eNB only needs to forward the parameter to UE. However, this solution requires some further work in CT1 because the contents of the octet string (expected 6 octets) should be defined in CT1 specification. Also there will be 4 bits overhead because S1 interface will be octets aligned and the real parameter length will be 5 octets+4bits.

For solution 3, it was felt that this solution is not a good idea because eNB has to deal with NAS parameters even though the role of eNB is only to forward these parameter transparently to UE.
Thus it seems that solution 2 is the most reasonable solution among above three.

3
Conclusion and Proposal
This contribution analysised the solutions to provide three NAS security parameters during inter-RAT to EUTRAN HO. And defining a Octet string, whose contents are transparent to eNB, in CT1 specification and include it in S1 and RRC specification seems to be the most reasonable solution.

It is proposed to discuss the solutions above and agree on the solution 2. TP is based on the solution 2. 
Beginning of Text Proposal
–
RRCConnectionReconfiguration
The RRCConnectionReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, dedicated NAS information, radio resource configuration (including RBs, transport channel configuration and physical channel configuration), security configuration and UE related information.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

RRCConnectionReconfiguration message
-- ASN1START

RRCConnectionReconfiguration ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionReconfiguration-r8

RRCConnectionReconfiguration-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReconfiguration-r8-IEs ::= SEQUENCE {


measurementConfiguration


MeasurementConfiguration

OPTIONAL,
-- Need OC


mobilityControlInformation


MobilityControlInformation

OPTIONAL,
-- Need OP


nas-DedicatedInformationList

SEQUENCE (SIZE(1..maxDRB)) OF












NAS-DedicatedInformation
OPTIONAL,
-- Cond nonHO


radioResourceConfiguration


RadioResourceConfigDedicated
OPTIONAL,
-- Need OC


securityConfiguration



SecurityConfiguration


OPTIONAL,
-- Cond HOSec


nas-SecurityParamToEUTRA


OCTET STRING (SIZE(6))


OPTIONAL,
-- Cond I-RATHO

ue-RelatedInformation



UE-RelatedInformation


OPTIONAL,
-- Cond HO


nonCriticalExtension



SEQUENCE {}





OPTIONAL
-- Need OP

}

-- ASN1STOP

	RRCConnectionReconfiguration field descriptions

	measurementConfiguration

This IE specifies measurements to be performed by the UE, and covers intra-frequency, inter-frequency and inter-RAT mobility as well as configuration of measurement gaps.

	mobilityControlInformation

This IE includes parameters relevant for network controlled mobility to/within E‑UTRA.

	nas-DedicatedInformationList

This IE is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.

	radioResourceConfiguration

This IE is used to setup/modify/release RBs, to setup/modifiy transport channel configurations and to setup/modify physical channels.

	securityConfiguration

This IE is used to configure AS integrity protection (CP) and AS ciphering (CP and UP) and to provide the next hop Chaining Count.

	nas-securityParamToEUTRA
This IE is used to activate NAS security after inter-RAT handover to E-UTRA. The content is defined in TS 24.301.

	ue-RelatedInformation

This IE is used to convey miscellaneous UE related information.


	Conditional presence
	Explanation

	HO
	The IE is mandatory present if the IE MobilityControlInformation is present in the RRCConnectionReconfiguration message; otherwise the IE is not needed.

	HOSec
	The IE is mandatory present in case of inter-RAT handover to E‑UTRA; it is optionally present in case of handover within E‑UTRA, continue; otherwise it is not needed.

	I-RATHO
	The IE is mandatory present in case of inter-RAT handover to E‑UTRA; otherwise it is not needed.

	nonHO
	The IE is not needed in case of handover within E-UTRA or to E-UTRA; otherwise it is optional present, continue.


End of Text Proposal
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