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5.x
PDCP Entity Release
When upper layer indicates the release of a PDCP entity for a DRB, the UE shall:
· indicate to upper layer the current values of COUNT for uplink and downlink, as formed from the current values of the state variables Next_PDCP_TX_SN, TX_HFN, Next_PDCP_RX_SN, and RX_HFN.
[…]

5.6
Ciphering and Deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The COUNT value is used as one of the input to the ciphering function. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. For SRBs it will use the value RB identity –1 as in [3]; for DRBs the used value is equal to RB identity);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
Editors note:
It is FFS how keys can be changed if necessary without transiting through idle mode.

 […]
7
Variables, constants and timers

7.1
State variables
This sub clause describes the state variables used in PDCP entities in order to specify the PDCP protocol.
All state variables are non-negative integers.
The transmitting side of each PDCP entity shall maintain the following state variables:

a)
Next_PDCP_TX_SN

The variable Next_PDCP_TX_SN indicates the PDCP SN of the next PDCP SDU for a given PDCP entity. At establishment of the PDCP entity, Next_PDCP_TX_SN is set according to the initial COUNT value for uplink indicated by upper layer.

b)
TX_HFN

The variable TX_HFN indicates the HFN value for the generation of the COUNT value used for PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, TX_HFN is set according to the initial COUNT value for uplink indicated by upper layer.

The receiving side of each PDCP entity shall maintain the following state variables:

c)
Next_PDCP_RX_SN

The variable Next_PDCP_RX_SN indicates the next expected PDCP SN by the receiver for a given PDCP entity. At establishment of the PDCP entity, Next_PDCP_RX_SN is set according to the initial COUNT value for downlink indicated by upper layer .

d)
RX_HFN

The variable RX_HFN indicates the HFN value for the generation of the COUNT value used for the received PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, RX_HFN is set according to the initial COUNT value for downlink indicated by upper layer .

e) Last_Submitted_PDCP_RX_SN

For PDCP entities mapped on RLC AM the variable Last_Submitted_PDCP_RX_SN indicates the SN of the last PDCP SDU delivered to the upper layers. At establishment of the PDCP entity, Last_Submitted_PDCP_RX_SN is set one less than the initial value of Next_PDCP_RX_SN (or, if the latter is 0, to 4095).
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