3GPP TSG-RAN WG2 #64              
 



     R2-086730
Prague, Czech Republic, 10th Nov. – 14th Nov., 2008
Agenda Item
: 
5.3.3
Source
: 

Samsung
Title
:

Integrity Failure
Document for
:
Discussion and Decision
Introduction:
In [1], SA3 has indicated its preference to drop the received packet if the MAC-I is wrong or missing. This contribution examines this stand.
Discussion:

De-synchronization:

When the network detects that it does not get responses anymore at RRC level from the concerning UE (indicating that possibly DL RRC messages are discarded by the UE), it could derive that maybe the IP security context is erroneous.
The HFN de-synchronization for SRB1 would render ineffective any key change procedure because the key change will not be taken into account as the RRC Connection Reconfiguration message would be dropped on SRB1. However, the HFN de-synchronization for SRB2 can be recovered by key-change procedure and subsequent key activation using SRB1.
RRC Connection Release:
Dropping of the received packet due to integrity failure will mean that the RRC Connection can not be received at the UE; so we should decide not to protect the RRC connection release message. An unprotected release message may be a means of DOS attack and therefore a possible concern for SA3. Therefore, simply discarding the RRC Connection release does not go well for security.
In the previous RAN2 meetings, we saw little motivation for discarding messages. 

In [2] and [3], CT1 has confirmed not all NAS messages will be blindly discarded upon integrity failure and they shall still process Attach request, Tracking Area Update Request and Service Request. 
In lieu of above considerations it is hard to accept that the messages be dropped in case of integrity failure. An alternative solution could be that the UE transitions via idle mode autonomously. In this case however, the network has to figure out on its own about the UE transition from connected to idle mode. Another alternative which is also the present RAN2 way forward is to initiate RRC Connection Re-establishment. 

In this paper we have focused over integrity failure due to HFN de-synchronization. For cases when the integrity fails due to a malicious intervention, we do not see big advantage in waiting for more than 1 MAC-I failures to initiate the RRC Connection Re-establishment.

Proposal: We maintain the way forward and inform SA3 about the complexity and the security concerns in case the messages are dropped due to integrity failure.

Conclusion:
We indicate RAN2 preference to SA3 that discarding of packets due integrity failure creates further complications and security issues, so they should reconsider the decision. The following proposal in made in RAN2:
Proposal: RAN2 maintain the way forward (re-establishment in case of integrity failure) and inform SA3 about the complexity and the security concerns in case the packets are dropped due to integrity failure.
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