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Introduction

This contribution is to clean up the open issues for security capabilties in 36.331.
Issue1: Security capabilites Transfer
In sub-clause 5.6.3 (UE capability transfer), it is described as follows: 

5.6.3.1
General

The purpose of this procedure is to transfer UE radio access capability information from the UE to E-UTRAN.

If the UE has changed its E-UTRAN radio access capabilities, the UE shall request higher layers to initiate the necessary NAS procedures (see TS 23.401) that would result in the update of UE radio access capabilities using a new RRC Connection.

NOTE:
Change of the UE's GERAN and/or UTRAN UE radio capabilities in RRC_IDLE state is supported by use of Tracking Area Update.

Editor's note:
It is FFS if the security capabilities received via S1 can always be trusted. If this is not the case, there may be a need to support protection against bid down attacks. Awaiting reply from SA3 (in response to R2-080540).
It is found that the above Editor’s note has been confirmed by SA3. According to SA3 guidance in [3] as follows:

1. First, SA3 has agreed that the NAS and AS security capabilities for ME will be the same. Secondly SA3 can acknowledge that the algorithms supported by the UE will be given to the eNB from the MME.
2. SA3 confirms that the eNB can assume that the UE AS security capabilities received from the MME are correct. So it is not needed to support protection against bid down attacks.
3. It is safe to assume that the same ciphering algorithm is always used for both UP and RRC CP.

Furthermore, according to the SA3 progress in [4], it completes the remaining part in [3] and clarifies that.
Proposal1: We propose to close Issue1 and remove the Editor's note.
Conclusions

Proposal1: We propose to close the open issue and remove the Editor's note.
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Text Proposal for 36.331

<Change Begin>
5.6.3.1
General

The purpose of this procedure is to transfer UE radio access capability information from the UE to E-UTRAN.

If the UE has changed its E-UTRAN radio access capabilities, the UE shall request higher layers to initiate the necessary NAS procedures (see TS 23.401) that would result in the update of UE radio access capabilities using a new RRC Connection.

NOTE:
Change of the UE's GERAN and/or UTRAN UE radio capabilities in RRC_IDLE state is supported by use of Tracking Area Update.

<Change End>
