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Discussion and Decision
1. Introduction

According to [1], How to use the key indicator is an open issue. This contribution tries to clarify it.
2. Discussion 
The key indicator is used in three scenarios:
Scenario 1: Key-change-on-the fly
As stated in section 7.2.9.2 of [2], “During this procedure the eNB indicates to the UE which KSIASME was used to generate the KeNB that shall be the basis for derivation of the KeNB to be used after the procedure.” I.e. we should indicate the UE which KSIASME was used to generate the KeNB. In current TS36.331, the IE “keyIndicator” is used for scenario 1 to indicate the UE whether the “old” or the “new” KASME is to be used. 1
In this case, the UE have two KASME, one is the current in use, the other is the new key derived from AKA procedure. It is enough to indicate the UE whether the “old” or the “new” KASME is to be used by 1 bit.
Conclusion 1: For scenario 1, it is enough to indicate the UE whether the “old” or the “new” KASME is to be used by 1 bit.
Scenario 2: Handover from UTRAN to E-UTRAN
According to [3], “The target eNB shall select the RRC and UP algorithms. The target eNB shall create a transparent container (E-UTRAN HO CMD) including the selected NAS, RRC and UP algorithms, NONCEMME and KSISGSN, and send it in the S1 HO Request Ack message towards the MME.”
In this case, the KSISGSN should be included in RRCConnectionReconfiguration message, we can reuse key indicator for this case. The KSISGSN is used for indicating the UE which CK/IK was to be used, it should be 3 bits.
Conclusion 2: For scenario 2, the key indicator should be 3 bits KSISGSN to indicate the UE which CK/IK is to be used.
Scenario 3: Key update after handover from UTRAN to E-UTRAN
After handover from UTRAN to E-UTRAN, UE maybe have KASME and KSGSN simultaneously. We should indicate the UE whether the KASME or KSGSN is to be used. In this case, 3 bits is not enough because the value of KSISGSN maybe equal the value of KSIASME. We need add 1 bit to distinguish this. So the key indicator should be 4 bits in scenario 3.
Conclusion 3: For scenario 3, the key indicator should be 4 bits to indicate the UE whether the KASME or KSGSN is to be used.
As above analysis, we propose that:

Proposal1: the key indicator should be 4 bits, 1 bit is used to distinguish between UTRA’s KSI and LTE’s KSI, and 3 bits are used to indicate KSI.
According to [3], “The target eNB shall select the RRC and UP algorithms. The target eNB shall create a transparent container (E-UTRAN HO CMD) including the selected NAS, RRC and UP algorithms, NONCEMME  and KSISGSN, and send it in the S1 HO Request Ack message towards the MME.”

That means the RRCConnectionReconfiguration message should includes the parameter NONCEMME. So we propose that:

Proposal2: parameter NONCEMME shoud be included in RRCConnectionReconfiguration message. 
3. Conclusion 
In this contribution we discuss the open issue “How to use the key indicator” and propose that:

Proposal1: the key indicator should be 4 bits, 1 bit is used to distinguish between UTRA’s KSI and LTE’s KSI, and 3 bits are used to indicate KSI.
Proposal2: parameter NONCEMME shoud be included in RRCConnectionReconfiguration message.
A text proposal to TS 36.331 is provided at the end of this document and we propose the RAN2 agrees to this text proposal.
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Text Proposal for TS 36.331
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1st change begin
5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. 

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment (the keyIndicator and the nextHopChainingCount).

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRBs and DRBs).

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the encryption of RRC signalling (KRRCenc) and one for the encryption of user data (KUPenc). All three AS keys are derived from the KeNB (a key that is eNB specific).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyIndicator is used upon handover and indicates which KSI was used to generate the KeNB. The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.
For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
1st Change End
2nd Change begin
5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInformation;

1>
consider the target cell to be one on the frequency indicated by the eutra-CarrierFreq with a physical cell identity indicated by the targetCellIdentity;

1>
start synchronising to the DL of the target cell;
NOTE:
The UE applies the new configuration, resulting after the following actions, upon switching to the target cell.

1>
set the C-RNTI to the value of the newUE-Identity;

1>
for the target cell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target cell, apply the uplink bandwidth indicated by the ul-Bandwidth;


1>
perform the Radio resource configuration procedure as specified in 5.3.10;
1>
derive the KRRCint, the KRRCenc and the KUPenc keys;

1>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key  immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
If MAC successfully completes the random access procedure: 

2>
stop timer T304;

2>
If the UE needs the SFN of the target cell to apply the PUCCH and Sounding RS configuration:

3>
apply the new PUCCH and Sounding RS configuration upon acquiring the SFN of the target cell;

2>
else:
3>
apply the new PUCCH and Sounding RS configuration;

2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends.

Editor's note:
The handling of outstanding signalling/ data may need to be clarified.
2nd Change End
3rd change begin
–
SecurityConfiguration
The IE SecurityConfiguration is used to configure AS integrity protection (CP) and AS ciphering (CP and UP).

SecurityConfiguration information element
-- ASN1START

SecurityConfiguration ::=


SEQUENCE {


integrityProtAlgorithm



IntegrityProtAlgorithm


OPTIONAL,
-- Cond SMC


cipheringAlgorithm




CipheringAlgorithm



OPTIONAL,
-- Cond SMC


keyIndicator





KeyIndicator




OPTIONAL,
-- Cond Handover


nextHopChainingCount



NextHopChainingCount


OPTIONAL,
-- Cond Handover

nonceMME          




NonceMME              



OPTIONAL,
-- Cond Handover

...
}

-- ASN1STOP

	SecurityConfiguration field descriptions

	integrityProtAlgorithm

Indicates which integrity protection algorithm to use for SRBs

	cipheringAlgorithm

The same ciphering algorithm is assumed to be used for SRBs and DRBs

	keyIndicator

Indicates which KSI was used to generate the KeNB, the first 1 bit is used to distinguish between UTRA’s KSI and LTE’s KSI, and the last 3 bits are used to indicate KSI.  

	nextHopChainingCount

Parameter NCC: See TS 33.401 [32, 7.2.8.4]

	nonceMME
Parameter NONCEMME: See TS 33.401 [32, 9.2.2.2]


	Conditional presence
	Explanation

	Handover
	The IE is mandatory present if the IE MobilityControlInfo is present in the RRCConnectionReconfiguration message or if the IE SecurityConfiguration is present in the HandoverPreparationInformation message; otherwise the IE is not needed.

	SMC
	The IE is mandatory present if the IE SecurityConfiguration is included in the SecurityModeCommand message; otherwise the IE is optional, continue.


3rd Change End
4th change begin
KeyIndicator
The IE KeyIndicator is used to indicate which Key Set was used to generate KeNB.
KeyIndicator information element
-- ASN1START

KeyIndicator ::=




BIT STRING (SIZE (4))


-- ASN1STOP

	KeyIndicator field descriptions

	KeyIndicator 
Indicates the UE which KSI was used to generate the KeNB, the first 1 bit is used to distinguish between UTRA’s KSI and LTE’s KSI, and the last 3 bits are used to indicate KSI.



4th Change End
5th change begin
–
NonceMME
The IE NonceMME is used for key derivation at handover.
NonceMME information element
-- ASN1START

NonceMME ::=




BIT STRING (SIZE (32))
-- ASN1STOP

	NonceMME field descriptions

	NonceMME
Parameter NONCEMME: See TS 33.401 [32, 9.2.2.2]


5th Change End
















































































































































