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Discussion and decision
1 Introduction

This paper addresses Generic error handling, which complements the error handling that is part of the procedures (which is very limited in 36.331). This paper proposes to introduce generic error handling only for common channels. The proposal is not to introduce UE requirements related to general errors in dedicated messages, since these can be regarded as network errors. We may however allow the UE to apply the reconfiguration failure also in case of an ASN.1 violation.

2 Discussion
2.1 Introduction
It has been agreed to limit the UE requirements with respect to handling network errors. Consequently, the procedural specification only covers a very limited number of errors: integrity protection failure of the initial SMC message, inability to connect to the target cell upon handover and unable to comply with the configuration included in a RRCConnectionReconfiguration message. We prefer to stick to limiting the UE requirements on error handling, although we agree that we should not compromise the robustness of the network.

In the following we seperately discuss the error handling for common (BCCH, CCCH, PCCH) and dedicated channels (DCCH, via other RAT) since these have quite different characteristics.

2.2 Review of error types and error handling options
The following table provides an overview of the types of error as defined in 25.331 as well as their applicability (i.e. on which channels the error is applicable).

	No
	Error type
	Applicability
	Comment

	1
	ASN.1 violation (message, IE)
	Common, dedicated
	This concerns an ASN.1 encoding error i.e. the UE can not decode the entire message or a partial error e.g. an undefined code point is used

This is considered a network implementation error

	2
	Protocol error e.g.

a) message on incorrect channel,

b) message out of sequence
	Dedicated
	Case a) does not seem applicable. So what remains is the case of a message not applicable in the state of the UE e.g. a Setup, Reestablishment in connected, a SMC while security is activated, a HO while security is not activated. Anyhow, this is considered a network implementation error

(see NOTE below)

	3
	Not supported extension (msg type, msg version, IE extension, IE value extension)
	Common, dedicated
	On dedicated channels, this is considered a network implementation error

	4
	Violatation regarding conditional presence (required IE absent or not applicable IE present)
	Common, dedicated
	This is considered a network implementation error


NOTE
This error is assumed to be applicable only for dedicated channels i.e. there does not seem to be a case that the UE receives an unexpected DL CCCH message (i.e. a UE does not accidentally receive a CCCH message while receiving DCCH messages since different RNTIs are used)
The following table summarises the error handling options
	No
	Error handling
	Applicability
	Comment

	1
	Discard object that is in error and continue 
	Common, dedicated
	

	2
	Return a general error message
	Common, dedicated
	

	3
	Return a procedure specific error message
	Dedicated
	


2.3 Common channels

Considerations:

· It is essential that the UE is able to cope with not supported protocol extensions
· For common channels, somewhat higher robustness seems desirable. Hence, UE action upon ASN.1 violation should also be considered
· It seems undesirable that UEs return a message upon detecting an error i.e. only specify which information the UE should discard and which it should still consider

Proposal 1
Specify detailed requirements wrt. the UE action upon receiving not supported protocol extensions. Also consider specifying UE requirements upon detecting ASN.1 violations e.g. use of an undefined code point. Only specify which information the UE should still act on (i.e. no error message is returned)
2.4 Dedicated channels

Considerations:

· On dedicated channels, all listed types of errors can be considered network implementation errors
· It has already been agreed not to specify UE requirements regarding network implementation errors
· One exception has been made regarding the reconfiguraiton procedure, where it was agreed to introduce a failure message for the case the UE is unable to comply with the configuration included in the reconfiguration message. Since this procedure is the most error prone, one could consider extending the failure handling to also cover other errors e.g. conditional presence errors

· The eNB does not know in detail which Non Critical Extension (NCEs)/ re-defined spares the UE supports, hence the UE action upon reception of a non-critical extension handling should be specified for dedicated channels also.

· With this approach, the incomplete statement on the receiver action that is currently in 8.4 (does not clearly specify that a receiver shall ignore the extension) can be removed
· Since the handling of extensions is not very ‘channel specific’, one could consider to also specify the UE action upon receiving an ASN.1 violation or a not comprehended extension

Proposal 2
In principle there is no real need to specify generic error handling for dedicated channels, except for the action upon receiving a not supported non-critical extension/ spare. One could consider to allow the UE to apply the reconfiguration failure procedure also in case of protocol errors. However, there it does not seem appropriate to include specific UE requirements regarding protocol errors occuring on dedicated channels.

3 Conclusion & recommendation
This paper includes the following proposals, that RAN2 is requested to conclude:

Proposal 1
Specify detailed requirements wrt. the UE action upon receiving not supported protocol extensions. Also consider specifying UE requirements upon detecting ASN.1 violations e.g. use of an undefined code point. Only specify which information the UE should still act on (i.e. no error message is returned)

Proposal 2
In principle there is no real need to specify generic error handling for dedicated channels, except for the action upon receiving a not supported non-critical extension/ spare. One could consider to allow the UE to apply the reconfiguration failure procedure also in case of protocol errors. However, there it does not seem appropriate to include specific UE requirements regarding protocol errors occuring on dedicated channels.

Attached is a text proposal including general error handling for common channels (a simplified version of what is available in 25.331). In addition, a statement is added allowing the UE to apply the reconfiguration failure in case of an ASN.1 violation.

4 Text proposal (Annex)
5.3.5.5
Reconfiguration failure

The UE shall:

1>
If the UE is unable to comply with (part of) the configuration included in the RRCConnectionReconfiguration message: 

2>
continue using the configuration used prior to the reception of RRCConnectionReconfiguration message;

2>
initiate the connection re-establishment procedure as specified in 5.3.7, upon which the connection reconfiguration procedure ends.

The UE may apply above failure handling also in case there is an ASN.1 violation in the RRCConnectionReconfiguration message. 

NOTE:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration i.e. there is no partial success/ failure.

5.7
Generic error handling

5.7.1
General
5.7.2
ASN.1 violation or encoding error
The UE shall:

1>
When receiving a SystemInformationBlock for which the abstract syntax is invalid,

2>
ignore the SystemInformationBlock;

2>
if the SystemInformationBlock is included in an SI message:

3>
treat the rest of SI message as if the erroneous SystemInformationBlock was not present.

1> When receiving an RRC message on the BCCH, PCCH or CCCH for which the abstract syntax is invalid:

2>
ignore the message.

4.1 5.7.3
Not supported protocol extension
The UE shall, when receiving an RRC message on the BCCH, PCCH or CCCH:

1> 1>
If the UE does not comprehend the message type or version:

2> 2>
ignore the message;
The UE shall, when receiving an RRC message on any logical channel:
1>
If the message includes an IE that is mandatory to include in the message (e.g. because conditions for mandatory presence are fulfilled) and that has a value that the UE does not comprehend:

3> 2>
If a default value is defined for this IE:

4> 3>
treat the rest of the message while using the default value defined for this IE;
2>
else:

3>
ignore the message;

1>
If the message includes an IE that is optional to include in the message (e.g. because conditions for optional presence are fulfilled) and that has a value that the UE does not comprehend:

2>
treat the rest of the message as if the IE was absent;

1>
If the message includes a protocol extension that the UE does not comprehend:

2>
treat the rest of the message as if the extension was absent.

5> 1>
Apply the rules defined above for uncomprehended IE values included in RRC messages likewise for uncomprehended IE values included in SystemInformationBlocks
NOTE
This section does not apply for the case the received message includes an IE that is set to a spare value while the specification defines the UE behaviour for the case the IE is set to a spare value i.e. this section only concerns protocol extensions for which no UE behaviour has been specified.
4.2 5.7.4
Other errors
The UE shall, when receiving an RRC message on the BCCH, PCCH or CCCH:

1>
If the message includes an IE that is mandatory to include because conditions for mandatory presence are fulfilled) and that IE is absent:

2>
ignore the message;

1>
Apply the rules defined above for conditional presence errors in RRC messages likewise for conditional presence errors in SystemInformationBlocks
<Next modified section>
8.4
Extension

The following rules apply with respect to the use of protocol extensions: 

-
A transmitter compliant with this version of the specification shall, unless explicitly indicated otherwise on a PDU type basis, set the extension part empty. Transmitters compliant with a later version may send non-empty extensions;


-
A transmitter compliant with this version of the specification shall set spare bits to zero;
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