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1
Introduction
Currently in 36.331, an RRC connection re-establishment procedure is triggered if an RRC message is received unprotected although it shall be sent protected by E-UTRAN after a successful AS SMC completion.
In [1], SA3 explains that they are concerned with DoS and suggest that instead packets with wrong or missing MAC should just be discarded.

This short discussion paper aims at providing some considerations for RAN2 discussion.
2
Discussion
If RAN2 follows SA3 proposal, all packets with wrong or missing MAC will just be discarded when received. The drawback of this behaviour is that if the IP failure is due to security desynchronisation there would be no way for the network to detect it and send the UE to idle mode.

In order to be able to handle this scenario, we would need to define a RRC Connection Release on CCCH similarly to what exists in UTRA. But the introduction of a RRC Connection Release on CCCH should be avoided for the following two reasons:


- It is a big change arriving at a late stage in Rel-8 standardization

- It would introduce another source of DoS attack as an attacked could use this unprotected message to release connections (possible in UTRA today)

On the reflector, it has been suggested that we could perform a RRC re-establishment when multiple IP checks fail instead of just one. But as also pointed out by email, it is foreseen that if a malicious attacker knows how to send one bad message, it knows how to repeat it x times until the RRC re-establishment is triggered. In addition, as soon as x>1, a RRC connection release message with a wrong MAC-I because of security desynchronisation problem could be discarded with no action on the UE side (there is no L3 ack for RRC connection release).  Further, RRC messages may not be that frequent; so the risk of losing a real RRC connection release becomes more real even with relatively smal values of x.
It should also be noted that packet injection may not be so easy without UE going through a RLF before it syncs up and starts to communicate with the fraud eNB. If the UE experiences a RLF, it will go through a Re-establishment procedure followed by RRC reconfiguration procedure which would fail.

Further such denial of service attack cannot be targeted at a specific user but will impact a large number of UEs. There are far easier approaches to perform a denial of service attack on large number of UEs.

So in summary, it looks as though there is no easy solution for a rather rare problem!

Therefore, we believe that RAN2 has the following two options:
1) UE always ignored PDUs with failed IP check and no RRC Connection Release message is defined on CCCH to handle the case of security desynchronisation (considering this case rare enough).
2) Try to convince SA3 on RAN2 current handling. And if seen by SA3 as reducing the chance of DoS we could agree to perform a RRC re-establishment only when multiple IP checks fail.
3
Proposal
It is proposed to take the following element in consideration when answering to SA3. In particular, we should avoid having to define a RRC Connection Release on CCCH Rel-8 which in addition to be a big change at a very late stage also introduce another source of DoS attack as explained before.
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