Page 2
Draft prETS 300 ???: Month YYYY


3GPP TSG-RAN WG2 #64 
Tdoc R2-086426
Prague, Czech Republic, 10th – 14th November 2008



Agenda Item:
5.3.3
Source: 
Ericsson 

Title:  
Presence of security IEs in HO
Document for:
Discussion and Decision
1 Introduction

This document discusses the need of security algorithms, the key indicator and the need of NCC at HO and initial security context establishment. 

2 Discussion

2.1 Need for Security Algorithms

Security Algorithms are required in SMC and at Inter-RAT HO to E-UTRAN. Possibility to change algorithms at intra-LTE HO has also been agreed, but the typical case is that source and target cells will use the same algorithms. Thus, it makes sense to make integrityProtAlgorithm and cipheringAlgorithm mandatory in SMC and at HO to E-UTRAN, but optional for other HOs.
Proposal 1:
integrityProtAlgorithm and cipheringAlgorithm are mandatory in securityModeCommand and at HO to E-UTRAN, but optional otherwise.

2.2 Need for Key Indicator

Similar to the security algorithms, keyIndicator is required in SMC, at Inter-RAT HO and for some, but not all intra-LTE HOs; e.g., needed for Key-Change-on-the-Fly. Therefore, it is proposed to make also keyIndicator mandatory in SMC and at HO to E-UTRAN, but optional for other HOs. 

Proposal 2:
keyIndicator is mandatory in securityModeCommand and at HO to E-UTRAN, but optional otherwise.
2.3 Need for NCC 

For intra-eNB HO, the NCC value can be made optional since the eNB knows which NCC was used before the HO and, if absent in the HO command, NCC can be assumed to be the same as before the HO.

As the target eNB during an X2 handover is only given the NCC corresponding to the KeNB*, it cannot tell if the source eNB used the same NCC value as last time it communicated with the UE or if the source eNB has increased the NCC.  No default behaviour can therefore be defined for the case that NCC is absent at inter-eNB HO. Hence, NCC needs to be present in the HO command for intra-LTE inter-eNB HO.

For Inter-RAT HO to EUTRAN, NCC can always be assumed to be 0. 

Since the NCC is required for some HO cases and the potential saving for other cases is only 2 bits [2], we propose to make the nextHopChainingCount mandatory at all HOs. We also note that SA3 has already captured in their specifications that NCC is always provided at HOs.

While NCC can typically always be assumed to be 0 at initial security context establishment, we prefer to not differentiate the handling of NCC in SMC and HO command. The saving would also be only 2 bits.

Proposal 3:
nextHopChainingCount is mandatory in securityModeCommand and at both intra LTE HO and HO to EUTRAN.
2.4 Presence of Security Configuration at HO
The security configuration should be mandatory in the RRC connection reconfiguration message at both intra LTE HO and Inter-RAT HO to EUTRAN because NCC is also mandatory present at Intra LTE HO based on the Proposal 3 above.
Proposal 4: securityConfiguration is mandatory present in the RRCConnectionReconfiguration message at both intra LTE HO and Inter-RAT HO to EUTRAN. 
3 Conclusion

It is proposed that RAN2 agree on the proposals above and the following text proposal to TS 36.331 [1].  
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5 Text Proposal to 36.331

The proposed changes are relative to TS 36.331 [1].
-------------------------------------  Start of Text Proposal ------------------------------------
–
RRCConnectionReconfiguration
The RRCConnectionReconfiguration message is the command to modify an RRC connection. It may convey information for measurement configuration, mobility control, dedicated NAS information, radio resource configuration (including RBs, transport channel configuration and physical channel configuration), security configuration and UE related information.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE
RRCConnectionReconfiguration message
-- ASN1START

RRCConnectionReconfiguration ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionReconfiguration-r8

RRCConnectionReconfiguration-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReconfiguration-r8-IEs ::= SEQUENCE {


measurementConfiguration


MeasurementConfiguration

OPTIONAL,
-- Need OC


mobilityControlInformation


MobilityControlInformation

OPTIONAL,
-- Need OP


nas-DedicatedInformationList

SEQUENCE (SIZE(1..maxDRB)) OF












NAS-DedicatedInformation
OPTIONAL,
-- Cond nonHO


radioResourceConfiguration


RadioResourceConfigDedicated
OPTIONAL,
-- Need OC


securityConfiguration



SecurityConfiguration


OPTIONAL,
-- Cond HO

ue-RelatedInformation



UE-RelatedInformation


OPTIONAL,
-- Cond HO


nonCriticalExtension



SEQUENCE {}





OPTIONAL
-- Need OP

}

-- ASN1STOP

	RRCConnectionReconfiguration field descriptions

	measurementConfiguration

This IE specifies measurements to be performed by the UE, and covers intra-frequency, inter-frequency and inter-RAT mobility as well as configuration of measurement gaps.

	mobilityControlInformation

This IE includes parameters relevant for network controlled mobility to/within E‑UTRA.

	nas-DedicatedInformationList

This IE is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list.

	radioResourceConfiguration

This IE is used to setup/modify/release RBs, to setup/modifiy transport channel configurations and to setup/modify physical channels.

	securityConfiguration

This IE is used to configure AS integrity protection (CP) and AS ciphering (CP and UP) and to provide the next hop Chaining Count.

	ue-RelatedInformation

This IE is used to convey miscellaneous UE related information.


	Conditional Presence
	Explanation

	HO
	The IE is mandatory present if the IE MobilityControlInformation is present in the RRCConnectionReconfiguration message; otherwise the IE is not needed.

	
	

	nonHO
	The IE is not needed in case of handover within E-UTRA or to E-UTRA; otherwise it is optional present, continue.


–
SecurityConfiguration
The IE SecurityConfiguration is used to configure AS integrity protection (CP) and AS ciphering (CP and UP).

SecurityConfiguration information element
-- ASN1START

SecurityConfiguration ::=


SEQUENCE {


integrityProtAlgorithm



IntegrityProtAlgorithm


OPTIONAL,
-- Cond SecActivation

cipheringAlgorithm




CipheringAlgorithm



OPTIONAL,
-- Cond SecActivation

keyIndicator





KeyIndicator




OPTIONAL,
-- Cond SecActivation

nextHopChainingCount



NextHopChainingCount




...

}

-- ASN1STOP

	SecurityConfiguration field descriptions

	integrityProtAlgorithm

Indicates which integrity protection algorithm to use for SRBs

	cipheringAlgorithm

The same ciphering algorithm is assumed to be used for SRBs and DRBs

	keyIndicator

Indicates whether the UE should use the keys associated with latest available Kasme (details FFS).

	nextHopChainingCount

Parameter NCC: See TS 33.401 [32, 7.2.8.4]


	Conditional presence
	Explanation

	
	

	
	

	SecActivation
	The IE is mandatory present in the SecurityModeCommand message and in the RRCConnectionReconfiguration message at HO to E-UTRAN; otherwise the IE is optional, continue.


  -------------------------------------  End of Text Proposal -------------------------------------   
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