
3GPP TSG RAN WG2 #64 meeting
R2-086328
10th – 14th November, Prague, Czech Republic
Source:
Panasonic
Title: 
Issues in changing DRB identity
Agenda Item:
6.2.1.2 Connection control
Document for:
Discussion & decision 
1. Introduction

In the past RAN2 discussion, it was commented that E-UTRAN may change DRB-id for a certain bearer in case HFN is going to wrap around. However, with current IE structure, it seems changing DRB-id requires a drastic release/ addition of Layer2 entities.

In this document, we discuss the possible issues when changing DRB identity, and propose not to change DRB identity for a certain bearer once it is established.
2. Discussion
Currently, each PDCP configuration, RLC configuration, LCH configuration (QoS parameter) are associated with a DRB configuration. A DRB configuration is identified with a DRB identity. Therefore, if E-UTRAN wants to change DRB-id for a certain bearer, E-UTRAN removes a DRB with a old DRB identity, and at the same time, add a DRB with a new DRB identity, with associating the same EPS bearer identity. This behaviour is discussed for handover case and non-handover case below.
Handover case:
One may think that it should be up to target eNB to decide which DRB-id to be used for each radio bearer. However, if E-UTRAN changes DRB-id for a certain bearer during handover, UE and eNB will experience serious packet loss after handover since all the packets buffered in PDCP and RLC are lost since these entities used before handover are removed, and new DRB is added associated with the same EPS bearer identity with Handover command.
In addition, since UE needs to restore the old DRB configuration and PDCP context in case of handover failure, UE could not release the old DRBs until successful handover. Consequently, UE implementation needs to be prepared to handle 8 * 2 = 16 DRB configurations at maximum during handover procedure in this rare event temporarily where all the DRB-ids are changed.
Since key eNB is always changed during handover, we do not see the benefit to change DRB-id from security point of view. In addition, constraint not to change DRB-id during handover does not seem to reduce flexibility of operation since DRB-id space is specific to UE and thus target eNB can assign the mapping of DRB-id to the EPS bearer just based on AS-Configuration container sent from source eNB.
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Figure 1 Linking between EPS bearer id and DRB id
Non-handover case
In case DRB-id is changed with reconfiguration without handover, UE and eNB also experiences the serious packet loss after reconfiguration from the same reason. One may argue that eNB may want to change DRB-id when HFN is going to wrap around. However, eNB can still invoke an intra-cell handover to refresh a whole key eNB hierarchy. In addition, intra-cell handover supports PDCP lossless behaviour for RLC-AM bearer and packets buffered but not processed by PDCP are not be lost, which is always better approach than changing DRB-id. There may be cases where eNB may want to change the DRB-id for a certain EPS bearer for e.g. implementation specific issue. However, such case should be handled by without additional UE implementation effort and test. eNB can still initiate the release of the DRB and let UE/MME to re-initiate the setup of the released DRB. Therefore there is not benefit to change DRB-id as well as handover.
Since there is no reason to use changing DRB-id approach for both handover and non-handover, we propose:
Proposal: For each eps-BearerIdentity, associated drb-Identity should not be changed once the DRB is setup
3. Conclusion
In this document, we discuss the issues when changing DRB-id during handover or reconfiguration (non-handover). We propose:

Proposal: For each eps-BearerIdentity, associated drb-Identity should not be changed once the DRB is setup
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5.3.5.3
Reception of a RRCConnectionReconfiguration not including the mobilityControlInformation by the UE

E-UTRAN applies reconfiguration procedure as follows:

-
For each eps-BearerIdentity which has already associated with a drb-Identity, ensure that the associated drb-Identity is not changed with the reconfiguration message;
If the RRCConnectionReconfiguration message does not include the mobilityControlInformation and the UE is able to comply with the configuration included in this message, the UE shall:
1>
If the RRCConnectionReconfiguration message includes the radioResourceConfiguration: 

2>
perform the Radio resource configuration procedure as specified in 5.3.10;
1>
If the RRCConnectionReconfiguration message includes the nas-DedicatedInformationList: 

2>
Forward each element of the nas-DedicatedInformationList to upper layers;

1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

1> if this is the first RRCConnectionReconfiguration message after successful completion of the RRC Connection Re-establishment procedure, indicate to PDCP to complete the PDCP re-establishment procedure for all DRBs that are established, if any;

NOTE:
If the RRCConnectionReconfiguration message includes the establishment of radio bearers others than SRB1, the UE may start using these radio bearers immediately, i.e. there is no need to wait for an outstanding acknowledgment of the SecurityModeComplete message.

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration, upon which the procedure ends;

5.3.5.4
Reception of a RRCConnectionReconfiguration including the mobilityControlInformation by the UE (handover)

E-UTRAN applies handover procedure as follows:

-
For each eps-BearerIdentity which has already associated with a drb-Identity, ensure that the associated drb-Identity is not changed with the reconfiguration message;
NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

If the RRCConnectionReconfiguration message includes the mobilityControlInformation and the UE is able to comply with the configuration included in this message, the UE shall:
1>
stop timer T310, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInformation;

1>
if the eutra-CarrierFreq is included:

2>
consider the target cell to be one on the frequency indicated by the eutra-CarrierFreq with a physical cell identity indicated by the targetCellIdentity;

1>
else:

2>
consider the target cell to be one on the current frequency with a physical cell identity indicated by the targetCellIdentity;

1>
deactivate any semi-persistent scheduling resources, if active;

1>
start synchronising to the DL of the target cell;
NOTE 2:
The UE applies the new configuration, resulting after the following actions, upon switching to the target cell.

1>
request PDCP to initiate the PDCP Re-establishment procedure for all RBs that are established;

NOTE 3:
The handling of the radio bearers after the successful completion of the L2 re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in [8].

1>
reset MAC and re-establish RLC for all RBs that are established;

1>
set the C-RNTI to the value of the newUE-Identity;

1>
if the dl-Bandwidth is included:

2>
for the target cell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
else:

2>
for the target cell, apply the same downlink bandwidth as for the current cell;

1>
if the ul-Bandwidth is included:

2>
for the target cell, apply the uplink bandwidth indicated by the ul-Bandwidth;

1>
else:

2>
for the target cell, apply the same uplink bandwidth as for the current cell;

1>
 configure lower layers in accordance with the received radioResourceConfigCommon;

1>
If the RRCConnectionReconfiguration message includes the radioResourceConfiguration: 

2>
perform the Radio resource configuration procedure as specified in 5.3.10;
1>
If the RRCConnectionReconfiguration message includes the securityConfiguration: 

2>
derive and apply the KRRCint, KRRCenc and KUPenc keys associated with the KeNB key indicated by the keyIndicator;

2>
configure lower layers to apply the indicated integrity protection algorithm and the KRRCint key, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply the indicated ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
perform the measurement related actions as specified in 5.5.6.1;
1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
If MAC successfully completes the random access procedure: 

2>
stop timer T304;

2>
If the UE needs the SFN of the target cell to apply the PUCCH and Sounding RS configuration:

3>
apply the new PUCCH and Sounding RS configuration upon acquiring the SFN of the target cell;

2>
else:
3>
apply the new PUCCH and Sounding RS configuration;
2> indicate to PDCP to complete the PDCP Re-establishment procedure for all DRBs that are established, if any;

2>
the procedure ends.
Editor's note:
It has been agreed that the UE is not required to determine the SFN of the target cell by acquiring system information from that cell before performing RACH access in the target cell.

Editor’s note
Currently it is specified that the keyIndicator always needs to be provided upon handover as a result of which the securityConfiguration becomes mandatory in case of handover. If however the securityConfiguration would be optional in case of handover, the case the IE is not included needs to be covered also.
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