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1. Introduction

In the RRC specification there are a few security related FFS that seem to have already been resolved.
2. Discussion

FFS in section 5.3.8.2
5.3.8.2
Initiation

E-UTRAN initiates the RRC connection release procedure to a UE in RRC_CONNECTED. It is FFS if redirection can be done from E-UTRAN before security is activated.

Editor's note:
Awaiting reply from SA3 (in response to R2-080602)
Reply LS from SA3 to R2-080602 was provided in R2-081920, where SA3 says "SA3 does not see any security reasons to not allow this. As this is possible in UTRAN, the same can be applied for E-UTRAN".
Further in [1], RAN2 indicated that RRC Connection Release message can be sent unprotected. Therefore by not putting any further restriction on the inclusion of IEs related to redirection in RRC Connection Release, it is naturally allowed for the network to perform redirection without security.
We did not find any statement affected by this change in the stage-2 specification.

Proposal 1:
To remove the sentence with FFS and the editor’s note in 5.3.8.2
FFS in section 5.6.3.1

5.6.3.1
General
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Figure 5.6.3.1-1: UE capability transfer
The purpose of this procedure is to transfer UE radio access capability information from the UE to E-UTRAN.

If the UE has changed its E-UTRAN radio access capabilities, the UE shall request higher layers to initiate the necessary NAS procedures (see TS 23.401) that would result in the update of UE radio access capabilities using a new RRC Connection.

NOTE:
Change of the UE's GERAN and/ or UTRAN UE radio capabilities in RRC_IDLE state is supported by use of Tracking Area Update.

Editor's note:
It is FFS if the security capabilities received via S1 can always be trusted. If this is not the case, there may be a need to support protection against bid down attacks. Awaiting reply from SA3 (in response to R2-080540).
Reply LS from SA3 to R2-080540 was provided in R2-081919, where SA3 says "SA3 confirms that the eNB can assume that the UE AS security capabilities received from the MME are correct”.
It seems that the editor’s note can be deleted and no further action is needed.
Proposal 2:
To remove the editor’s note in 5.6.3.1
3. Conclusion

TP corresponding to the above proposals is attached below.
4. Reference

[1]
R2-084876
LS on AS Message Exception list (Follow up on S3-080502)
RAN WG2
Text proposal (to TS36.331 rapporteur TP in R2-085978)
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