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1
Introduction
In RAN2#61bis a problem in radio bearer security at bearer re-establishmen was solved by reassignment of DRB Identity for the radio bearer and introduction the EPS Bearer Identity in addition to the 5-bit DRB Identity field to the RRC Connection Reconfiguration message. Unfortunately this solution has a few drawbacks:

1)
It means a larger message and additional complexity both in eNB and in UE;

2)
The limited range of DRB ID field does not allow the solution to be applied all the time;

3)
It does not work as well as the legacy solution which is using the HFN + SN counter for the same purpose without need to include an explicit parameter in RRC p2p signalling.

Although we are near the completion of Release 8, we feel that this is an important point to discuss before the freezing of ASN-1.
2
Solutions to avoid key stream repetition at radio bearer re-establishment 
2.1
DRB Identity reassignment
The DRB Identity as it is defined in the 36.331 is an alias Identity for EPS radio bearer. These id’s are mapped 1:1. RRC in eNB and UE need to maintain the mapping of DRB Identity to EPS bearer Identity. For AS (RRC and lower layers) DRB Identity is thus used as an alias identity for the EPS bearer Identity. An unused DRB Identity is allocated from DRB Identity value space every time an EPS Bearer is successively released and re-established. The need to allocate a new DRB Identity is due to the security requirement which states that while UE is connected to same eNB, the input parameters including COUNT and BEARER to radio bearer security algorithms need to be unique for each PDU. This is to prevent a repetion of a keystrem. In present solution an unused DRB Identity value solves the requirement, but at the same time creates a second solution for prevention of keystream repetition. The other solution in legacy and also in EUTRA is the HFN counter, which can maintain the input paramaters unique at least for about 50 days and in practical use much longer. In the present solution the DRB Identity is exploited for the same purpose, but does not work really well due to a quite limited value space. 
The DRB Identity must be changed every time EPS bearer is released and re-established when using the same KeNB,  so after 32 web sessions and/or voice calls (or periodic email fetching, presence updates, etc.), the whole value space is consumed and an intra cell HO needs to be executed to renew the security keys before the bearer can be established again (click to view time). The problem can of course be made less frequent by adding more bits to the DRB Identity, but this would cost in increasing the RRC Connection reconfiguration message size even further. 
2.2
HFN + SN continuity
The analysis in 2.1 presents how DRB Identity is in fact needed only to prevent key stream repetion in the security algorithms when EPS bearers are re-established. So it is not actually a real radio bearer ID, but more a security token used for input to the security algorithms.

The problem that is solved by renewing the DRB Identity is caused by restarting the HFN and SN when EPS Radio bearer is re-established in PDCP. It seems that a fairly simple (legacy) solution for the problem that the HFN and SN counters for a given EPS bearer Identity are not reset, but instead maintained both in UE and in eNB. These counter values are actually preserved in case of HO, so the needed functions already exist both in eNB and in UE.

When HFN + SN is saved and counts continued, the 5-bit DRB-Identity becomes redundant as we note that RRC Connection Reconfiguration message already has EPS Bearer identity which is a unique identity for user plane bearers and can be used as bearer identity both for AS and NAS. I.e. when COUNT (HFN +SN)  is kept continuous for each EPS bearer ID, there is no need to signal any alias 5-bit DRB Identity in UE and eNB p2p signalling. If this solution is adopted, the EPS Bearer Identity is then input as the BEARER parameter to security algorithms. This can be considered just as a cosmetic change to AS plane parameters of security algorithms. We do need to inform SA3 that BEARER input is now 4 bits instead of the earlier 5. See Figure 1 for security AS parameters used in ciphering/deciphering. LENGTH indicates just the needed length of the keystream, it does not affect to the binary outout of EEA.
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Figure 1: AS parameters to ciphering / deciphering
3
Summary
The unoptimal operation and other problems of the DRB identity reassignment at bearer re-establishment in preventing a key stream repetition have been presented in section 2. A change not to reset the HFN counter and SN at bearer re-establishment makes it practically impossible to have key stream repetition. For the extremely rarely occurring HFN + SN wrap-around there is already an existing solution to execute an intra cell HO so nothing new needs to be invented as a backup. With the reassignment of DRB Identity it is clear that intra cell HO is needed after 32 voice calls or web sessions (with bearer release and establishment) have been made.
Analysis thus shows that not only the DRB Identity reassignment is a second solution creating extra complexity, but it additionally does not work as well as the legacy solution. Additionally after the HFN + SN continuity is preserved at successive radio bearer re-establishments we have no need for a redundant one-to-one mapped alias Identity for the EPS Bearer Identity. Thus DRB identity can be removed and 5 bits are saved per bearer in RRC Connection Reconfiguration message.

Related changes to PDCP 36.323 are presented in PDCP CR proposal [7]. 

4
Conclusion
We propose to discuss the issues presented in this contribution in RAN2 and if agreed adopt the text proposals in this submission. The benefits of changes are:

1. Simplified bearer identification 
2. Less overhead in RRC Connection Reconfiguration message

3. Single solution for prevention of key stream repetition.
4. Avoiding frequent intra-cell HO before bearer establishment and thus improving click-to-view experience

5. Allows longer DRX periods and thus longer active sessions without the need to worry about KeNB refresh

6. No possibility to misconfigure 1:1 mapping of EPS bearer and DRBs

Beginning of Text Proposal
5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. 

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm and two parameters which are used by the UE to determine the AS security keys upon handover and/ or connection re-establishment (the keyIndicator and the nextHopChainingCount).

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is common for all radio bearers (i.e. SRBs and DRBs).

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the encryption of RRC signalling (KRRCenc) and one for the encryption of user data (KUPenc). All three AS keys are derived from the KeNB (a key that is eNB specific).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (KeNB, KRRCint, KRRCenc and KUPenc) change upon every handover and connection re-establishment. The keyIndicator is used upon handover and indicates whether the UE should use the keys associated with the latest available Kasme (details FFS). The nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the new KeNB that is used to generate KRRCint, KRRCenc and KUPenc (see [32]). An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow countermeasure mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same KeNB, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. The reuse is prevented by continuation of COUNTvalue for successive RB establishments. RRC configures the PDCP COUNT value at RB establishment and stores the COUNT value for RB at RB release. The further details are specified in [8].In case of COUNT wrap-around, the eNB may e.g. trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

End of Text Proposal
Beginning of Text Proposal
5.3.10.2
DRB release

The UE shall:

1>
if the received radioResourceConfiguration includes the drb-ToReleaseList:

2>
for each eps-BearerIdentity value included in the drb-ToReleaseList that is part of the current UE configuration (DRB release):

3>
release the PDCP entity;

3>
release the RLC entity;

3>
release the DTCH logical channel;

2>
indicate the release of the DRB(s) and the eps-BearerIdentity of the released DRB(s) to upper layers;

5.3.10.3
DRB addition/ modification

The UE shall:

1>
if the received radioResourceConfiguration includes the drb-ToAddModifyList:

2>
for each eps-BearerIdentity value included in the drb-ToAddModifyList that is not part of the current UE configuration (DRB establishment):

3>
establish a PDCP entity and configure it with the current security configuration and in accordance with the received PDCP-Configuration IE;

3>
establish an RLC entity in accordance with the received RLC-Configuration IE;

3>
establish a DTCH logical channel in accordance with the received LogicalChannelConfig IE;

2>
indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;
2>
for each eps-BearerIdentity value included in the drb-ToAddModifyList that is part of the current UE configuration (DRB reconfiguration):

3>
reconfigure the PDCP entity in accordance with the received PDCP-Configuration IE;

3>
reconfigure the RLC entity in accordance with the received RLC-Configuration IE;

3>
reconfigure the DTCH logical channel in accordance with the received LogicalChannelConfig IE;

End of Text Proposal
Beginning of Text Proposal
RadioResourceConfigDedicated
The IE RadioResourceConfigDedicated is used to setup/modify/release RBs, to setup/modifiy transport channel configurations and to setup/modify physical channels

RadioResourceConfigDedicated information element
-- ASN1START

RadioResourceConfigDedicated ::=

SEQUENCE {


srb-ToAddModifyList




SRB-ToAddModifyList


OPTIONAL,


drb-ToAddModifyList




DRB-ToAddModifyList


OPTIONAL,


drb-ToReleaseList




DRB-ToReleaseList


OPTIONAL,


mac-MainConfig





CHOICE {




explicit





MAC-MainConfiguration,




default






NULL


}

OPTIONAL,















-- Cond Setup

physicalConfigDedicated



PhysicalConfigDedicated

OPTIONAL,

-- Cond Misc


sps-Configuration




SPS-Configuration 


OPTIONAL,

-- Need OC


...

}

DTCH-LogicalChannelIdentity ::=


INTEGER (3..10)

SRB-ToAddModifyList ::=



SEQUENCE (SIZE (1..2)) OF SEQUENCE {


srb-Identity





INTEGER (1..2),


rlc-Configuration




CHOICE {



explicit






RLC-Configuration,



default







NULL


}

OPTIONAL,















-- Cond Setup

logicalChannelConfig



CHOICE {


explicit






LogicalChannelConfig,



default







NULL


}

OPTIONAL,















-- Cond Setup

...

}

DRB-ToAddModifyList ::=



SEQUENCE (SIZE (1..maxDRB)) OF SEQUENCE {


eps-BearerIdentity




INTEGER (0..15),




pdcp-Configuration




PDCP-Configuration

OPTIONAL,

 
-- Cond Setup


rlc-Configuration




RLC-Configuration

OPTIONAL,

 
-- Cond Setup

rb-MappingInfo





DTCH-LogicalChannelIdentity
OPTIONAL,

-- Cond Setup-HO

logicalChannelConfig



LogicalChannelConfig

OPTIONAL,

-- Cond Setup

...

}

DRB-ToReleaseList ::=



SEQUENCE (SIZE (1..maxDRB)) OF SEQUENCE {


eps-BearerIdentity




INTEGER (0..15)
}

-- ASN1STOP

	RadioResourceConfigDedicated field descriptions

	rlc-Configuration

SRB choice indicates whether the RLC configuration is set to the values signalled explicitly or to the values defined in the default RLC configuration for SRB1 in 9.2.1.1 or for SRB2 in 9.2.1.2. E-UTRAN does not reconfigure the RLC mode of DRBs.

	pdcp-Configuration

E-UTRAN can reconfigure PDCP header compression for DRBs only when the PDCP re-establishment procedure is performed.

	mac-MainConfig

The default transport channel configuration is specified in 9.2.2. 

	logicalChannelConfig

For SRBs a choice is used to indicate whether the logical channel configuration is signalled explicitly or set to the values defined in the default logical channel configuration for SRB1 in 9.2.1.1 or for SRB2 in 9.2.1.2.

	DTCH-LogicalChannelIdentity

The logical channel identity for both UL and DL.


	Conditional presence
	Explanation

	Setup
	The IE is mandatory present if the corresponding SRB/DRB is being setup; otherwise the IE is optionally present, continue.

	Setup-HO
	The IE is mandatory present if the corresponding DRB is being setup and optionally present in case of handover, continue; otherwise the IE is not needed and the current configuration is maintained.

	Misc
	The IE is mandatory present upon connection establishment, handover within E-UTRA, handover to E-UTRA and connection re-establishment; otherwise the IE is optionally present, continue.


End of Text Proposal
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