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1. Overall Description

SA3 would like to thank RAN2 for the reply LS on counter check procedure'.

After discussing the feedback from RAN2, taking into account further analysis on attacks, considering the impacts on the design, and taking views from operators, SA3 has concluded that the stage 2 requirement for the counter check procedures in TS 33.401 still remains.

On the following quote below (in italics) from the RAN2 LS, SA3 can add that the accuracy of the CC-procedure is determined by how much higher order bits of the COUNTs are taking into account in the analysis i.e. some lsb may not be evaluated to provide some tolerance. As the user plane works independent from the control plane, taking into account more COUNT bits may increase the possibility to have more false positives (UE reporting less bits sent then received by the eNB), and if less COUNT bits are taken into account for the evaluation then attacks with small number of injected packets may potentially remain undetected: 

"At the meeting concerns were also raised that even the current CC procedure, which is specified in UTRAN (but not widely used), also is not 100% guaranteed to detect packet injection since it does not provide any synchronicity between the CC procedure and the user plane traffic. RAN2 leaves it up to SA3 to discuss if this is a serious issue or not."

2. Actions 

To RAN2:

ACTION:

SA3 kindly asks RAN2 to take into account the requirement on counter check procedure in the stage 3 specifications.
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