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1 Introduction

In [1], we propose to clarify the AS-derived keys derivation and configuration in TS 36.331. In this contribution, we provided the updated text proposal based on the agreed contribution [2]. All new changes are lighlighted by yellow.
2 Reference
[1] R2-085205, Clarification of Key Derivation, CATT
[2] R2-085066, Miscellaneous Clarifications on Security, Alcatel-Lucent, Samsung
3 Text Proposal to 36.331
Start of 1st modification:
5.3.4.3
Reception of the SecurityModeCommand by the UE

The UE shall:

1> derive the KRRCint key associated with the integrity algorithm, as specified in [32], which is indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message;
1>
request lower layers to verify the integrity protection of the SecurityModeCommand message, using the algorithm indicated by the integrityProtAlgorithm as included in the SecurityModeCommand message and the KRRCint key;

1>
If the SecurityModeCommand message passes the integrity protection check:

2> derive the KRRCenc key and KUPenc key associated with the ciphering algorithm, as specified in [32], which is indicated by the cipheringAlgorithm as included in the SecurityModeCommand message;
2>
configure lower layers to apply integrity protection using the indicated algorithm and KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the SecurityModeComplete message;

2>
configure lower layers to apply ciphering using the indicated algorithm, KRRCenc key and KUPenc key after completing the procedure, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, except for the SecurityModeComplete message which is sent unciphered;

2>
consider AS-security to be activated;

2>
submit the SecurityModeComplete message to lower layers for transmission, upon which the procedure ends.

1>
else:

2>
continue using the configuration used prior to the reception of the SecurityModeCommand message, i.e. neither apply integrity protection nor ciphering.

2>
submit the SecurityModeFailure message to lower layers for transmission, upon which the procedure ends.
End of 1st modification
Start of 2nd modification:

5.3.5.4
Reception of a RRCConnectionReconfiguration including the mobilityControlInformation by the UE (handover)

NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

If the RRCConnectionReconfiguration message includes the mobilityControlInformation and the UE is able to comply with the configuration included in this message, the UE shall:
1>
stop timer T310 and T312, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInformation;

1>
request PDCP to initiate the PDCP Re-establishment procedure for all RBs that are established;

NOTE 2:
The handling of the radio bearers after the successful completion of the L2 re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in [8].

1>
reset MAC and re-establish RLC for all RBs that are established;

1>
If the RRCConnectionReconfiguration message includes the radioResourceConfiguration: 

2>
perform the Radio resource configuration procedure as specified in 5.3.10;
1>
set the C-RNTI to the value of the newUE-Identity;

1>
if the eutra-CarrierFreq is included:

2>
consider the target cell to be one on the frequency indicated by the eutra-CarrierFreq with a physical cell identity indicated by the targetCellIdentity;

1>
else:

2>
consider the target cell to be one on the current frequency with a physical cell identity indicated by the targetCellIdentity;

1>
if the dl-Bandwidth is included:

2>
for the target cell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
else:

2>
for the target cell, apply the same downlink bandwidth as for the current cell;

1>
if the ul-Bandwidth is included:

2>
for the target cell, apply the uplink bandwidth indicated by the ul-Bandwidth;

1>
else:

2>
for the target cell, apply the same uplink bandwidth as for the current cell;

1>
 configure lower layers in accordance with the received radioResourceConfigCommon;

1>
If the RRCConnectionReconfiguration message includes the securityConfiguration: 

2>
derive and apply the AS-derived keys associated with the AS-base key indicated by the keyIndicator;

2>
configure lower layers to apply the indicated integrity protection algorithm and KRRCint key, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE in the target cell, including the message used to indicate the successful completion of the procedure;

2>
configure lower layers to apply the indicated ciphering algorithm, KRRCenc key and KUPenc key, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE in the target cell, including the message used to indicate the successful completion of the procedure;

1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

1>
synchronise to the DL of the target cell;
1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
If MAC successfully completes the random access procedure: 

2>
stop timer T304;

2>
If the physicalConfigDedicated is included in the RRCConnectionReconfiguration message:

3>
If the UE needs the SFN of the target cell to apply the PUCCH and Sounding RS configuration:

4>
apply the new PUCCH and Sounding RS configuration upon acquiring the SFN of the target cell;

3>
else:
4>
apply the new PUCCH and Sounding RS configuration;
2> indicate to PDCP to complete the PDCP Re-establishment procedure for all DRBs that are established, if any;

2>
the procedure ends.
Editor's note:
It has been agreed that the UE is not required to determine the SFN of the target cell by acquiring system information from that cell before performing RACH access in the target cell.

Editor’s note
The handling of the radio configuration is covered by the general reconfiguration procedure. It has been agreed that the configuration used in the target cell may either be specified as a delta to the one used in the serving cell or by providing the full configuration (signalling details are FFS)

Editor’s note
Currently it is specified that the keyIndicator always needs to be provided upon handover as a result of which the securityConfiguration becomes mandatory in case of handover. If however the securityConfiguration would be optional in case of handover, the case the IE is not included needs to be covered also.
End of 2nd modification
Start of 3rd modification:

5.3.7.5
Reception of the RRCConnectionReestablishment by the UE

NOTE:
Prior to this, lower layers allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
Stop timer T301;

1>
resume SRB1 after reconfiguring it in accordance with the received radioResourceConfiguration and as specified in 5.3.10;

Editor's note:
It has been agreed that the procedure is the same irrespective of whether the UE returns to the same cell. So, e.g. the UE always derives a new AS base-key (KeNB)
1> derive the KRRCint, KRRCenc and KUPenc keys according to the security configuration in RRCConnectionReestablishment message;
1>
configure lower layers to re-activate integrity protection using the previously configured algorithm and KRRCint key immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm, KRRCenc key and KUPenc key immediately, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
send the RRCConnectionReestablishmentComplete message as specified in 5.3.7.6;

1>
Resume the RRC connection with the restriction that the use of all radio bearers other than SRB1 is suspended until a subsequent RRCConnectionReconfiguration message is received;

Editor's note:
A subsequent RRC connection reconfiguration procedure is used to re-activate the measurements. The concerned RRCConnectionReconfiguration message can, for the RLC/MAC & measurement configuration, either apply delta or full signalling. In case of ‘full signalling’ the UE completely deletes the existing configuration and replaces this with the newly received configuration. The use of ‘full signalling’ for PDCP is FFS, but should be aligned with what is agreed for handover. Upon successful connection re-establishment, the UE applies the same rules to the measurement configuration as defined for the case of handover.
End of 3rd modification
Start of 4th modification:

5.4.2.3
Reception of the RRCConnectionReconfiguration by the UE

If the UE is able to comply with the configuration included in the RRCConnectionReconfiguration message, the UE shall:

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInformation;

1>
perform the Radio resource configuration procedure as specified in 5.3.10;
1>
set the C-RNTI to the value of the newUE-Identity;

1>
consider the target cell to be one on the frequency indicated by the eutra-CarrierFreq with a physical cell identity indicated by the targetCellIdentity;

1>
for the target cell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
for the target cell, apply the uplink bandwidth indicated by the ul-Bandwidth;

Editor's note:
It is FFS if a keyIndicator is used to indicate if the UE shall apply the AS-derived keys associated either with the last used or an unused/ cached Kasme;

1> derive the KRRCint, KRRCenc and KUPenc keys;
1>
configure lower layers to apply the indicated integrity protection algorithm and KRRCint key immediately, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply the indicated ciphering algorithm, KRRCenc key and KUPenc key immediately, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

1>
synchronise to the DL of the target cell;
1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
If MAC successfully completes the random access procedure: 

2>
stop timer T304;

2>
If the physicalConfigDedicated is included in the RRCConnectionReconfiguration message:

3>
If the UE needs the SFN of the target cell to apply the PUCCH and Sounding RS configuration:

4>
apply the new PUCCH and Sounding RS configuration upon acquiring the SFN of the target cell;

3>
else:
4>
apply the new PUCCH and Sounding RS configuration;

2>
enter E-UTRA RRC_CONNECTED, upon which the procedure ends.

Editor's note:
It is FFS if 36.331 needs to include a timer to supervise the RA procedure or whether for all cases there are timers running in the other RATs that already provide the required functionality.

Editor's note:
It has been agreed that the UE is not required to determine the SFN of the target cell by acquiring system information from that cell.

Editor's note:
The handling of outstanding signalling/ data may need to be clarified.

Editor's note:
There may be a need to re-map information regarding e.g. EPS bearers, security context, initialisation of variables
End of 4th modification
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