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1. Overall Description

SA3 would like to thank RAN2 for their reply LS on "AS Message exception list".

With regard to the answer on question (e) SA3 received following answer in R2-084876: 

"To take into account the SA3 requirement that RRC messages that shall be sent protected by E-UTRAN after a successful AS SMC completion, shall be discarded by the receiving entity if received unprotected.
RAN2 would like to inform that an RRC connection re-establishment procedure is triggered if an RRC message is received unprotected although it shall be sent protected by E-UTRAN after a successful AS SMC completion."

After discussing the above issue, SA3 would like to inform RAN2 that SA3 have a different opinion on the action that shall be taken by the receiving entity if there is a wrong or missing MAC on a message received after the start of security. It is good security practise to drop the received packet if the MAC is wrong or missing as other action by the receiver could be misused by an attacker to generate a DoS-attack. Exceptions to this rule shall be carefully considered.

Consequently SA3 have agreed following quoted text from a draft CR to TS33.401 during SA3#52bis: 

"The supervision of failed RRC integrity checks shall be performed both in the ME and the eNB. In case of failed integrity check (i.e. faulty or missing MAC) is detected after the start of integrity protection, the concerned message shall be discarded.  This can happen on the eNB side or on the ME side".

2. Actions 

To RAN2:

ACTION:

SA3 kindly asks RAN2 to take into account the above requirement and to provide further information in case exceptions to the above requirement should be granted.
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