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1 Introduction

During the last meeting, a brief discussion has been taken place on whether a replay protection mechanism needs to be introduced in the PDCP specification. Even though there hasn’t been an official LS from SA3, it seems clear that SA3 want to make it sure that a replayed RRC message shall not be regarded as a valid RRC message by UE.
The contribution discusses whether any additional mechansim is necessary to fulfil the requirement. 
2 Discussion
Can replayed RRC message reach the PDCP? 

SA3 seems to want to introduce a PDCP window to filter out the replayed packets. But the first question to be answered is whether the replayed PDCP PDUs can go through the RLC.

SRB 1 and SRB 2 are connected to RLC AM entity. In general any replayed RLC AMD PDU will be discarded because they will be regarded as either out of window or duplicated. For the attacker to avoid the replayed packet to be discarded, he can choose the time to replay very carefully so that the replayed packet be within the reception buffer as illustrated below.
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However we don’t see this is a real problem with following reasons.
· The captured packet shall be replayed at least after 2048 RLC PDUs have been successfully received. It is unrealistic that a RRC connection is kept such long and that the attacker pick up the exact timing.
· Even if it is the problem, PDCP window does not give any more help than RLC reception window. If attacker can bypass the reception window, it would also be possible for him to bypass the PDCP window. 

Observation 1 RLC reception window provides at least as good protection for the replay attack as any PDCP window would do. 
3 Conclusion and Proposal
In our understanding additional replay protection mechansim is not needed for SRB 1/2 because the underlying RLC filter out the replayed packets. 

Proposal 1 Not to introduce a replay protection mechanism in PDCP
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