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The RRCConnectionReestablishmentReject message is empty and doesn’t do anything, except maybe transitioning the UE to IDLE before the expiration of timer T301( configurable per eNB between 100 ms and 2s), which is not much of an advantage since the UE is already monitoring SRB0 for potential signaling.  
The message allows for a DOS/annoyance attack: if a malicious UE sends RRCConnectionReestablishmentRequest messages using active C-RNTIs in the cell and if the eNB responds to each of them with a RRCConnectionReestablishmentReject message it will use up DL resources on SRB0.
It is proposed to remove the RRCConnectionReestablishmentReject in Rel-8 and have the UE rely on the T301 timer to transition to IDLE state.
The message can be added in Rel-9 if some worthy use can be found.
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______________________________________________________________________________________________
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5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection re-establishment, successful




Figure 5.3.7.1-2: RRC connection re-establishment, failure

The purpose of this procedure is to re-establish the RRC connection, which involves the resumption of SRB1 operation and the re-activation of security. 

A UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds only if the concerned cell is prepared i.e. has a valid UE context. In case E-UTRAN accepts the re-establishment, SRB1 operation resumes while the operation of other radio bearers remains suspended. If security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.
E-UTRAN applies the procedure as follows:

-
to reconfigure SRB1 and to resume data transfer only for this RB;

-
to re-activate security without changing algorithms.
[…]
5.3.7.9




[…]
6.2.1
General message structure

–
EUTRA-RRC-Definitions

This ASN.1 segment is the start of the E‑UTRA RRC PDU definitions.

-- ASN1START

EUTRA-RRC-Definitions DEFINITIONS AUTOMATIC TAGS ::=

BEGIN

-- ASN1STOP

–
BCCH-BCH-Message
The BCCH-BCH-Message class is the set of RRC messages that may be sent from the E‑UTRAN to the UE via BCH on the BCCH logical channel.

-- ASN1START

BCCH-BCH-Message ::= SEQUENCE {


message




BCCH-BCH-MessageType

}

BCCH-BCH-MessageType ::=





MasterInformationBlock

-- ASN1STOP

–
BCCH-DL-SCH-Message
The BCCH-DL-SCH-Message class is the set of RRC messages that may be sent from the E‑UTRAN to the UE via DL‑SCH on the BCCH logical channel.

-- ASN1START

BCCH-DL-SCH-Message ::= SEQUENCE {


message




BCCH-DL-SCH-MessageType

}

BCCH-DL-SCH-MessageType ::= CHOICE {


c1





CHOICE {



systemInformation





SystemInformation,



systemInformationBlockType1



SystemInformationBlockType1


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

–
PCCH-Message
The PCCH-Message class is the set of RRC messages that may be sent from the E‑UTRAN to the UE on the PCCH logical channel.

-- ASN1START

PCCH-Message ::= SEQUENCE {


message




PCCH-MessageType

}

PCCH-MessageType ::= CHOICE {


c1





CHOICE {



paging








Paging


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

–
DL-CCCH-Message
The DL-CCCH-Message class is the set of RRC messages that may be sent from the E‑UTRAN to the UE on the downlink CCCH logical channel.

-- ASN1START

DL-CCCH-Message ::= SEQUENCE {


message




DL-CCCH-MessageType

}

DL-CCCH-MessageType ::= CHOICE {


c1





CHOICE {



rrcConnectionReestablishment


RRCConnectionReestablishment,






rrcConnectionReject





RRCConnectionReject,



rrcConnectionSetup





RRCConnectionSetup

},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

–
DL-DCCH-Message
The DL-DCCH-Message class is the set of RRC messages that may be sent from the E‑UTRAN to the UE on the downlink DCCH logical channel.

-- ASN1START

DL-DCCH-Message ::= SEQUENCE {


message




DL-DCCH-MessageType

}

DL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



cdma2000-CSFBParametersResponse


CDMA2000-CSFBParametersResponse,


dlInformationTransfer




DLInformationTransfer,


handoverFromEUTRAPreparationRequest

HandoverFromEUTRAPreparationRequest,



mobilityFromEUTRACommand



MobilityFromEUTRACommand,



rrcConnectionReconfiguration


RRCConnectionReconfiguration,



rrcConnectionRelease




RRCConnectionRelease,



securityModeCommand





SecurityModeCommand,



ueCapabilityEnquiry





UECapabilityEnquiry


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

–
UL-CCCH-Message
The UL-CCCH-Message class is the set of RRC messages that may be sent from the UE to the E‑UTRAN on the uplink CCCH logical channel.

-- ASN1START

UL-CCCH-Message ::= SEQUENCE {


message




UL-CCCH-MessageType

}

UL-CCCH-MessageType ::= CHOICE {


c1





CHOICE {



rrcConnectionReestablishmentRequest

RRCConnectionReestablishmentRequest,



rrcConnectionRequest




RRCConnectionRequest

},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

–
UL-DCCH-Message
The UL-DCCH-Message class is the set of RRC messages that may be sent from the UE to the E‑UTRAN on the uplink DCCH logical channel.

-- ASN1START

UL-DCCH-Message ::= SEQUENCE {


message




UL-DCCH-MessageType

}

UL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



cdma2000-CSFBParametersRequest


CDMA2000-CSFBParametersRequest,



measurementReport





MeasurementReport,



rrcConnectionReconfigurationComplete
RRCConnectionReconfigurationComplete,



rrcConnectionReestablishmentComplete
RRCConnectionReestablishmentComplete,



rrcConnectionSetupComplete



RRCConnectionSetupComplete,



rrcStatus







RRCStatus,



securityModeComplete




SecurityModeComplete,



securityModeFailure





SecurityModeFailure,



ueCapabilityInformation




UECapabilityInformation,
ulHandoverPreparationTransfer           ULHandoverPreparationTransfer,



ulInformationTransfer




ULInformationTransfer,



spare5 NULL, spare4 NULL,



spare3 NULL, spare2 NULL, spare1 NULL


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

6.2.2
Message definitions

[…]
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[…]
7.3
Timers

	Timer
	Start
	Stop
	At expiry

	T300

	Transmission of RRCConnectionRequest 
	Reception of RRCConnectionSetup or RRCConnectionReject message, cell re-selection and upon abortion of connection establishment by upper layers
	Go to RRC_IDLE

	T301
	Transmission of RRCConnectionReestabilshmentRequest
	Reception of RRCConnectionReestablishment message as well as when the selected cell becomes unsuitable
	Go to RRC_IDLE

	T302
	Reception of RRCConnectionReject while performing RRC connection establishment
	Upon entering RRC_CONNECTED and upon cell re-selection
	Inform upper layers about barring alleviation as specified in 5.3.3.7

	T303
	Access barred while performing RRC connection establishment for mobile originating calls
	Upon entering RRC_CONNECTED and upon 

cell re-selection
	Inform upper layers about barring alleviation as specified in 5.3.3.7

	T304
	Reception of RRCConnectionReconfiguration message including the MobilityControl Information or

reception of MobilityFromEUTRACommand message
	Criterion for successful completion of handover or cell change order is met (the criterion is specified in the target RAT in case of inter-RAT)
	Initiate the RRC connection re-establishment procedure

	T305
	Access barred while performing RRC connection establishment for mobile originating signalling
	Upon entering RRC_CONNECTED and upon cell re-selection 
	Inform upper layers about barring alleviation as specified in 5.3.3.7

	T310
	Upon detecting physical layer problems
	Upon recovery from physical layer problems, upon triggering the handover procedure and upon initiating the connection re-establishment procedure
	If security is not activated: go to RRC_IDLE else: stop T312, if running, and initiate the connection re-establishment procedure 

	T311
	Upon initiating the RRC connection re-establishment procedure
	Selection of an E-UTRA cell or a cell using another RAT.
	Enter RRC_IDLE

	T312
	Upon receiving a Random Access  problem indication from MAC
	Upon receiving an indication from MAC about Random Access problem recovery, upon triggering the handover procedure  and upon initiating the connection re-establishment procedure
	If security is not activated: go to RRC_IDLE else: stop T310, if running, and initiate the connection re-establishment procedure

	T320
	Upon receiving IE t320
	Upon entering RRC_CONNECTED
	Discard the cell reselection priority information provided by dedicated signalling.

	T321
	Upon receiving IE measurementConfiguration including a reportConfig including reportCGI set to ‘TRUE’
	Upon receiving IE measurementConfiguration that includes removal of the reportConfig including reportCGI set to ‘TRUE’
	Stop performing the related measurements
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