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Discussion and Decision
1. Introduction & Discussion
In this contribution, we give some corrections to 36.331.
About 1st change, the IE name in the description isn't consistent with the one in the ASN1.

About 2nd change, IE integrityProtAlgorithm and cipheringAlgorithm are optional. They may be not included at handover.

About 3rd change, the rach-Configuration may be the same between the source cell and target cell.
About 4th change, it was agreed at RAN2#63 meeting that RRC connection re-establishment procedure should be initiated when IP check fail.
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Text Proposal
1st change

5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the physCellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:

3>
over the concatenation of the ASN.1 encoded CellIdentity of the current cell, PhysicalCellIdentity of the cell the UE was connected to prior to the failure and C-RNTI that the UE had in the cell it was connected to prior to the failure;

3>
with the integrity protection key and integrity protection algorithm that was used in the cell the UE was connected to prior to the failure; and

3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones.

1>
set the IE reestablishmentCause as follows:
2>
if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.5 (the UE is unable to comply with the reconfiguration):
3>
set the reestablishmentCause to the value ‘reconfigurationFailure’;

2>
else if the re-establishment procedure was initiated due to handover failure as specified in 5.3.5.6 (intra-LTE handover failure) or 5.4.3.5 (inter-RAT mobility from EUTRA failure):
3>
set the reestablishmentCause to the value ‘handoverFailure’;

2>
else:
3>
set the reestablishmentCause to the value ‘otherFailure’;

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

2nd change

5.3.5.4
Reception of a RRCConnectionReconfiguration including the mobilityControlInformation by the UE (handover)

NOTE 1:
The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.

If the RRCConnectionReconfiguration message includes the mobilityControlInformation and the UE is able to comply with the configuration included in this message, the UE shall:
1>
stop timer T310 and T312, if running;

1>
start timer T304 with the timer value set to t304, as included in the mobilityControlInformation;

1>
request PDCP to initiate the PDCP Re-establishment procedure for all RBs that are established;

NOTE 2:
The handling of the radio bearers after the successful completion of the L2 re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in [8].

1>
reset MAC and re-establish RLC for all RBs that are established;

1>
If the RRCConnectionReconfiguration message includes the radioResourceConfiguration: 

2>
perform the Radio resource configuration procedure as specified in 5.3.10;
1>
set the C-RNTI to the value of the newUE-Identity;

1>
if the eutra-CarrierFreq is included:

2>
consider the target cell to be one on the frequency indicated by the eutra-CarrierFreq with a physical cell identity indicated by the targetCellIdentity;

1>
else:

2>
consider the target cell to be one on the current frequency with a physical cell identity indicated by the targetCellIdentity;

1>
if the dl-Bandwidth is included:

2>
for the target cell, apply the downlink bandwidth indicated by the dl-Bandwidth;

1>
else:

2>
for the target cell, apply the same downlink bandwidth as for the current cell;

1>
if the ul-Bandwidth is included:

2>
for the target cell, apply the uplink bandwidth indicated by the ul-Bandwidth;

1>
else:

2>
for the target cell, apply the same uplink bandwidth as for the current cell;

1>
 configure lower layers in accordance with the received radioResourceConfigCommon;

1>
If the RRCConnectionReconfiguration message includes the securityConfiguration: 

2>
apply the AS-derived keys associated with the AS-base key indicated by the keyIndicator;

2>
if the integrityProtAlgorithm is included, configure lower layers to apply the indicated integrity protection algorithm, i.e. the indicated integrity protection configuration shall be applied to all subsequent messages received and sent by the UE in the target cell, including the message used to indicate the successful completion of the procedure;

2>
if the cipheringAlgorithm is included, configure lower layers to apply the indicated ciphering algorithm, i.e. the indicated ciphering configuration shall be applied to all subsequent messages received and sent by the UE in the target cell, including the message used to indicate the successful completion of the procedure;

1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

1>
synchronise to the DL of the target cell;
1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration;

1>
If MAC successfully completes the random access procedure: 

2>
stop timer T304;

2>
If the physicalConfigDedicated is included in the RRCConnectionReconfiguration message:

3>
If the UE needs the SFN of the target cell to apply the PUCCH and Sounding RS configuration:

4>
apply the new PUCCH and Sounding RS configuration upon acquiring the SFN of the target cell;

3>
else:
4>
apply the new PUCCH and Sounding RS configuration;
2> indicate to PDCP to complete the PDCP Re-establishment procedure for all DRBs that are established, if any;

2>
the procedure ends.
3rd change

–
RadioResourceConfigCommon
The IE RadioResourceConfigCommonSIB and IE RadioResourceConfigCommon are used to specify common radio resource configurations in the system information and in the mobility control information, respectively, e.g., the random access parameters and the static physical layer parameters.

RadioResourceConfigCommon information element
-- ASN1START

RadioResourceConfigCommonSIB ::=
SEQUENCE {


rach-Configuration




RACH-ConfigCommon,


bcch-Configuration 




BCCH-Configuration,


pcch-Configuration 




PCCH-Configuration,


prach-Configuration




PRACH-ConfigurationSIB,


pdsch-Configuration




PDSCH-ConfigCommon,


pusch-Configuration




PUSCH-Configuration,


pucch-Configuration




PUCCH-ConfigCommon,


soundingRsUl-Config




SoundingRsUl-ConfigCommon,


uplinkPowerControl




UplinkPowerControlCommon,


...

}

RadioResourceConfigCommon ::=

SEQUENCE {


rach-Configuration




RACH-ConfigCommon




OPTIONAL,
-- Need OC

prach-Configuration




PRACH-Configuration,


pdsch-Configuration




PDSCH-ConfigCommon




OPTIONAL,
-- Need OC


pusch-Configuration




PUSCH-Configuration,


phich-Configuration




PHICH-Configuration




OPTIONAL,
-- Need OC


pucch-Configuration




PUCCH-ConfigCommon




OPTIONAL,
-- Need OC


soundingRsUl-Config




SoundingRsUl-ConfigCommon,


uplinkPowerControl




UplinkPowerControlCommon


OPTIONAL,
-- Need OC


antennaInformationCommon


AntennaInformationCommon


OPTIONAL,
-- Need OC


tdd-Configuration




TDD-Configuration




OPTIONAL,
-- need OC


...

}

BCCH-Configuration ::=



SEQUENCE {


modificationPeriodCoeff



ENUMERATED {n1, n2, n4, n8}

}

PCCH-Configuration ::=



SEQUENCE {


defaultPagingCycle




ENUMERATED {












ms320, ms640, ms1280, ms2560},


nB








ENUMERATED {












fourT, twoT, oneT, halfT, quarterT, oneEightT,












onSixteenthT, oneThirtySecondT}

}

-- ASN1STOP

	RadioResourceConfigCommon field descriptions

	


	BCCH-Configuration

	modificationPeriodCoeff

Actual modification period, expressed in number of radio frames= modificationPeriodCoeff * defaultPagingCycle DIV 10ms. n1 corresponds to value 1, n2 corresponds to value 2, and so on.


	PCCH-Configuration

	defaultPagingCycle

Default paging cycle, referred to as ‘T’ in TS 36.304 [4]

	nB

Parameter: Nb is used to derive the number of paging groups according to TS 36.304 [4]


4th change

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. RRC handles the integrity protection configuration (integrity protection algorithm and the AS base-key -  KeNB), which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration (ciphering algorithm and the AS base-key - KeNB), which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data (DRBs). 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed and notify RRC layer
The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The AS keys (both the base-key and the derived-keys) change upon every handover and connection re-establishment. No additional AS-parameters (i.e. specific for this purpose) are exchanged to serve as inputs for the derivation of the new AS keys. An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.
End
