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5
PDCP procedures

5.1
PDCP Data Transfer Procedures
5.1.1
UL Data Transfer Procedures
At reception of a PDCP SDU from upper layers, the UE shall:

-
associate the PDCP SN corresponding to Next_PDCP_TX_SN to this PDCP SDU;

-
start the Discard_Timer associated with this PDCP SDU (if configured);

-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;

-
perform integrity protection (if applicable), and ciphering (if applicable) using COUNT based on TX_HFN and the PDCP SN associated with this PDCP SDU as specified in the subclause 5.7 and 5.6, respectively;
-
increment Next_PDCP_TX_SN by one;

-
if Next_PDCP_TX_SN = 0:


-
increment TX_HFN by one;

-
submit the resulting PDCP Data PDU to lower layer.
5.1.2
DL Data Transfer Procedures

5.1.2.1
Procedures for DRBs

For DRBs mapped on RLC AM and if the Flush_Timer is not running, or for DRBs mapped on RLC UM, at reception of a PDCP Data PDU from lower layers, the UE shall:

-
if received PDCP SN >= 0 > Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
decipher the PDCP Data PDU using COUNT based on RX_HFN and the received PDCP SN as specified in the subclause 5.6;

-
if the DRB is mapped on RLC AM: 
-
set Last_Submitted_PDCP_RX_SN to the received PDCP SN;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN = 0:


-
increment RX_HFN by one;

-
perform header decompression (if configured) of the deciphered PDCP Data PDU as specified in the subclause 5.5.5;

-
deliver the resulting PDCP SDU to upper layer.

For DRBs mapped on RLC AM and if the Flush_Timer is running, at reception of a PDCP Data PDU from lower layers other than the PDU received due to the re-establishment of lower layers, the UE shall:
· process the PDCP Data PDU as specified in the subclause 5.1.2.1.1;

· deliver to upper layers in ascending order of the associated COUNT value:

-
all stored PDCP SDU(s) with an associated COUNT value less than or equal to the COUNT value associated with the received PDCP SDU;

-
all stored PDCP SDU(s) with consecutive associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU + 1, if any;

· set Last_Submitted_PDCP_RX_SN to the PDCP SN of the last PDCP SDU delivered to upper layers.

For DRBs mapped on RLC AM, upon expiry of the Flush_Timer, the UE shall:

-
deliver all stored PDCP SDUs in ascending order of the associated COUNT values to upper layers;

-
set Last_Submitted_PDCP_RX_SN to the PDCP SN of the last PDCP SDU that was delivered to the upper layers.
5.1.2.1.1
In-order delivery and duplicate elimination

At reception of a PDCP Data PDU from lower layers, the UE shall:

-
if received PDCP SN <= Last_Submitted_PDCP_RX_SN:

-
if received PDCP SN < 0 <= Next_PDCP_RX_SN:

-
decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN - 1 and the received PDCP SN;

-
else:
-
decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN and the received PDCP SN;

-
perform header decompression (if configured) as specified in the subclause 5.5.5;

-
discard this PDCP SDU;
-
else, if Last_Submitted_PDCP_RX_SN < received PDCP SN < Next_PDCP_RX_SN:

-
if received PDCP SN < 0 <= Next_PDCP_RX_SN:

-
decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN - 1 and the received PDCP SN;

-
else:
-
decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN and the received PDCP SN;
-
else, if received PDCP SN >= Next_PDCP_RX_SN:

-
if received PDCP SN >= 0 > Next_PDCP_RX_SN:
-
increment RX_HFN by one;
-
decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN and the received PDCP SN;







-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN = 0:


-
increment RX_HFN by one;



-
if the PDCP PDU has not been discarded in the above:
-
perform header decompression (if configured) for the PDCP PDU as specified in the subclause 5.5.5;
-
if a PDCP SDU with the same PDCP SN is stored:

-
discard this PDCP SDU;
-
else:

-
store the PDCP SDU for later delivery.
5.1.2.2
Procedures for SRBs

For SRBs, at reception of a PDCP Data PDU from lower layers, the UE shall:

-
if received PDCP SN >= 0 > Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN + 1 and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
else:
-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
if integrity verification is applicable and the integrity verification is passed successfully; or

-
if integrity verification is not applicable:

-
if received PDCP SN >= 0 > Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN = 0:


-
increment RX_HFN by one;
-
deliver the resulting PDCP SDU to upper layer;

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.

7
Variables, constants and timers

7.1
State variables
This sub clause describes the state variables used in PDCP entities in order to specify the PDCP protocol.
All state variables are non-negative integers.
All PDCP SN related state variables (i.e. Next_PDCP_TX_SN, Next_PDCP_RX_SN, and Last_Submitted_PDCP_RX_SN) PDCP SNs can take values from 0 to Maximum_PDCP_SN. All arithmetic operations contained in the present document on the PDCP SN related state variables and PDCP SNs are affected by the PDCP modulus (i.e. final value = [value from arithmetic operation] modulo (Maximum_PDCP_SN + 1)). 
When performing arithmetic comparisons of PDCP SN related state variables or PDCP SNs, a modulus base shall be used. (Next_PDCP_TX_SN – (Maximum_PDCP_SN + 1) / 2) and (Next_PDCP_RX_SN – (Maximum_PDCP_SN + 1) / 2) shall be assumed as the modulus base at the transmitting side and receiving side of a PDCP entity, respectively. This modulus base is subtracted from all the values involved, and then an absolute comparison is performed (e.g. received PDCP SN >= 0 > Next_PDCP_RX_SN is evaluated as [received PDCP SN – (Next_PDCP_RX_SN – (Maximum_PDCP_SN + 1) / 2)] modulo (Maximum_PDCP_SN + 1) >= [0 – (Next_PDCP_RX_SN – (Maximum_PDCP_SN + 1) / 2)] modulo (Maximum_PDCP_SN + 1) > [Next_PDCP_RX_SN – (Next_PDCP_RX_SN – (Maximum_PDCP_SN + 1) / 2)] modulo (Maximum_PDCP_SN + 1)).
The transmitting side of each PDCP entity shall maintain the following state variables:

a)
Next_PDCP_TX_SN

The variable Next_PDCP_TX_SN indicates the PDCP SN of the next PDCP SDU for a given PDCP entity. At establishment of the PDCP entity, Next_PDCP_TX_SN is set to 0.

b)
TX_HFN

The variable TX_HFN indicates the HFN value for the generation of the COUNT value used for PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, TX_HFN is set to 0.

The receiving side of each PDCP entity shall maintain the following state variables:

c)
Next_PDCP_RX_SN

The variable Next_PDCP_RX_SN indicates the next expected PDCP SN by the receiver for a given PDCP entity. At establishment of the PDCP entity, Next_PDCP_RX_SN is set to 0.

d)
RX_HFN

The variable RX_HFN indicates the HFN value for the generation of the COUNT value used for the received PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, RX_HFN is set to 0.

e) Last_Submitted_PDCP_RX_SN

For PDCP entities mapped on RLC AM the variable Last_Submitted_PDCP_RX_SN indicates the SN of the last PDCP SDU delivered to the upper layers. At establishment of the PDCP entity, Last_Submitted_PDCP_RX_SN is set to 4095.

7.3
Constants



a) Maximum_PDCP_SN:

-
4095 if the PDCP entity is configured for the use of 12 bit SNs 

-
127 if the PDCP entity is configured for the use of 7 bit SNs

-
31 if the PDCP entity is configured for the use of 5 bit SNs
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