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1.
Introduction
In UMTS specification, there is a section to handle erroneous scenario. Following example is copied from section 10 of TS 25.321.

	10
Handling of unknown, unforeseen and erroneous protocol data

The list of error cases is reported below:

a)
Use of reserved coding in the MAC header


If the MAC entity receives a MAC PDU with a header field using a value marked as reserved for this version of the protocol, it shall discard the PDU, unless explicitly mentioned otherwise.

b)
Inconsistent MAC header


If the MAC entity receives a MAC PDU with a header inconsistent with the configuration received from RRC, it shall discard the PDU. E.g.: In case DTCH is mapped to RACH/FACH, the MAC entity shall discard a PDU with a C/T field indicating a logical channel number that is not configured.

c)
Erroneous MAC header fields


The MAC PDU shall be discarded if the lower layer gives an error indication for a MAC PDU and a MAC header is included in the MAC PDU.
d)
Inconsistent information received on MAC control channels

If the MAC entity receives inconsistent information on the E-AGCH, it shall ignore the entire message. The following conditions constitute inconsistent information:

-
The Absolute Grant Scope is "Per HARQ process" and the E-DCH TTI is configured to 10ms.

-
The Identity Type is "Secondary" and the Absolute Grant Value is "INACTIVE".
-
The Identity Type is "Secondary" and the Absolute Grant Scope is "Per HARQ process" in this version of the protocol. 
-
The Identity type is "Primary", the Absolute Grant value is "INACTIVE", the Absolute Grant Scope is "All HARQ processes", the E-DCH TTI is configured to 10ms and a secondary E-RNTI was not configured


2.
Discussion

In the current MAC specification of LTE, section that handles an erroneous scenario does not exist. Normally, specification is written so that normative UE behavior is described for the case where there is no implementation error. Thus, as long as all the network nodes behave according to the intention of the specification, the network will never transmit something that is not inline with specification.
But, what the UE receives over the air is not always same as what the network node has transmitted. Though CRC will prevent delivery of corrupt message from physical layer to Layer 2 in most case, it can not entirely block the residual error. If the specification does not specify what the UE should do with a message with such errors, the UE behavior will not be consistent and signaling and QoS will be impacted. 
Furthermore, if eNB is not tested to check whether it operates properly, we can not rule out abnormal situation. In this sense, a section that handles an erroneous scenario can be guidance to a UE behavior when a UE is dealing with some problematic network node.

Proposal 1:

A section which specifies behavior of UE in case unknown, unforeseen and erroneous protocol data is received is added in the TS.

2.1 Cases
UE behavior on the following cases should be decided.

2.1.1 Incorrect MAC PDU Header setting
Following cases are foreseen as invalid setting of MAC header field:

(a) Use of reserved coding in the MAC header
For example, a UE may receive a MAC PDU in which one LCID field indicates a value which is reserved in the specification.

The cause for this can be either problematic eNB or residual error. In either case, it may be safe to discard the whole MAC PDU. 

(b) Inconsistent MAC header
For example, a UE may receive a MAC PDU in which one LCID field is set to a value indicating a logical channel. But the logical channel has not been configured by RRC yet.

The cause for this can be context de-synchronization due to reconfiguration timing, problematic eNB behavior or residual CRC error. Like above, it may be safe to discard the whole MAC PDU. 

Proposal 2:

UE shall discard a MAC PDU in following cases:

- One of the fields in the MAC PDU is set to reserved value.


- One of the fields in the MAC PDU is set to a value that is not inline with configuration.  
2.1.2 Setting of “R” field
With current format of MAC PDU, “R” field meaning “reserved bit” is used in several places. For example, each MAC SubHeader includes “R” field. Because “R” field does not have any useful information, the UE may not look into “R” field. But in the future release, the “R” field may be replaced with other field. Then, there may be some problem for the later-release UE to operate with older-release eNB. For example, it is possible that one of “R” field in Rel-8 is replaced with some “A” field in Rel-9 with specific meaning. Then, even if Rel-8 eNB sets the “R” field to either “0” or “1” without any intention, Rel-9 UE may interpret it according to the setting rule of “A” field of Rel-9.
Thus, how to set “R” field should be decided. Simply, “R” field is always set to “1.” When “R” field is set to other value than “1,” the MAC PDU or the related part in the MAC PDU is discarded.
Proposal 3:

R field is always set “1.”
2.1.3 Other case
In the following figure 1, it is not clear whether the MAC PDU format is allowed or not.
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Fig. 1 Example of MAC PDU  
In the figure 1, the MAC PDU includes two MAC SDUs. In this figure, both MAC SubHeaders have “L” field to indicate the size of related MAC SDU. When “E” field is set to “1”, it means that a “L” field follows and there is another MAC SubHeader. But if receiver calculates the size of each element, it knows that the TB size is equal the size sum of two SubHeaders and the two MAC SDUs. Thus, the receiver can implicitly know that there can be no 3rd SubHeader even if the “E” field of the last MAC SubHeader is set to “1”.
Basically, in the above example, all the information for the receiver to correctly reassemble MAC SDUs is available by the TB size and the MAC Header. But current definition of the MAC specification says that the last MAC SubHeader does not include “L” field. Due to this discrepancy, it should be discussed whether the UE should discard MAC PDU format such as shown in the figure 1 or not. Additionally, it should be discussed whether the UE is allowed to send MAC PDU format as shown in the figure 1 or not.
Proposal 4:

It is proposed to discuss whether the MAC PDU format 1 is allowed or discarded.
3.
Conclusion

In this document, it is proposed:
Proposal 1:

A section which specifies behavior of UE in case unknown, unforeseen and erroneous protocol data is received is added in the TS.

Proposal 2:

UE shall discard a MAC PDU in following cases:


- One of the fields in the MAC PDU is set to reserved value.


- One of the fields in the MAC PDU is set to a value that is not inline with configuration.  
Proposal 3:

R field is always set “1”.

Proposal 4:

It is proposed to discuss whether the MAC PDU format 1 in figure 1 should be allowed or discarded.
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