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5
PDCP procedures

5.1
PDCP Data Transfer Procedures
5.1.1
UL Data Transfer Procedures
At reception of a PDCP SDU from upper layers, the UE shall:

-
associate the PDCP SN corresponding to Next_PDCP_TX_SN to this PDCP SDU;

-
start the Discard_Timer associated with this PDCP SDU (if configured);

-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;

-
perform integrity protection (if applicable), and ciphering (if applicable) using COUNT based on TX_HFN and the PDCP SN associated with this PDCP SDU as specified in the subclause 5.7 and 5.6, respectively;
-
increment Next_PDCP_TX_SN by one;

-
if Next_PDCP_TX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_TX_SN to 0;

-
increment TX_HFN by one;

-
submit the resulting PDCP Data PDU to lower layer.
5.1.2
DL Data Transfer Procedures
5.1.2.1
Procedures for DRBs

[RG: legacy text based on Next_PDCP_RX_SN ]
For DRBs mapped on RLC AM and if the Flush_Timer is not running, or for DRBs mapped on RLC UM, at reception of a PDCP Data PDU from lower layers, the UE shall:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
decipher the PDCP Data PDU using COUNT based on RX_HFN and the received PDCP SN as specified in the subclause 5.6;



-
set Next_PDCP_RX_SN to the received PDCP SN + 1, set V(R) to Next_PDCP_RX_SN;

-
if Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;

-
perform header decompression (if configured) of the deciphered PDCP Data PDU as specified in the subclause 5.5.5;

-
deliver the resulting PDCP SDU to upper layer.

[RG: alternative TP based on V(R), which would allow to descibe the AM receive operation just with V(R).]

For DRBs mapped on RLC AM and if the Flush_Timer is not running, or for DRBs mapped on RLC UM, at reception of a PDCP Data PDU with PDCP SN value X from lower layers, the UE shall:

-
if X is equal or smaller then the SN of the last PDCP PDU provided to upper layers, increment the variable RX_HFN by one;
-
decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number X as specified in subclause 5.6;
-
perform the header decompression as specified in subclause 5.5.5 and submit the PDCP SDU to upper layers;
-
if X is equal to Maximum_PDCP_SN, increment the variable RX_HFN by one;

-
set the variable V(R) to (X + 1) modulo (Maximum_PDCP_SN+1);
-
deliver the resulting PDCP SDU to upper layer.

 [RG: end of alternative TP ]

For DRBs mapped on RLC AM and if the Flush_Timer is running, at reception of a PDCP Data PDU with PDCP SN value X from lower layers other than the PDU received due to the re-establishment of lower layers, the UE shall:

- 
if V(R) ( X ( V(R) + Receive_Window_Size:

-

if X is smaller then the SN of the last PDCP PDU provided to upper layers, decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN + 1 and the PDCP Sequence Number X as specified in subclause 5.3;

-
else, decipher the PDCP PDU using COUNT based RX_HFN and the PDCP Sequence Number X as specified in subclause 5.6;

-
perform the header decompression as specified in subclause 5.5.5;

-
if no PDCP SDU with the same PDCP Sequence Number is stored, store the PDCP SDU in the receive window;

-
submit to upper layer in ascending order of the associated COUNT value:
-
all stored PDCP SDUs with an associated COUNT value less than or equal to the COUNT value associated with the received PDCP SDU;

-
all stored PDCP SDUs with consecutive associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU + 1, if any.

-
increment V(R) to the next expected PDCP PDU, set Next_PDCP_RX_SN to V(R); and

-
if an modulo overflow took place when incrementing V(R), increment the variable RX_HFN by one.
- 
else (i.e. X is outside the receiving window):

-
if X is equal or smaller than the SN of the last PDCP PDU provided to upper layers, decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN and the PDCP Sequence Number X as specified in subclause 5.3;

-
else, decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN -1 and the PDCP Sequence Number X as specified in subclause 5.6; 

-
perform the header decompression as specified in subclause 5.5.5;

-
discard the received PDCP PDU.

· [RG: if the received PDU is outside the window, nothing should be delivered to upper layers. This is a modification/correction compared to the of the current behaviour]

· 


· 
For DRBs mapped on RLC AM, upon expiry of the Flush_Timer, the UE shall:

-
deliver all stored PDCP SDUs in ascending order of the associated COUNT values to upper layers;

-
increment V(R) to the next expected PDCP PDU, set Next_PDCP_RX_SN to V(R); and

-
if an modulo overflow took place when incrementing V(R), increment the variable RX_HFN by one.






























5.1.2.2
Procedures for SRBs

For SRBs, at reception of a PDCP Data PDU from lower layers, the UE shall:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN + 1 and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
else:
-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on RX_HFN and the received PDCP SN as specified in the subclauses 5.6 and 5.7, respectively;

-
if integrity verification is applicable and the integrity verification is passed successfully; or

-
if integrity verification is not applicable:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;
-
deliver the resulting PDCP SDU to upper layer;

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.
5.2
PDCP Actions related to Handover

Upon reception of a handover indication from upper layers, the UE shall additionally perform once the procedures described in this section. After performing the procedures in this section, the UE shall follow the procedures in the section 5.1.

5.2.1
UL Data Transfer Procedures

5.2.1.1
Procedures for DRBs mapped on RLC AM

When upper layers indicate that a handover has occurred, the UE shall:

-
reset the header compression protocol for uplink (if configured);

-
apply the ciphering algorithm and key provided by upper layers during the handover procedure;

-
from the first PDCP SDU for which the successful delivery of the corresponding PDCP PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the handover indication as specified below: 

-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;

-
perform ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the subclause 5.6;
-
submit the resulting PDCP Data PDU to lower layer.

5.2.1.2
Procedures for DRBs mapped on RLC UM

When upper layers indicate that a handover has occurred, the UE shall:

-
reset the header compression protocol for uplink (if configured);

-
set Next_PDCP_TX_SN, and TX_HFN to 0;

-
apply the ciphering algorithm and key provided by upper layers during the handover procedure;

-
for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers:

-
consider the PDCP SDUs as received from upper layer;

-
perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the handover indication, as specified in the subclause 5.1.1 without restarting the Discard_Timer.
5.2.1.3
Procedures for SRBs
When upper layers indicate that a handover has occurred, the UE shall:

-
set Next_PDCP_TX_SN, and TX_HFN to 0;

-
discard all stored PDCP SDUs and PDCP PDUs;
-
apply the ciphering and integrity algorithm and keys provided by upper layers during the handover procedure.
5.2.2
DL Data Transfer Procedures
5.2.2.1
Procedures for DRBs mapped on RLC AM
When upper layers indicate that a handover has occurred, the UE shall:

-
start the Flush_Timer, or restart if already running;
-
process the PDCP Data PDUs with PDCP SN value X that are received from lower layers due to the re-establishment of the lower layers, as specified below:
- 
if X is in the range V(R) ( X ( V(R) + Receive_Window_Size:

-

if X is smaller than the SN of the last PDCP PDU provided to upper layers, decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN + 1 and the PDCP Sequence Number X as specified in subclause 5.3;

-
else, decipher the PDCP PDU using COUNT based on the value of the variable RX_HFN and the PDCP Sequence Number X as specified in subclause 5.6;

-
perform the header decompression as specified in subclause 5.5.5;

-
if no PDCP SDU with the same PDCP Sequence Number is stored, store the PDCP SDU in the receive window;
- 
else (i.e. X is outside the receiving window):

-
[RG: transmitter should ensure that this does not occur, deciphering and decompression not needed]

-
discard the received PDCP PDU;
-
if X is equal to the current V(R): 
[RG: this covers the case of two consecutive HO's, see reason for change. Here only consecutive PDUs are delivered. This functionality is new.]

-
submit all stored PDCP SDUs with consecutive associated COUNT values ≥ X in ascending order to upper layers;
-
increment V(R) to the next expected PDCP PDU, set Next_PDCP_RX_SN to V(R); and

-
if an modulo overflow took place when incrementing V(R), increment the variable RX_HFN by one;
-
reset the header compression protocol for downlink (if configured);

-
apply the ciphering algorithm and key provided by upper layers during the handover procedure.
5.2.2.2
Procedures for DRBs mapped on RLC UM
When upper layers indicate that a handover has occurred, the UE shall:

-
process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the subclause 5.1.2.1;
-
reset the header compression protocol for downlink (if configured);

-
set Next_PDCP_RX_SN, and RX_HFN to 0;
-
apply the ciphering algorithm and key provided by upper layers during the handover procedure.
5.2.2.3
Procedures for SRBs
When upper layers indicate that a handover has occurred, the UE shall:

-
set Next_PDCP_RX_SN, and RX_HFN to 0;
-
discard all stored PDCP SDUs and PDCP PDUs;
-
apply the ciphering and integrity protection algorithm and keys provided by upper layers during the handover procedure.
5.3
PDCP Status Report

5.3.1
Transmit operation

When upper layers indicate that a handover has occurred, for radio bearers that are mapped on RLC AM, the UE shall:

-
if the radio bearer is configured by upper layers to send a PDCP status report in the uplink, and if the Flush_Timer is running, compile a status report as indicated below after processing the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers as specified in the subclause 5.2.2.1, and submit it to lower layers as the first PDCP PDU for the transmission, by:

-
setting the FMS field to the PDCP SN of the first missing PDCP SDU;

-
if there are more than one missing PDCP SDUs, allocating a Bitmap field of length in bits equal to the number of PDCP SNs from and not including the first missing PDCP SDU up to and including the last out-of-sequence PDCP SDUs, rounded up to the next multiple of 8;

-
setting as ‘0’ in the corresponding position in the bitmap field for all PDCP SDUs that have not been received as indicated by lower layers, and optionally PDCP SDUs for which decompression have failed;

-
indicating in the bitmap field as ‘1’ for all other PDCP SDUs.

5.3.2
Receive operation
When a PDCP status report is received in the downlink while the Flush_Timer is running, for radio bearers that are mapped on RLC AM:

-
for each PDCP SDU, if any, with the bit in the bitmap set to '1', or with the associated COUNT value less than the COUNT value of the PDCP SDU identified by the FMS field, the successful delivery of the corresponding PDCP SDU is confirmed, and the UE shall process the PDCP SDU as specified in the subclause 5.4.
5.4
PDCP discard

When the Discard_Timer expires for a PDCP SDU, or the successful delivery of a PDCP SDU is confirmed by PDCP status report, the UE shall discard the PDCP SDU along with the corresponding PDCP PDU. If the corresponding PDCP PDU has already been submitted to lower layers the discard is indicated to lower layers.
7
Variables, constants and timers
7.1
State variables
This sub clause describes the state variables used in PDCP entities in order to specify the PDCP protocol.
All state variables are non-negative integers.
The transmitting side of each PDCP entity shall maintain the following state variables:

a)
Next_PDCP_TX_SN

The variable Next_PDCP_TX_SN indicates the PDCP SN of the next PDCP SDU for a given PDCP entity. At establishment of the PDCP entity, Next_PDCP_TX_SN is set to 0.

b)
TX_HFN

The variable TX_HFN indicates the HFN value for the generation of the COUNT value used for PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, TX_HFN is set to 0.

The receiving side of each PDCP entity shall maintain the following state variables:

c)
Next_PDCP_RX_SN

The variable Next_PDCP_RX_SN indicates the next expected PDCP SN by the receiver for a given PDCP entity. At establishment of the PDCP entity, Next_PDCP_RX_SN is set to 0.

d)
V(R) – Receive state variable

This state variable holds the value of the SN following the last in-sequence received PDCP PDU delivered to upper layers, and it serves as the lower edge of the receive window. At establishment of the PDCP entity, V(R) is set to 0.
V(R) can take values from 0 to Maximum_PDCP_SN.
All arithmetic operations contained in the present document on V(R) are affected by the AM modulus (i.e. final value = [value from arithmetic operation] modulo (Maximum_PDCP_SN+1) ).
When performing arithmetic comparisons of V(R) or SN values, a modulus base shall be used. V(R) shall be assumed as the modulus base. This modulus base is subtracted from all the values involved, and then an absolute comparison is performed (e.g. VR(R) <= SN is evaluated as [V(R) – V(R)] modulo (Maximum_PDCP_SN+1) <= [SN – V(R)] modulo (Maximum_PDCP_SN+1)).
e)
RX_HFN

The variable RX_HFN indicates the HFN value for the generation of the COUNT value used for the received PDCP PDUs for a given PDCP entity. At establishment of the PDCP entity, RX_HFN is set to 0.



7.2
Timers
The transmitting side of each PDCP entity for DRBs shall maintain the following timers:

a) Discard_Timer

The value of the timer is signalled by upper layers. In the transmitter, a new timer is started upon reception of an SDU from upper layer.

The receiving side of each PDCP entity, for DRBs that are mapped on RLC AM, shall maintain the following timers:

b) Flush_Timer

The value of the timer is signalled by upper layers. The timer is started when upper layers indicate that a handover has occurred.
7.3
Constants

a) Reordering_Window

Indicates the size of the reordering window. The size equals to 2048, i.e. half of the PDCP SN space, for radio bearers that are mapped on RLC AM.

b) Maximum_PDCP_SN is:

-
4095 if the PDCP entity is configured for the use of 12 bit SNs 

-
127 if the PDCP entity is configured for the use of 7 bit SNs

-
31 if the PDCP entity is configured for the use of 5 bit SNs
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