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Discussion and decision
1. Introduction
Currently, SA3 has concluded a new security key management solution for KeNB [1]. 
Based on [1], we would like to propose the following security configuration IEs: 

1) Initial access: 

No additional IE will be added in SMC since NCC (NH Chaining Count) is always initialized to “0” and NH is calculated by the UE itself. 

2) Handover:

· NCC in the RRCConnectionReconfiguration for HO

· NCC, index increase indicator, and KeNB* in the context from the source eNB to the target eNB

For the context from the source eNB to the target eNB, if the information is not assigned by the E-UTRAN to the UE, it is more like local E-UTRAN context. So, our preference is to signal this separately, as we do with the RRM information. Then, we would end up with 3 parts: 

· AS configuration (parameters assigned by the E-UTRAN to the UE, i.e. across the radio)
· AS context (local context, required by a target node, e.g. UE radio access capability information, reestablishment information, and security context information)

· RRM context (local context used depending on an eNB implementation)

3) RRC Re-establishment: 

· NCC in the RRCConnectionReestablishment 

Based on the above, we would like to propose the text proposal for TS36.331 in the section 3. 

2. Reference
[1] S3-080906
KeNB forward security simplification
NTTDoCoMo, Qualcomm, Nokia, NSN
3. TP for TS36.331
--------------------------------------------------------- Start of change ------------------------------------------------------
–
SecurityConfiguration
The IE SecurityConfiguration is used to configure AS integrity protection (CP) and AS ciphering (CP and UP).

SecurityConfiguration information element
-- ASN1START

SecurityConfiguration ::=


SEQUENCE {


integrityProtAlgorithm



IntegrityProtAlgorithm


OPTIONAL,
-- Cond SMC


cipheringAlgorithm




CipheringAlgorithm



OPTIONAL,
-- Cond SMC


keyIndicator





KeyIndicator




OPTIONAL,
-- Cond Handover

nextHopChainingCount



NextHopChainingCount


OPTIONAL,
-- Cond Handover
}

-- ASN1STOP

	SecurityConfiguration field descriptions

	integrityProtAlgorithm

Indicates which integrity protection algorithm to use for SRBs

	cipheringAlgorithm

The same ciphering algorithm is assumed to be used for SRBs and DRBs

	keyIndicator
Indicates whether the UE should use the keys associated with latest available Kasme (details FFS).

	nextHopChainingCount
Parameter NCC: See TS 33.401 [7.2.8.4]


	Conditional presence
	Explanation

	Handover
	The IE is mandatory present if the IE MobilityControlInfo is present in the RRCConnectionReconfiguration message or if the IE SecurityConfiguration is present in the HandoverPreparationInformation message; otherwise the IE is not needed.

	SMC
	The IE is mandatory present if the IE SecurityConfiguration is included in the SecurityModeCommand message; otherwise the IE is optional.


--------------------------------------------------------- End of change -------------------------------------------------------
--------------------------------------------------------- Start of change ------------------------------------------------------
–
NextHopChainingCount
The IE NextHopChainingCount is used %%

NextHopChainingCount information element
-- ASN1START

NextHopChainingCount ::=




SEQUENCE {


-- Enter the IEs here.
















   FFS

}

-- ASN1STOP

	NextHopChainingCount field descriptions

	
Parameter NCC: See TS 33.401 [7.2.8.4]



--------------------------------------------------------- End of change -------------------------------------------------------

--------------------------------------------------------- Start of change ------------------------------------------------------
10.2.3
HANDOVER PREPARATION INFORMATION

E-UTRA RRC information used by the target eNB during handover preparation, including UE capability information

Transfer characteristics: tbs

HandoverPreparationInformation message
-- ASN1START

HandoverPreparationInformation ::=
SEQUENCE {


criticalExtensions




CHOICE {



c1








CHOICE{




handoverPreparationInformation-r8
HandoverPreparationInformation-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensions




SEQUENCE {}


}

}

HandoverPreparationInformation-r8-IEs ::= SEQUENCE {


as-Configuration




AS-Configuration




OPTIONAL,


rrm-Configuration




RRM-Configuration




OPTIONAL,




as-Context






AS-Context,

...

}

-- ASN1STOP

	HandoverPreparationInformation field descriptions

	as-Configuration

Radio resource configuration excluding physical layer information. Applicable in case of intra-E-UTRA handover.

	rrm-Configuration

Local E-UTRAN context used depending on the target node’s implementation, which is mainly used for the RRM purpose. FFS if applicable for Inter-RAT HO

	as-Context
 Local E-UTRAN context required by the target node.


--------------------------------------------------------- End of change -------------------------------------------------------

--------------------------------------------------------- Start of change ------------------------------------------------------
–
AS-Context
The IE AS-Context is used to transfer local E-UTRAN context required by the target node. 
AS-Context information element
-- ASN1START

AS-Context ::=






SEQUENCE {


ue-RadioAccessCapabilityInfo


OCTET STRING (CONTAINING UECapabilityInformation),


reestablishmentInfo





ReestablishmentInfo, 

securityContextInfo





SecurityContextInfo,
}

-- ASN1STOP

	AS-Context field descriptions

	ue-RadioAccessCapabilityInfo
Including E-UTRA, GERAN and UTRA radio access capabilities (separated)

	reestablishmentInfo
Including information needed for the RRC connection re-establishment

	securityContextInfo

including information needed for the target eNB to make KeNB, which is not included in the IE SecurityConfiguration. 


--------------------------------------------------------- End of change -------------------------------------------------------

--------------------------------------------------------- Start of change ------------------------------------------------------
–
SecurityContextInfo
The IE SecurityContextInfo is used to transfer the needed information for the target eNB to make KeNB, which is not included in the IE SecurityConfiguration. 
SecurityContextInfo information element
-- ASN1START

SecurityContextInfo ::=






SEQUENCE {


key-eNodeB-Star








Key-eNodeB-Star,


indexIncreaseIndicator






BOOLEAN,

nextHopChainingCount






NextHopChainingCount
}

-- ASN1STOP

	SecurityContextInfo field descriptions

	key-eNodeB-Star
Parameter KeNB*: See TS 33.401 [7.2.8.4]

	indexIncreaseIndicator
Parameter index increase indicator: See TS 33.401 [7.2.8.4]

	nextHopChainingCount

Parameter NCC: See TS 33.401 [7.2.8.4]


–
Key-eNodeB-Star
The IE Key-eNodeB-Star is used %%

Key-eNodeB-Star information element
-- ASN1START

Key-eNodeB-Star ::=




SEQUENCE {


-- Enter the IEs here.
















   FFS

}

-- ASN1STOP

	Key-eNodeB-Star field descriptions

	Parameter KeNB*: See TS 33.401 [7.2.8.4]


--------------------------------------------------------- Start of change ------------------------------------------------------
--------------------------------------------------------- Start of change ------------------------------------------------------
–
RRCConnectionReestablishment
The RRCConnectionReestablishment message is used to resolve contention and to establish SRBs.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: E‑UTRAN to UE

RRCConnectionReestablishment message
-- ASN1START

RRCConnectionReestablishment ::=
SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



c1








CHOICE{




rrcConnectionReestablishment-r8

RRCConnectionReestablishment-r8-IEs,




spare7 NULL,




spare6 NULL, spare5 NULL, spare4 NULL,




spare3 NULL, spare2 NULL, spare1 NULL



},



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReestablishment-r8-IEs ::= SEQUENCE {


radioResourceConfiguration


RadioResourceConfigDedicated,

nextHopChainingCount



NextHopChainingCount,



...

}

-- ASN1STOP

	RRCConnectionReestablishment field descriptions

	radioResourceConfiguration

Only SRB1 configuration information is applicable (modification, i.e., delta signalling)

	nextHopChainingCount
Parameter NCC: See TS 33.401 [FFS]


Editor's note:
For this message specific HARQ operation applies, i.e., only UEs for which the Initial UE identity matches provide a HARQ acknowledgment.

--------------------------------------------------------- End of change -------------------------------------------------------
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