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1
Introduction
Taking into account the LS received from SA3 in [1], the calculation of the short MAC-I for the message RRCConnectionReestablishmentRequest is discussed in [2] and [3].

In [2], it is proposed that the UE shall use the source cell integrity protection key (KRRCint) to derive the MAC-I, whereas in [3] the proposal is to use the new key normally used after the next (X2) handover. This document tries to analyse the consequence of using the source or the target KRRCint.

In addition, the input bit string on which the Short MAC-I is calculated is discussed and it is proposed to move the IE shortMAC-I to the bottom of the RRCConnectionReestablishmentRequest message.
Taking into account the LS in [4], the possibility of using the target KRRCint to derive the Short MAC-I is not according to the latest SA3 decision on KeNB chaining for forward security. Therefore this contribution is an update of [5] taking [4] into account. All the modifications on [5] have been made using track changes and a second separate TP is included in section 6.
3
Discussion and Proposal

3.1
PCI Discussion
From the UE point of view, the two cases are reestablishment in the same cell (Radio Link Failure) and reestablishment in a different cell (HO Failure).
In [1], SA3 reqires the following parameters to be input to the MAC calculation:
                C-RNTI included in the RRCConnectionReestablishmentRequest message
                PCI included in the RRCConnectionReestablishmentRequest message
                        = Current PCI in case of recovery in the same cell (typically RL Failure)
                        = PCI of the source cell in case of recovery in a different cell (typically HO Failure)
                In addition, for the case of recovery in a different cell, the PCI of the target cell is requested to be included as one of the input parameter in order to prevent the man-in-the-middle attack. This information is not included in the RRCConnectionReestablishmentRequest message.
It is assumed that we want to have a common calculation method for both the reestablishment in a different cell and in the same cell. Therefore, with regards to the PCI parameters, the situation is the following: 

For the reestablishment in a different cell (HO Failure):

                PCI in RRC message: Source PCI

               Target PCI as an external input
For the reestablishment in the same cell (RL Failure):

                PCI in RRC message: Current PCI

               Current PCI also a second time as an external input
Proposal#1: It is proposed to agree that the short MAC-I calculation method should be common for both the reestablishment in a different cell and the reestablishment in the same cell.
3.2
Input bit string on which the Short MAC-I is calculated
Several option can be envisaged with regards to the input bit string on which the short MAC-I is calculated:

Option #1: We could decide to create a input string by concatenation of the 3 inputs parameters required by SA3. This would lead to the following two cases assuming proposal #1 is agreed.
For the reestablishment in a different cell (HO Failure):

C-RNTI + Source PCI + Target PCI
For the reestablishment in the same cell (RL Failure):

C-RNTI + Current PCI + Current PCI
Option #2: As proposed in [3], we could the reuse RRCConnectionReestablishmentRequest message in making a temporal PDU on which the short MAC-I is calculated. 
As the message doesn’t contain the Target PCI, it is enviseaged that the short MAC-I field can be set to the target PCI value with remaing bits filled by zero in making the temporal PDU.

In addition, [3] proposes to check with SA3 an altrenative in which the target PCI does not have to be covered by the short MAC-I. As it doesn’t impact the discussion, this point has not been considered in this section.

Option #3: We could imagine to reuse RRCConnectionReestablishmentRequest message as in [3] but input the target PCI as a entry parameter of the integrity protection algorithm. I.e. as the COUNT parameter is not usefull, we could imagine to use it to input the Target PCI.
To calculate the MAC-I, the input parameter COUNT should be set to the target PCI value with remaing bits filled by zero.

Currently, the IE shortMAC-I is in the middle of the RRCConnectionReestablishmentRequest message, it is proposed to move it at the bottom as the last 16 bits of the message.

If this is done and option#3 is adopted, this would allow the possibility to have a truncatenated RRCConnectionReestablishmentRequest message as an input bit string on which the Short MAC-I is calculated (i.e. the input bit string would be the RRCConnectionReestablishmentRequest message without the last 16 bits).

Proposal#2: It is proposed to move the IE shortMAC-I to the bottom of the RRCConnectionReestablishmentRequest message.

Proposal#3: The input bit string of the short MAC-I calculation is RRCConnectionReestablishmentRequest message without the last 16 bits.

Proposal#4: It is proposed to consider to input the target PCI as a entry parameter of the integrity protection algorithm, i.e. to calculate the short MAC-I, the input parameter COUNT should be set to the target PCI value with remaing bits filled by zero.
3.3
Source or Target integrity key used to derive the MAC-I
It has to be decided which integrity key is used to derive the short MAC-I for the case of the HO Failure. This point is equivalent to discussing which between the Source and the Target eNB calculate the short MAC-I in the network. In what follow, we have tried to analyse the pro and cons of the two options.
On point to note is that in case of RL Failure, reestablishment in the same cell, there is no such discussion as there is only one KRRCint to use. In this scenario, the eNB calculates only one short MAC-I at reception of the RRCConnectionReestablishmentRequest message.

3.3.1

Source integrity key used for HO failure cases
If the source eNB key is used, then as a Source, the eNB needs to compute a short MAC-I for each target cell it wants to prepare. On the other side, the target eNB will not have to do any calculation at the reception of a RRCConnectionReestablishmentRequest message, it will just compare the short MAC-I value of the RRC message and the one received from the Source eNB.
From an eNB point of view, using the source key leads to two possible different procedures at reception of a RRCConnectionReestablishmentRequest message:
As a target eNB for the case of HO failure: 
No calculation need, comparaison of the the short MAC-I value of the RRC message and the one received from the Source eNB
As a eNB for RL Failure: 
Calculation of a Short MAC-I required
3.3.2
Target integrity key used for HO failure cases
If the target eNB key is used, then there is no calculation to be done as a Source eNB. The target eNB will have to calculate the short MAC-I at the reception of a RRCConnectionReestablishmentRequest message.
From an eNB point of view, using the target key leads to only one procedure at reception of a RRCConnectionReestablishmentRequest message:

For the case of HO failure and RL Failure: 

Calculation of a Short MAC-I required

In addition, it can be noted that there is only one PCI for RLF and as the PCI of the target cell is already an input of the KeNB* derivation, then we could argue that having again the short MAC-I calculated again with the target PCI as an input is redundant. Note that since the key changes after a re-establishment in the same cell, there is no risk of a replay attack in the same cell.
According to [4], in the latest key chaining model agreement from SA3, the UE cannot determine the target key prior to sending a RRCConnectionReestablishmentRequest message. It needs to get the NCC value included in the RRCConnectionReestablishment message. It could be noted that a NCC is also included in the HO Command, but this parameter is expected to be used for succesul HO cases. Even if it had correctly received the HO Comand, the UE should ignore the NCC value included in it to calculate the Short MAC-I is case of failure and RRCConnectionReestablishmentRequest message sent to the network.
Proposal#5: In order to have only one procedure at the RRCConnectionReestablishmentRequest message, it is proposed to use the target eNB key to derive the short MAC-I.
Proposal#5bis: As proposal #5 is not in accordance with [4], we have no choice but to use the source eNB key to derive the short MAC-I.
Proposal#6: As the PCI of the target cell is already an input of the KeNB* derivation, it is proposed to consider to check with SA3 it could be considered sufficient to prevent a man-in-the-middle attack.
Proposal#6 is not needed with #5bis.
Proposal#7: If, SA3 considers the KeNB* binding sufficient, then the target PCI is not required as an input parameter and Proposal#3 is not required anymore.
Proposal#7 is not needed with #5bis.
4
Conclusion
Proposal#1: It is proposed to agree that the short MAC-I calculation method should be common for both the reestablishment in a different cell and the reestablishment in the same cell.

Proposal#2: It is proposed to move the IE shortMAC-I to the bottom of the RRCConnectionReestablishmentRequest message.

Proposal#3: The input bit string of the short MAC-I calculation is RRCConnectionReestablishmentRequest message without the last 16 bits.

Proposal#4: It is proposed to consider to input the target PCI as a entry parameter of the integrity protection algorithm, i.e. to calculate the short MAC-I, the input parameter COUNT should be set to the target PCI value with remaing bits filled by zero.

Proposal#5: In order to have only one procedure at the RRCConnectionReestablishmentRequest message, it is proposed to use the target eNB key to derive the short MAC-I.
Proposal#5bis: As proposal #5 is not in accordance with [4], we have no choice but to use the source eNB key to derive the short MAC-I.
Proposal#6: As the PCI of the target cell is already an input of the KeNB* derivation, it is proposed to consider to check with SA3 it could be considered sufficient to prevent a man-in-the-middle attack.
Proposal#6 is not needed with #5bis.
Proposal#7: If, SA3 considers the KeNB* binding sufficient, then the target PCI is not required as an input parameter and Proposal#3 is not required anymore.
Proposal#7 is not needed with #5bis.
A text proposal is provided below to reflect these proposals with the assumption that SA3 consider the KeNB* binding to the target PCI sufficient.
A second text proposal is included in section 6 based on Proposal #5bis.
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5
Initial Text Proposal of [5]
Beginning of text proposal

5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);





1>
set the IE reestablishmentCause as follows (details FFS):
1>
set the IE shortMAC-I to the 16 least significant bits of the MAC-I calculated over the 56 first bits of the RRCConnectionReestablishmentRequest message (i.e. the message without the 16 bits of the IE shortMAC-I). In handover failure case, the MAC-I calculation is performed with the integrity key to be normally used after the handover (target cell integrity key). All other input bits to the MAC-I algorithm is set to binary one.

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

–
RRCConnectionReestablishmentRequest
The RRCConnectionReestablishmentRequest message is used to request the reestablishment of an RRC connection.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCConnectionReestablishmentRequest message
-- ASN1START

RRCConnectionReestablishmentRequest ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r8












RRCConnectionReestablishmentRequest-r8-IEs,



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReestablishmentRequest-r8-IEs ::= SEQUENCE {


ue-Identity






ReestabUE-Identity,


reestablishmentCause



ReestablishmentCause,


spare







BIT STRING (SIZE (2)),

shortMAC-I






BIT STRING (SIZE (16))
}

-- ASN1STOP

	RRCConnectionReestablishmentRequest field descriptions

	ue-Identity

UE identity included to retrieve UE context and to facilitate contention resolution by lower layers

	shortMAC-I

This is the 16 least significant bits of the MAC-I calculated over the truncatenated RRCConnectionReestablishmentRequest message as specified in 5.3.7.4.


–
ReestabUE-Identity
The IE ReestabUE-Identity is used to identify the UE in the contention based access at RRC connection re-establishment.

ReestabUE-Identity information element
-- ASN1START

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellIdentity




PhysicalCellIdentity,


}

-- ASN1STOP

	ReestabUE-Identity field descriptions

	physCellIdentity 

The Physical Cell Identity of the cell the UE was connected to prior to the failure.



End of text proposal
6
Modified Text Proposal based on Proposal #5bis
Beginning of text proposal

5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);





1>
set the IE reestablishmentCause as follows (details FFS):
1> set the IE shortMAC-I to the 16 least significant bits of the MAC-I calculated as follow:
2>
the input bit string to the MAC-I calculation are the 56 first bits of the RRCConnectionReestablishmentRequest message (i.e. the message without the 16 bits of the IE shortMAC-I);
2>
the integrity key shall be the key used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);
2>
the first 9 MSBs of the 32 bits COUNT parameter shall be set to the Physical layer identity of the target cell (if different than the source cell) or to the cellIdentity already included the RRCConnectionReestablishmentRequest message, the LSBs of the value are padded with zeroes;
2>
all other input bits to the MAC-I algorithm is set to binary one.

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

–
RRCConnectionReestablishmentRequest
The RRCConnectionReestablishmentRequest message is used to request the reestablishment of an RRC connection.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCConnectionReestablishmentRequest message
-- ASN1START

RRCConnectionReestablishmentRequest ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r8












RRCConnectionReestablishmentRequest-r8-IEs,



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReestablishmentRequest-r8-IEs ::= SEQUENCE {


ue-Identity






ReestabUE-Identity,


reestablishmentCause



ReestablishmentCause,


spare







BIT STRING (SIZE (2)),


shortMAC-I






BIT STRING (SIZE (16))
}

-- ASN1STOP

	RRCConnectionReestablishmentRequest field descriptions

	ue-Identity

UE identity included to retrieve UE context and to facilitate contention resolution by lower layers

	shortMAC-I

This is the 16 least significant bits of the MAC-I calculated over the truncatenated RRCConnectionReestablishmentRequest message as specified in 5.3.7.4.


–
ReestabUE-Identity
The IE ReestabUE-Identity is used to identify the UE in the contention based access at RRC connection re-establishment.

ReestabUE-Identity information element
-- ASN1START

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellIdentity




PhysicalCellIdentity,


}

-- ASN1STOP

	ReestabUE-Identity field descriptions

	physCellIdentity 

The Physical Cell Identity of the cell the UE was connected to prior to the failure.



End of text proposal

