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5.3
Ciphering and deciphering

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used for PDCP entities associated with DRBs are the ones most recently configured by upper layers at security activation following the connection setup or at successful connection reconfiguration, and the ciphering method shall be applied as specified in [6]. The ciphering algorithm and key to be used for PDCP entities associated with SRBs are the ones most recently configured by upper layers at security activation following the connection setup or at successful connection reconfiguration,  and the ciphering method shall be applied as specified in [6].

The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [5]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);
-
CK (Ciphering Key).

Editors note:
The exact list and name of the parameters are FFS.

Editors note:
It is FFS how keys can be changed if necessary without transiting through idle mode.

5.4
Integrity Protection and Verification

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs.

The integrity protection algorithm and key to be used for PDCP entities are the ones most recently configured by upper layers at security activation following the connection setup or at successful connection reconfiguration, and the integrity protection method shall be applied as specified in [6].

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message may need to first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);
-
IK (Integrity Protection Key).

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully, otherwise the interaction with upper layers is FFS.

The data unit that is integrity protected is the unciphered data part of the PDU and the PDU header.
Editors note:
This procedure is not yet defined. There are no stage 2 agreements from which to derive the above. The exact list and name of the parameters are FFS.

5.5
PDCP Behaviour at Handover
5.5.1
DRBs mapped on RLC AM

5.5.1.1
Actions at handover

When upper layers indicate that a handover has occurred, for radio bearers that are mapped on RLC AM, the UE shall:

-
start the Flush_Timer, or restart if already running;
-
perform actions as specified in 5.5.1.2.1, using the security algorithm and parameters in use prior to handover for PDCP PDUs, if any, that are received from lower layers due to the re-establishment of the lower layers at handover and for which in-sequence delivery is not guaranteed;
-
if the radio bearer is configured by upper layers to send a PDCP status report, compile a status report as indicated below and submit it to lower layers as the first PDCP PDU for the transmission, by:

-
setting the FMS field to the PDCP Sequence Number of the first missing PDCP SDU;

-
if there are more than one missing PDCP SDUs, allocating a Bitmap field of length in bits equal to the number of PDCP Sequence Numbers from and not including the first missing PDCP PDU up to and including the last out-of-sequence PDCP PDU, rounded up to the next multiple of 8;

-
setting as ‘0’ in the corresponding position in the bitmap field all PDCP SDUs that have not been received as indicated by lower layers and optionally, PDCP PDUs for which decompression has failed;

-
indicating in the bitmap field as ‘1’ all other PDCP SDUs.

-
reset the header compression protocol in the transmitting and receiving sides of the PDCP entity;

-
perform in-order delivery and duplicate elimination in the downlink as specified in subclause 5.5.1.2.1, using the security algorithm and parameters in use after handover, until the reordering function is finished as indicated in 5.5.1.2.2;

-
perform re-transmission of PDCP SDUs in the uplink as specified in subclause 5.5.1.3.

5.5.1.2
In-order delivery and duplicate elimination function in the downlink

5.5.1.2.1
Activation and procedure

When a PDCP PDU associated with a PDCP Sequence Number is received from lower layers the UE shall:

-
if received PDCP Sequence Number – Last_Submitted_PDCP_RX_SN > Reordering_Window or 0 <= Last_Submitted_PDCP_RX_SN – received PDCP Sequence Number < Reordering_Window:

-
if received PDCP Sequence Number > Next_PDCP_RX_SN:

-
decipher the PDCP PDU according to 5.3, using COUNT based on the value of the variable RX_HFN - 1 and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header;

-
else

-
decipher the PDCP PDU according to 5.3, using COUNT based on the value of the variable RX_HFN and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header;

-
perform header decompression, if configured as specified in 5.2.5;

-
discard this PDCP SDU;

-
else if Next_PDCP_RX_SN – received PDCP Sequence Number > Reordering_Window:

-
increment the variable RX_HFN by one;

-
use the COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
set the variable Next_PDCP_RX_SN to received PDCP Sequence Number + 1;

-
else if received PDCP Sequence Number – Next_PDCP_RX_SN > Reordering_Window:

-
use the COUNT based on the value RX_HFN – 1 and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
else if received PDCP Sequence Number >= Next_PDCP_RX_SN:

-
use the COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
set the variable Next_PDCP_RX_SN to received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN is larger than the Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one;

-
else if received PDCP Sequence Number < Next_PDCP_RX_SN:

-
use the COUNT based on the value of the variable RX_HFN and the received PDCP Sequence Number contained in the PDCP SN field for deciphering the PDCP PDU;

-
if the PDCP PDU has not been discarded in the above:
-
perform deciphering and header decompression as indicated in subclauses 5.2 and 5.3.

-
if a PDCP SDU with the same PDCP Sequence Number is stored:

-
discard this PDCP SDU;

-
else:

-
store the PDCP SDU for later delivery;

-
if the received PDCP PDU is not received due to the re-establishment of the lower layers at handover:

-
submit to upper layer in ascending order of the associated COUNT value:
-
all stored PDCP SDU(s) with an associated COUNT value less than or equal to the COUNT value associated with the received PDCP SDU;

-
all stored PDCP SDU(s) with consecutive associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU + 1, if any.
-
else:
-
set the variable Last_Submitted_PDCP_RX_SN to the PDCP Sequence Number of the last PDCP SDU delivered to upper layers.
5.5.1.2.2
Stop of the reordering function

If the timer Flush_Timer expires the UE shall:

-
deactivate the in-order delivery and duplicate elimination function in the downlink

When the in-order delivery and duplicate elimination function in the downlink is deactivated, the UE shall:

-
deliver all stored PDCP SDUs, if any in ascending order of the associated COUNT value to upper layers;
-
set the variable Last_Submitted_PDCP_RX_SN to the SN of the last PDCP SDU that was delivered to the upper layers.
____________________ End of Changes_____________________
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