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1. Introduction
In this contribution we discuss counter check procedure in LTE. 
2. Discussion

In RAN2#62 meeting the counter check procedure in LTE was discussed and it was agreed that we have the COUNTER CHECK procedure in RRC as indicated by SA3 and the UMTS procedure can be used as a baseline, but have to look at stage-3 details. 
In UMTS, the UTRAN monitors the COUNT-C value associated with each radio bearer using UM or AM RLC. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined to the UTRAN by the visited network. The checking values can be in some fixed bit position in the HFN. For LTE, SA3 has reached some decision on COUNTER CHECK procedure in [2] that when a checking value is reached (e.g. the value in some fixed bit position in the HFN is changed), a Counter Check message is sent by the eNB. In order to be consistent with SA3 procedure, UMTS COUNTER CHECK procedure can be reused for LTE COUNTER CHECK procedure.
Proposal 1: Reuse UMTS COUNTER CHECK procedure initial method for LTE.
In LTE there are three kinds of length of PDCP sequence number. From [3] the PDCP SN length is in the following table:

	Length
	Description

	5
	Signalling radio bearers

	7
	User plane radio bearers mapped on RLC-UM mode

	12
	User plane radio bearers mapped on RLC-AM mode or RLC-UM mode


The length of PDCP sequence number mapped on RLC-AM mode is 12bits. The length of sequence number mapped on RLC-UM mode is 12bits or 7bits. As the length of COUNT which is defined in [3] is 32bits, the HFN length for RLC-AM mode is 20bits, and the HFN length for RLC-UM mode is 20bits or 25bits. Similar to UMTS, in LTE the network also sends the 25 bits out of 32 MSB bit of the COUNT of each data RB (for both UL and DL). Then the UE compares the received value with the MSB of its current COUNTs value and for RB where there is a difference it shall reply back in UL the 32 bits COUNT value for both UL and DL. For RLC-UM mode UE compares the received value with the MSB of its current COUNTs value, and the length of the MSB of its current COUNTs value is decided according to the length of PDCP sequence number on the RB (7bits or 12 bits).
Proposal 2: The network sends 25bits out of 32 MSB bit of the COUNT of each data RB (for both UL and DL) in the COUNTER CHECK message.
3. Conclusion
Based on analysis above, the proposal is that:
Proposal 1: Reuse UMTS COUNTER CHECK procedure initial method for LTE.
Proposal 2: The network sends 25bits out of 32 MSB bit of the COUNT of each data RB (for both UL and DL) in the COUNTER CHECK message.
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5.3.x Counter check procedure
5.3.x.1 General
                                  
[image: image1.emf] 

Co unter C heckResponse  

Co unterCheck  

UE   EUTRAN  


                           Figure 5.3.11.1: Counter check procedure
The counter check procedure is used by the EUTRAN to perform a local authentication. The purpose of the procedure is to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection is identical at the EUTRAN and at the UE (to detect a possible intruder – a 'man-in-the-middle' – from operating).

This procedure is only applicable to data radio bearers. This procedure is not applicable to signalling radio bearers.
5.3.x.2 Initiation
The EUTRAN monitors the COUNT value associated with each DRB. The procedure is triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and the values themselves are defined to the EUTRAN by the visited network. The EUTRAN initiates the procedure by sending a CounterCheck message on the downlink DCCH.
5.3.x.3 Reception of the CounterCheck message by the UE

Upon receiving the CounterCheck message, the UE shall:

1>
compare the COUNT MSB values received in the rbCOUNTMSBInformation in the CounterCheck message to the COUNT MSB values of the corresponding radio bearers.        
If:

-
there is one or more radio bearer(s) has (have) been established, which is (are) not included in the rbCOUNTMSBInformation; or

-
there is one or more radio bearer(s) included in the rbCOUNTMSBInformation, which has (have) not been established; or

-
for any radio bearer (excluding signalling radio bearers) has been established and included in the rbCOUNTMSBInformation with COUNT MSB values different from the MSB part of the COUNT values in the UE:
the UE shall:

1>
include these radio bearers in the rbCOUNTInformation in the CounterCheckResponse message. For any RB which is included in the rbCOUNTMSBInformation in the CounterCheck message but has not been established in the UE, the MSB part of COUNT values in the CounterCheckResponse message shall be set identical to COUNT MSB values in the CounterCheck message. The LSB part shall be filled with zeroes.
The UE shall:

1>
submit a CounterCheckResponse message to lower layers for transmission on the uplink DCCH using AM RLC.

When the CounterCheckResponse message has been submitted to lower layers for transmission the procedure ends.
------------------------------------------------Unmodified parts omitted----------------------------------------------------
6.2.1
General message structure

------------------------------------------------Unmodified parts omitted----------------------------------------------------
–
DL-DCCH-Message
The DL-DCCH-Message class is the set of RRC messages that may be sent from the E‑UTRAN to the UE on the downlink DCCH logical channel.

-- ASN1START

DL-DCCH-Message ::= SEQUENCE {


message




DL-DCCH-MessageType

}

DL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



dlInformationTransfer




DLInformationTransfer,


handoverFromEUTRAPreparationRequest

HandoverFromEUTRAPreparationRequest,



mobilityFromEUTRACommand



MobilityFromEUTRACommand,



rrcConnectionReconfiguration


RRCConnectionReconfiguration,



rrcConnectionRelease




RRCConnectionRelease,



securityModeCommand





SecurityModeCommand,



ueCapabilityEnquiry





UECapabilityEnquiry,


counterCheck






CounterCheck


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

------------------------------------------------Unmodified parts omitted----------------------------------------------------
–
UL-DCCH-Message
The UL-DCCH-Message class is the set of RRC messages that may be sent from the UE to the E‑UTRAN on the uplink DCCH logical channel.

-- ASN1START

UL-DCCH-Message ::= SEQUENCE {


message




UL-DCCH-MessageType

}

UL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



measurementReport





MeasurementReport,



rrcConnectionReconfigurationComplete
RRCConnectionReconfigurationComplete,



rrcConnectionReestablishmentComplete
RRCConnectionReestablishmentComplete,



rrcConnectionSetupComplete



RRCConnectionSetupComplete,



rrcStatus







RRCStatus,



securityModeComplete




SecurityModeComplete,



securityModeFailure





SecurityModeFailure,



ueCapabilityInformation




UECapabilityInformation,


ulInformationTransfer




ULInformationTransfer,


counterCheckResponse




CounterCheckResponse,


spare6 NULL, spare5 NULL, spare4 NULL,



spare3 NULL, spare2 NULL, spare1 NULL


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

------------------------------------------------Unmodified parts omitted----------------------------------------------------
6.2.2 Message definitions
------------------------------------------------Unmodified parts omitted----------------------------------------------------
–
CounterCheck
The CounterCheck message is used by the EUTRAN to indicate the current COUNT MSB values associated to each radio bearer and to request the UE to compare these to its COUNT MSB values and to report the comparison results to EUTRAN.
Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: E‑UTRAN to UE

CounterCheck message
-- ASN1START

CounterCheck ::=


SEQUENCE {


rrc-TransactioIdentifier


RRC-TransactionIdentifier,






-- FFS

criticalExtensions




CHOICE {

        counterCheck-r8                     CounterCheck-r8-Ies,



criticalExtensions




SEQUENCE {}


}

}

CounterCheck-r8-IEs ::=
SEQUENCE {



rbCOUNTMSBInformation


RBCOUNTMSBInformation,


...

}

-- ASN1STOP
	CounterCheck field descriptions

	rbCOUNTMSBInformation
Indicate the MSB of the COUNT values of the radio bearer.


–
RBCOUNTMSBInformation
The IE RBCOUNTMSBInformation is used to specify the MSB of the COUNT values of the radio bearer.
RBCOUNTMSBInformation information element
-- ASN1START

RBCOUNTMSBInformation ::=



SEQUENCE {



drb-Identity





INTEGER(1)






-- range FFS


countMSBUplink





INTEGER(0)                                  -- range FFS
        countMSBDownlink




INTEGER(0)                                  -- range FFS
}

-- ASN1STOP

	RBCOUNTMSBInformation field descriptions

	countMSBUplink
Indicates the value of 25 MSBs from COUNT associated to this RB.  

	countMSBDownlink
Indicates the value of 25 MSBs from COUNT associated to this RB.


–
CounterCheckResponse
The CounterCheckReponse message is used by the UE to respond to a CounterCheck message.
Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to E‑UTRAN
CounterCheckResponse message
-- ASN1START

CounterCheckReponse ::=


SEQUENCE {


rrc-TransactioIdentifier


RRC-TransactionIdentifier,






-- FFS

criticalExtensions




CHOICE {

        counterCheckResponse-r8             CounterCheckResponse-r8-Ies,



criticalExtensions




SEQUENCE {}


}

}

CounterCheckResponse-r8-IEs ::=
SEQUENCE {



rbCOUNTInformation                  RBCOUNTInformation,


...

}

-- ASN1STOP
	CounterCheckResponse field descriptions

	rbCOUNTInformation
Indicate the COUNT values of the radio bearer.


–
RBCOUNTInformation
The IE RBCOUNTInformation is used to specify the COUNT values of the radio bearer.
RBCOUNTInformation information element
-- ASN1START

RBCOUNTInformation ::=



SEQUENCE {



drb-Identity





INTEGER(1)






-- range FFS


countUplink





INTEGER(0)                                  -- range FFS
        countDownlink




INTEGER(0)                                  -- range FFS
}

-- ASN1STOP

	RBCOUNTInformation field descriptions

	countUplink
Field description is FFS.  

	countDownlink
Field description is FFS.
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