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Introduction:

At SA3#51, SA3 has sent an LS (S3-080502) on AS and NAS message protection which kindly asked RAN2 to list the RRC messages in the relevant RRC specification that are allowed to be sent without protection. As SA3 has not received any feedback from RAN2 thus far, SA3 decided to help with the issues by attempting to list the RRC messages and provide further rationales for the work to be carried out by creating a list in TS 33.401 and approving a CR conditionally (S3-080880). However as RAN2 is better knowledgeable about the RRC message content and procedures, SA3 would still greatly appreciate if RAN2 could take the responsibility to include the RRC exception lists. 

RRC message protection and AS SMC activation:

Activation of security and sending messages before AS SMC

It needs to be ensured that in TS 33.401 the cases when AS SMC (following a decision of the MME not to sent the NAS SMC) will not be sent (cfr TS 33.102 e.g. emergency calls without USIM) are properly listed. SA3 needs to take care of this in TS 33.401, independently from the inclusion of the AS exception list. Such cases would be known by the UE and shall be supervised by the UE (Cfr. TS 33.102 for the UTRAN case). 

RRC message protection and rationales for the Table X-1 in S3-080880

Possible reasons for not protecting RRC messages had been listed in S3-080502:

· because the message needs to be sent before the SMC activation.

· because the message is of broadcast type.

· because too much complexity would be involve

Under the first bullet point, these are the messages needed in the establishment of SRB1. In addition to the establishment of SRB1, also several NAS messages need to be exchanged before the security can be activated on AS level. These are sent in UL and DLInformationTransfer RRC messages.

As a “sub-case” of this bullet point: the messages for re-establishing the connection, except for the RRCConnectionReestablishmentComplete, which is sent after the security has been re-activated. In addition to these, also the message for rejection of re-establishment has to be sent as unprotected (the reason for rejection may be that the security context is lost in the network, hence protection is not feasible). 

The second bullet point mentions broadcast messages. For sake of unambiguity, the Paging message should be mentioned separately.

In addition to the list in S3-080502, also the message to indicate the unsuccessful security activation has to be unprotected. 

All exceptions SA3 sees are listed in Table X-1 of S3-080880. RAN2 is kindly asked to give feedback on this list and the justifications given.

Sending RRC messages before Security Activation.

According to current RAN2 decisions and 36.331, there are no restrictions for sending the messages below before the activation of security (except for RRCConnectionReconfiguration for establishing data radio bearers or SRB2, or for handover, and RRCConnectionReestablishmentComplete cannot be sent as unprotected). However, due to security reasons, justification is needed also for these messages before allowing them to be sent unprotected (i.e. before allowing them to be sent prior to activation of security in case AS SMC shall be expected).

	DLInformationTransfer (see also table X-1 in S3-080880)

	HandoverFromEUTRAPreparationRequest

	MeasurementReport

	MobilityFromEUTRACommand

	RRCConnectionReconfiguration

	RRCConnectionReconfigurationComplete

	RRCConnectionReconfigurationFailure

	RRCConnectionReestablishmentComplete

	RRCConnectionRelease (see also table X-1 in S3-080880)

	RRCStatus

	UECapabilityEnquiry

	UECapabilityInformation

	ULHandoverPreparationTransfer

	ULInformationTransfer (see also table X-1 in S3-080880)


Table X-2; List of AS messages, which are sent as protected after activation of security.  

Actions:

SA3 kindly asks RAN2 

a) To consider incorporating an exception list in the relevant RRC specification and to give feedback to SA3, such that SA3 can take a decision on the conditional approved attached CR. 

b) For feedback on those RRC messages message listed in table X-1 in the attached CR.

c) For feedback on those RRC messages, which are on the table X-2 above and can be sent unprotected (i.e., before activation of security) only in justified cases. Justification has to be worked out further.

d) To specify UE behavior for reception of RRC messages that shall be protected by E-UTRAN and shall only be sent after SMC setup (if SMC shall be sent), but are received before activation of initial security (otherwise, the behavior is dependent on UE implementation, leading to possible security risks)

e) To take into account the SA3 requirement that RRC messages that shall be sent protected by E-UTRAN after a successful AS SMC completion, shall be discarded by the receiving entity if received unprotected.
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