3GPP TSG RAN WG2 Meeting #63
R2-084617
Jeju, Korea, August 18-22, 2008

Title:
[DRAFT]
 Reply LS on Counter check procedure
Response to:
LS (R2-083815/S3-080927) on Counter check procedure from SA WG3
Release:
Rel-8
Work Item:
SAE/LTE
Source:
TSG RAN WG2
To:
TSG SA WG3
Cc:
-
Contact Person:


Name:
Magnus Lindström
Tel. Number:
+46 8 4048463
E-mail Address:
magnus.q.lindstrom@ericsson.com
Attachments:
-
1. Overall Description:

RAN2 thanks SA3 for the incoming LS on Counter check procedure. RAN2 has discussed the issue and came up with the following comments.

From S3-080927:

1. In case the UE and the attacker are both in range of the eNB, would it be possible for the eNB to detect that an attacker injects packets on the UE's DRBs e.g. if the attacker overpowers the UE’s transmissions or jams UE’s uplink packets and sends them by itself?

a. Even if the UE or eNB do not send any data themselves? 

b. If it is not possible to detect this attack, what would be the conditions  that have to be met for this to not be possible and how frequently would they occur?

2. In case the UE goes out of reach of the eNB and the attacker keeps sending data on the UE's DRBs, would it be possible for the eNB to detect the injected packets? We assume that even if the attacker sends dummy packets to ensure that PDCP SN wraps around exactly to the same position before the attacker started injecting packets and the real UE comes back and continues sending with the SN+1 value. Note that when ciphering is not enabled, the de-synchronization of the HFN is not identified by the security procedures.

a. If a UE is only out of coverage for a short while (so that no integrity protected RRC response have been requested from the UE or they have not timed out), would it be possible to detect that packets were injected in the meantime? 

b. If the answer to 2b is No, how long period of time would the UE, especially if the user does note physically move and the radio conditions remain the same (e.g. fixed location terminal), be able to stay out of coverage from the eNB before the eNB would decide to drop the UE context (because of the eNB not getting any responses to integrity protected RRC requests)?
RAN2s comments:

There is a number of different ways this type of attacks can be detected by the eNB. Some examples are:

· Since due to integrity protection only the correct UE is able to send RRC messages, the attack can be detected if the UE fails to reply to RRC messages.

· The attacker and the correct UE will also have different radio and protocol characteristics e.g. time alignment, transmission power, buffer status reporting, which can be used to detect the attacker. 

· The attacker can be detected due to unusual jumping of the sequence numbers on RLC / PDCP layer.

· When the UE looses radio coverage this will trigger the normal mobility and radio link failure procedures which could also lead to the detection of the attacker. 

These mechanisms are not 100% guaranteed to work, since it could in theory be cases when the attacker and correct UE has the same radio conditions, sequence number, knows the correct UE mobility pattern etc. It is however RAN2 opinion that it is very unlikely that an attacker would be able to create these exact condition to be able to succeed with the attack. An advantage with these mechanisms above is that they will not impact the UE testing and complexity which the Counter Check (CC) procedure will. Avoiding UE impacts is especially important for features that are very rarely implemented or used in the networks. 
At the meeting concerns were also raised that even the current CC procedure, which is specified in UTRAN (but not widely used), also is not 100% guaranteed to detect packet injection since it does not provide any synchronicity between the CC procedure and the user plane traffic. RAN2 leaves it up to SA3 to discuss if this is a serious issue or not.

Conclusion:

RAN2 leaves the final decision to SA3 to decide if there is a need to specify a CC procedure in E-UTRAN RRC noting that it is RAN2 view that

· It is very unlikely that the attacker will succeed generating the conditions required for the attacks described in the LS without being detected (and investing resources to affect the physical surroundings, monitoring the victim's behaviour and quickly adapt accordingly etc), even if no CC procedure is specified.
· Specifying the CC procedure will increase terminal testing and complexity.

2. Actions:

To SA3 group.

ACTION: 
Decide if there is a need to specify a CC procedure taking the comments from RAN2 above into account.
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