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1. Overall Description:

RAN2 would like to thank SA3 for the LS on Key derivation during handover in R2-08xxxx/ S3-080923. RAN2 can provide answers to the questions asked by SA3 as below:
Q1:
SA3 would like to ask RAN2 to check that the PCI is always available at the time of key derivations both in UE and the source eNB?
The PCI is signalled by the handover command to indicate the target cell to the UE. Hence, the PCI will always be available both in the UE and the source eNB, at the time of key derivation at handover.

Q2:
SA3 would like to ask RAN3 and RAN2 if there is a possibility to lose a Path Switch Acknowledgement message before the next handover (e.g. X2 handover) happens?
RAN2 assumes that path switch acknowlegment signalling can be considered lossless, and the S1 path switch procedure should typically take less than 100 ms (although this falls into RAN3 expertise). In contrast, a handover is normally triggered upon receiving a measurement report from the UE. A measurement report is sent only when certain conditions are met, e.g., a neighbour cell becomes an offset better than the serving cell for a certain duration of time (i.e., time-to-trigger). As the time-to-trigger is typically in the order of seconds, a measurement report will not be sent for few seconds after a handover. In any case, frequent handovers in the order of 100 ms would cause considerable signalling overhead, and create frequent U-plane interruption that would impact user perception. As such, path switch should always be complete (if path switch was performed) before the next handover is triggered.
Q3:
SA3 would also like to ask RAN3 and RAN2 if there is a possibility that the path switch message is not always sent during a handover (e.g. intra-eNB inter-cell handover)?
In case of intra-eNB handover, RAN2 thinks that path switch should preferably be avoided, since path switch will increase signalling load in the network and will cause potential U-plane interruption (however, this falls into RAN3).

Regarding the key derivation model described in S3-080906, RAN2 is generally fine and agreed to include the NCC value signalled in the handover command (as well as the RRCConnectionReestablishment message). RAN2 thinks that it is desirable to hide the network architecture from the UE, and as such, all combinations of NCC (+0, +1 and +2) and handover type (intra-eNB HO, X2 HO and S1 HO) should be supported. However, RAN2 has some comments:

· The SA3 key derivation model mandates PCI binding in the source eNB, when KeNB* is created. This is not desirable considering that RRC connection re-establishment would fail even if the target eNB had the UE context, due to key mismatch. This will occur if the UE attempts re-establishment in a cell for which the KeNB* has not been prepared. To mitigate this problem, RAN2 has considered moving the PCI binding from the source to target eNB. This will allow the target eNB to create the KeNB for any of the cell under management of the eNB, hence significantly improving the re-establishment success rate. RAN2 understands that to conform to the security requirements of SA3 adopting this change, only a single eNB can be prepared (to avoid multiple eNBs having the same key). While the PCI binding move to the target would significantly reduce the need for multiple eNB preparation already, RAN2 has the opinion that whether multiple eNBs can be prepared or not is still at operator’s discretion. That is, if the operator thinks that the backhaul and the potential target eNBs are secure, multiple eNBs can still be prepared.
· The C-RNTI binding seems to be conditional on whether a fresh NH was used or not when deriving the KeNB*. However, RAN2 failed to see any specific reason for having this conditional handling. For sake of simplicity, RAN2 wonders whether the C-RNTI binding can always applied or removed altogether? If this is agreeable, the “index increase indicator” seems to be unnecessary.
· RAN2 assumes that only the 2 least significant bits of the NCC needs to be signalled by the handover command (and the RRCConnectionReestablishment message), considering that it would be sufficient to cover NCC +0, +1 and +2 cases. RAN2 also feels that 2 bits are sufficient to cope with potential key desynchronisation.
· To support NCC +1 and +2 cases for intra-eNB HO, RAN2 was unsure whether this can be handled by the normal S1 path switch procedure. For these cases, a path switch in the S-GW should not be triggered, and the procedure is only necessary to obtain a fresh NH value from the MME. Whether the normal S1 path switch procedure can handle these cases or a new S1 procedure is required just for this purpose should be studied in RAN3.
Detailed discussion on the above issues can be found in the attachments R2-084419 and R2-084421.

2. Actions:

To SA WG3:
ACTION: 
RAN2 kindly asks SA3 to take the above into account, and provide feedback on the first three bullet points above.
To RAN WG3:
ACTION: 
RAN2 kindly asks RAN3 to take the above into account and support the necessary signallings over X2 and S1 to support all combinations of NCC (+0, +1 and +2) and handover type (intra-eNB HO, X2 HO and S1 HO), including the cases mentioned by the fourth bullet point above.
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