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1. Introduction

In RAN2#62bis meeting and email discussion, there is a proposal that RRC Connection Re-establishment procedure shall be used to handle DL IP check failure [1] [2].
In this paper, we will discuss the cases that cause DL IP check failure and analyze the best solution to DL IP check failure.
2. Discussion
2.1 The cases that cause IP check failure and possible handling
IP check failure could happen due to the following very rare events.

· De-synchronization of input parameter(s) to the algorithm between network and UE. According to SA3 decision, the input parameters include: a 128-bit integrity key KRRCint, an 8-bit bearer identity BEARER, the 1-bit direction, 32-bit input COUNT.
· False detection of successful CRC in the physical layer: that is the data has been changed in radio path for some reasons e.g. interference, but CRC check doesn’t find this change, then PDCP gets the changed data and then IP check failure
· Security attacks: UE receives a fake message which comes from other sender other than serving eNB.
If the IK check failure in UE, the candidate handling can be listed as:
· PDCP discard the message without notification to RRC;

· UE Release the RRC connection itself and enter idle mode;

· UE initiate RRC Connection Re-establishment procedure.

2.2 Handling for each case

2.2.1 For security attack case 
If RRC Connection Re-establishment procedure is applied in this case, then RRC Connection Re-establishment procedure shall cause around 150~200ms service interruption, and if there are many fake messages, then many RRC Connection Re-establishment procedures shall cause much service interruption. In addition, if many UEs are attacked in the same time, it shall also cause network load.  Original and most important intention of security mechanism is protecting system from attack.  But RRC Connection Re-establishment procedure will cause that system is easy to be attacked just by sending a lot of packets to UEs.  Maybe we need to take it into account.  
So we propose that if a UE receives a fake message and IP check failure, the best way is discarding the message directly without any more handling, since this message is no value to system.
Conclusion 1:
The best handling for IP check failure triggered by security attack is discarding the checked message directly.
2.2.2 For false detection of successful CRC case
For false detection of successful CRC only occurs occasionally, false detection of successful CRC occurs in one radio frame, the CRC check in next radio frame is very likely correct, then RRC re-establishment is not needed for this case.
PDCP discard the message without notification to RRC for this case is a good choice? Since there are some RRC messages in LTE without response, e.g. RRC Release message, if PDCP discards the IP check failure message without notify RRC, then from eNB point of view the message has successfully sent to UE, but from UE RRC point of view, it has received nothing, it may cause some trouble.
So if UE can identify the case which caused IP check failure, the best way is to request eNB to re-send the message.

Conclusion 2:
The best handling for IP check failure triggered by false detection of successful CRC is re-sending the message.
Since this case is very rare, we think RRC re-establishment is acceptable.

Conclusion 3:
RRC re-establishment is acceptable in the false detection of successful CRC case.
2.2.3 De-synchronization of input parameter(s) to the algorithm between network and UE case:
We can analyze the de-synchronization of input parameters one by one. 
IK: since IK does not change before the next handover procedure, then the de-synchronization of IK shall only occur in handover procedure. The first message protected by the new IK is RRCConnectionReconfigurationComplete message, so if IP check due to IK de-synchronization, the UL message RRCConnectionReconfigurationComplete must be IP check failure. It is not clear how eNB handling IP check failure, but we can suppose that the subsequent DL signalling shall be stopped. So IK is no problem.
DIRECTION: it is impossible de-synchronization between UE and eNB.
BEARER ID: there are 3 signalling RB, SRB0, SRB1 and SRB2;  it should be no problem.
COUNT: COUNT is composed by HFN (27bit) and PDCP SN (5 bit), and the PDCP SN is transferred in the message itself. Then COUNT de-synchronization means HFN de-synchronization. HFN is changed frequently, although we can not find out a clear occasion of HFN de-synchronization, we think it is easy to de-synchronize. The probability of COUNT de-synchronization is more than probability of other cases.
From above, de-synchronization of input parameters just means COUNT(HFN) de-synchronization. So RRC re-establishment can resolve the problem. 
Conclusion 4:
The best handling for IP check failure triggered by de-synchronization of input parameters to the algorithm is initiating RRC re-establishment procedure.
2.3 Proposed solution

Since it is difficult to identify which case have triggered IP check failure, and for the sake of simplicity, we suppose it is necessary to introduce a uniform/compromise handling for all cases. On the discussion above, we can see that COUNT de-synchronization is more frequent than others. So
Proposal 1:  Adopting RRC Connection Re-establishment procedure when IP check failure.
In case of handover failure, short MAC-I is pre-calculated based on the old key in the source cell.  It is different in the IP check failure case that short MAC-I is calculated after IP check failure is detected. COUNT is one of MAC-I algorithm  parameters, and IP check failure maybe just due to COUNT de-synchronization. So if Proposal 1 is adopted, we suggest:
Proposal 2:  Except handover failure case, COUNT used to calculate short
MAC-I in the RRCConnectionReestablishmentRequest message should be set all zero or all one. 
When verifying the short MAC-I, the eNodeB should do the same with UE.
3. Conclusion
We suggest the following proposals could be adopted:
Proposal 1:  Adopting RRC Connection Re-establishment procedure when IP check failure.
 Proposal 2:  Except handover failure case, COUNT used to calculate short 
MAC-I in the RRCConnectionReestablishmentRequest message should be set all zero or all one. 
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