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1. Introduction
In this contribution, we try to give miscellaneous corrections on connection control in 36.331. 
2. Discussion

	5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. RRC handles the integrity protection configuration (integrity protection algorithm and the AS base-key -  KeNB), which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration (ciphering algorithm and the AS base-key - KeNB), which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data (DRBs). 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

a) NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm may be used, e.g. in case of UICC-less emergency calls

b) NOTE 2
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The AS keys (both the base-key and the derived-keys) change upon every handover. No additional AS-parameters (i.e. specific for this purpose) are exchanged to serve as inputs for the derivation of the new AS keys. An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.


Discussion: It has been agreed that the UE always derives a new AS base-key (KeNB) in the connection re-establishment procedure irrespective of whether the UE returns to the same cell. 
Proposal1: Change it to “The AS keys (both the base-key and the derived-keys) change upon every handover or connection re-establishment.”. 
	5.3.1.3
Connected mode mobility

In RRC_CONNECTED, the network controls UE mobility, i.e. the network decides when the UE shall move to which cell (which may be on another frequency or RAT). The network triggers the handover procedure e.g. based on radio conditions, load. To facilitate this, the network may configure the UE to perform measurement reporting (possibly including the configuration of measurement gaps). The network may also initiate handover blindly, i.e. without having received measurement information from the UE.

For mobility within E-UTRA, handover is the only procedure that is defined. Before sending the handover command to the UE, the source eNB prepares one or more target cells. The target eNB generates the message used to perform the handover, i.e. the message including the AS-configuration to be used in the target cell. The source eNB transparently (i.e. does not alter values/ content) forwards the handover message/ information received from the target to the UE. When appropriate, the source eNB may initiate data forwarding for (a subset of) the radio bearers.

After receiving the handover command, the UE attempts to access the target cell at the first available RACH occasion, i.e. the handover is asynchronous. Consequently, when allocating a dedicated preamble for the random access in the target cell, E-UTRA shall ensure it is available from the first RACH occasion the UE may use. Upon successful completion of the handover, the UE sends a handover confirmation.

After the successful completion of handover, PDCP SDUs may be re-transmitted in the target cell. This only applies for radio bearers carrying user data and using RLC-AM mode. The further details are specified in [8].

After the successful completion of handover, the SN and the HFN are reset except for the radio bearers carrying user data and using RLC-AM mode (for which both SN and HFN continue). The further details are specified in [8].

· Editor's note:
W.r.t. handover there is one UE behaviour regardless of the handover procedures used within the network (e.g. whether the handover includes X2 or S1 signalling procedures).

The source eNB should, for some time, maintain a context to enable the UE to return in case of handover failure. After having detected handover failure, the UE attempts to resume the RRC connection either in the source or in another cell using the RRC re-establishment procedure (see RL failure). This connection resumption succeeds only if the accessed cell is prepared, i.e. concerns a cell of the source eNB or of another eNB towards which handover preparation has been performed.



Discussion: The reference “see RL failure” fullfills no purpose and is incorrect in the current specification. There exists now separate chapters on Handover failure and RRC re-establishment.
Proposal2: Remove “see RL failure”.
	5.4.3.5
Mobility from E-UTRA failure

The UE actions upon T304 expiry (mobility from E-UTRA failure) are the same as specified in 5.3.6.3


Discussion: Editoral: the reference in 5.4.3.5 is wrong. .
Proposal3: Change highlighted words in 5.4.3.5 to “in 5.3.5.6”.
3. Conclusion
In this paper, three proposals are made:
Proposal1: Change it to “The AS keys (both the base-key and the derived-keys) change upon every handover or connection re-establishment.”.

Proposal2: Remove the words “see RL failure”.

Proposal3: Change highlighted words in 5.4.3.5 to “in 5.3.5.6”.
A text proposal to TS 36.331 is provided at the end of this document and we propose the RAN2 agrees to this text proposal.
4. Reference
[1]
R2-083795 CR_to_36331_covering RAN2_62bis_agreements, Source: Rapporteur (Samsung)
5. Text Proposal to 36.331

The proposed changes are relative to R2-083795 CR_to_36331_covering RAN2_62bis_agreements.
-------------------------------------  Start of Text Proposal 1 ------------------------------------
5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. RRC handles the integrity protection configuration (integrity protection algorithm and the AS base-key -  KeNB), which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration (ciphering algorithm and the AS base-key - KeNB), which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data (DRBs). 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The AS keys (both the base-key and the derived-keys) change upon every handover or connection re-establishment. No additional AS-parameters (i.e. specific for this purpose) are exchanged to serve as inputs for the derivation of the new AS keys. An intra cell handover procedure may be used to change the keys in RRC_CONNECTED.

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

-------------------------------------  End of Text Proposal  1------------------------------------
-------------------------------------  Start of Text Proposal 2 ------------------------------------
5.3.1.3
Connected mode mobility

In RRC_CONNECTED, the network controls UE mobility, i.e. the network decides when the UE shall move to which cell (which may be on another frequency or RAT). The network triggers the handover procedure e.g. based on radio conditions, load. To facilitate this, the network may configure the UE to perform measurement reporting (possibly including the configuration of measurement gaps). The network may also initiate handover blindly, i.e. without having received measurement information from the UE.

For mobility within E-UTRA, handover is the only procedure that is defined. Before sending the handover command to the UE, the source eNB prepares one or more target cells. The target eNB generates the message used to perform the handover, i.e. the message including the AS-configuration to be used in the target cell. The source eNB transparently (i.e. does not alter values/ content) forwards the handover message/ information received from the target to the UE. When appropriate, the source eNB may initiate data forwarding for (a subset of) the radio bearers.

After receiving the handover command, the UE attempts to access the target cell at the first available RACH occasion, i.e. the handover is asynchronous. Consequently, when allocating a dedicated preamble for the random access in the target cell, E-UTRA shall ensure it is available from the first RACH occasion the UE may use. Upon successful completion of the handover, the UE sends a handover confirmation.

After the successful completion of handover, PDCP SDUs may be re-transmitted in the target cell. This only applies for radio bearers carrying user data and using RLC-AM mode. The further details are specified in [8].

After the successful completion of handover, the SN and the HFN are reset except for the radio bearers carrying user data and using RLC-AM mode (for which both SN and HFN continue). The further details are specified in [8].

Editor's note:
W.r.t. handover there is one UE behaviour regardless of the handover procedures used within the network (e.g. whether the handover includes X2 or S1 signalling procedures).

The source eNB should, for some time, maintain a context to enable the UE to return in case of handover failure. After having detected handover failure, the UE attempts to resume the RRC connection either in the source or in another cell using the RRC re-establishment procedure. This connection resumption succeeds only if the accessed cell is prepared, i.e. concerns a cell of the source eNB or of another eNB towards which handover preparation has been performed.
-------------------------------------  End of Text Proposal  2------------------------------------
-------------------------------------  Start of Text Proposal 3 ------------------------------------
5.4.3.5
Mobility from E-UTRA failure

The UE actions upon T304 expiry (mobility from E-UTRA failure) are the same as specified in 5.3.5.6
-------------------------------------  End of Text Proposal  3------------------------------------

















































































































































































Page 2 of 6
3GPP


