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1
Introduction
SA3 has sent an LS on AS message protection [1] to RAN2, and also a follow-up LS in [2], specifying the actions on a more detailed level.
This document contains proposals for each of the actions in [2] and also a draft of reply LS to SA3.
2
Actions to RAN2
There are 5 actions (a…e) in the LS [2] for RAN2: 

a) To consider incorporating an exception list in the relevant RRC specification and to give feedback to SA3, such that SA3 can take a decision on the conditional approved attached CR. 

b) For feedback on those RRC messages message listed in table X-1 in the attached CR.

c) For feedback on those RRC messages, which are on the table X-2 above and can be sent unprotected (i.e., before activation of security) only in justified cases. Justification has to be worked out further.

d) To specify UE behavior for reception of RRC messages that shall be protected by E-UTRAN and shall only be sent after SMC setup (if SMC shall be sent), but are received before activation of initial security (otherwise, the behavior is dependent on UE implementation, leading to possible security risks)

e) To take into account the SA3 requirement that RRC messages that shall be sent protected by E-UTRAN after a successful AS SMC completion, shall be discarded by the receiving entity if received unprotected.

These actions are discussed in the following sections.

2.1
Exception list (messages sent as unprotected)
This section addresses the actions a) and b) of the SA3 LS.
The table X-1 of the CR to 33.401 (in S3-080879, annexed to the LS) presents the list of unprotected messages in E-UTRAN. The table is similar to the lists in SA3 specification 33.102 (section 6.5.1) and in 25.331 (section 8.5.10), which contain the non-integrity-protected messages of UTRAN. 
In the analysis of the table X-1, the following two groups of messages should be considered separately:
1. messages that can be sent as protected and as unprotected, depending on conditions and/or message contents (i.e., conditionally unprotected messages)
2. messages that are always sent as unprotected 

A brief analysis of the messages in table X-1:

· DLInformationTransfer, RRCConnectionRelease, and ULInformationTransfer belong to the 1st group: DLInformationTransfer and ULInformationTransfer are needed, e.g., in exchange of NAS level security capabilities, which needs to be performed before the activation of AS level security. 
· Release of RRC connection may take place before the security has been established and consequently, before SRB2 or DRBs can have been established. Therefore it can be sent as unprotected, but only if releasing SRB1. 

· There are probably also other messages in the 1st group. The full list of messages in the 1st group is dependent on the outcome of the discussion mentioned in section 2.2.
Except for the above-mentioned three messages, all other RRC messages in table X-1 belong to the 2nd group. These messages are always sent as unprotected (without integrity and confidentiality protection) because they:
· can be used only when establishing the RRC connection, and the establishment naturally takes place before activation of security (messages: RRCConnectionRequest, RRCConnectionSetup, RRCConnectionSetupComplete, RRCConnectionReject),
· can be used only for reestablishment before re-activation of security (messages: RRCConnectionReestablishmentRequest, RRCConnectionReestablishment),
· indicate failure in reestablishment and therefore unprotected, because the failure may be due to failing re-activation of security (message: RRCConnectionReestablishmentReject),
· indicate failure in security mode procedure (message: SecurityModeFailure). or

· bypass PDCP, which performs the protection (messages: Paging, SystemInformation, SystemInformationBlockType1 and MasterInformationBlock).
Note that there are also two partially protected messages (SecurityModeCommand and SecurityModeComplete), which are integrity protected but never encrypted. These exceptions are already mentioned in the SA3 CR, below the table X-1 in the SA3 CR.
To summarize, the list is correct, but there may eventually be more messages belonging to the 1st group.
The requirements for encryption and integrity protection for RRC messages are embedded in the procedural descriptions of 36.331 (the current sections having the descriptions should be pointed out in the reply LS, for information to SA3). Therefore, it is not necessary to include a table similar to X-1 into 36.331. Hence, the table is more for security evaluation purposes than for RAN2 internal use, and should be included in SA3 specifications only. 

Proposal 1:  To answer to SA3 on actions a) and b) as follows:
a) Because the list of messages is more for security evaluation purposes than for RAN2 work, it is more beneficial to include the list in SA3 specifications only. RAN2 documents the possible restrictions in the procedural descriptions of the messages in the RRC specification TS 36.331. 
RAN2 would like to inform SA3 that the initial activation of security is currently covered by TS 36.331 sections 5.3.1.1 (RRC connection control), 5.3.1.2 (Security), 5.3.4 (Initial security activation) and 5.3.5.2 (Initiation [of RRC connection reconfiguration]). The re-activation of security during reestablishment is covered by section 5.3.7.5 (Reception of the RRCConnectionReestablishment by the UE).
b) RAN2 has discussed the exception list and confirms that the messages in the table X-1 are sent as unprotected. However, regarding the conditionally unprotected messages in X-1 (currently DLInformationTransfer, ULInformationTransfer, RRCConnectionRelease), RAN2 would like to inform that there may be also other messages that can be sent conditionally unprotected. This is dependent on the outcome of the discussion mentioned in the response for action c) below.
2.2
Messages that can be sent before activation of security
This section addresses the action c) of the SA3 LS. 
RAN2 has decided that all messages can be sent as unprotected (except for RRCConnectionReconfiguration for handover and for establishing SRB2 and DRBs, which are explicitly required to be protected). Contrary to this decision, the SA3 action c) implies that there must be a justification for sending a message as unprotected. And if the justification cannot be found, the message is not allowed to be sent as unprotected.  
Based on the initial views in RAN2#62 on [1], it is expected that more discussion is needed on the topic (i.e., which messages are allowed to be sent as unprotected, and why). Therefore, it is proposed that views are called for the next RAN2 meeting, preferably discussed over RAN2 reflector before RAN2#63bis. (Note that an emergency call without UICC is an exceptional case not to be included in this discussion.)
Taking the SA3 LS table X-2 as starting point for the discussion, justification can already be found for sending RRCConnectionRelease, ULInformationTransfer and DLInformationTransfer as unprotected in specific cases (see section 2.1 above). For all other messages, a justification needs to be found, to allow them to be sent as unprotected. 
Proposal 2: RAN2 to start discussion on messages that are allowed to be sent as unprotected, for the RAN2#63bis meeting.
Proposal 3: To answer to SA3 on action c) as follows: 

RAN2 is discussing the justification for the messages of the table X-2 that can be sent as unprotected. The outcome of the discussion is expected to be available in the end of RAN2#63bis. 
2.3
UE behaviour in case non-allowed unprotected message is received

This section addresses the action d) of the SA3 LS.
36.331 does not currently specify the UE behaviour, if RRC messages are received by the UE as unprotected, even though the message can be sent only as protected.
For example, it is specified currently in 36.331 (section 5.3.1.1) that the RRCConnectionReconfiguration message for establishing DRBs can be sent only as protected. If the UE receives this message (e.g., from a rogue eNB) before SecurityModeCommand message as unprotected, it is not specified, how the UE has to react.

The most straightforward way to deal with the situation is that the UE handles this the same way as a generic RRC message error, i.e., acts as if it had not received the message. The RRC message errors are discussed in RAN2#63 document [3].
Proposal 4: RAN2 to agree that if the UE receives an unprotected RRC message, which should have been protected, the generic RRC error mechanisms are applied. (Actual text is dependent on the outcome of the discussion on RRC error messages.)
Proposal 5: To answer to SA3 on action d) as follows: 
RAN2 has decided that in case the UE receives an unprotected message, which is not allowed to be sent as unprotected, it is handled as a generic RRC message error. Text describing this will be added to TS 36.331, after the actual error handling mechanisms are agreed.
2.4
Reception of unprotected messages after activation of security
This section addresses the action e) of the SA3 LS.
After the security has been activated, all RRC messages received by the UE must pass the integrity and confidentiality checks on PDCP. (This does not apply to paging and system information messages, which also can be received in RRC_CONNECTED.)
Proposal 6: To answer to SA3 as follows:

In RRC_CONNECTED, after activation of security, all RRC messages sent over PDCP (i.e., all messages except for paging and system information messages) must pass the integrity verification on PDCP layer of the UE. Messages failing the integrity verification are not delivered to RRC by PDCP.
3
Conclusion
The summary of the proposals in this document:
· RAN2 to send a reply LS to SA3 of the Annex in this document (covering proposals 1, 3, 5 and 6)

· RAN2 to start discussion on messages that are allowed to be sent as unprotected, for the RAN2#63bis meeting. (Proposal 2)

· RAN2 to agree that if the UE receives an unprotected RRC message, which should have been protected, the generic RRC error mechanisms are applied. (Actual text is dependent on the outcome of the discussion on RRC error messages.) (Proposal 4)
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1. Overall Description:

RAN2 thanks SA3 for the LS on AS Message exception list. RAN2 would like to give the following comments on the actions in the SA3 LS (SA3 actions in italics):
a) To consider incorporating an exception list in the relevant RRC specification and to give feedback to SA3, such that SA3 can take a decision on the conditional approved attached CR. 

Because the list of messages is more for security evaluation purposes than for RAN2 work, it is more beneficial to include the list in SA3 specifications only. RAN2 documents the possible restrictions in the procedural descriptions of the messages in the RRC specification TS 36.331.
RAN2 would like to inform SA3 that the initial activation of security is currently covered by TS 36.331 sections 5.3.1.1 (RRC connection control), 5.3.1.2 (Security), 5.3.4 (Initial security activation) and 5.3.5.2 (Initiation [of RRC connection reconfiguration]). The re-activation of security during reestablishment is covered by section 5.3.7.5 (Reception of the RRCConnectionReestablishment by the UE).
b) For feedback on those RRC messages message listed in table X-1 in the attached CR.
RAN2 has discussed the exception list and confirms that the messages in the table X-1 are sent as unprotected. However, regarding the conditionally unprotected messages in X-1 (currently DLInformationTransfer, ULInformationTransfer, RRCConnectionRelease), RAN2 would like to inform that there may be also other messages that can be sent conditionally unprotected. This is dependent on the outcome of the discussion mentioned in the response for action c) below.
c) For feedback on those RRC messages, which are on the table X-2 above and can be sent unprotected (i.e., before activation of security) only in justified cases. Justification has to be worked out further.
RAN2 is discussing the justification for the messages of the table X-2 that can be sent as unprotected. The outcome of the discussion is expected to be available in the end of RAN2#63bis.
d) To specify UE behavior for reception of RRC messages that shall be protected by E-UTRAN and shall only be sent after SMC setup (if SMC shall be sent), but are received before activation of initial security (otherwise, the behavior is dependent on UE implementation, leading to possible security risks)
RAN2 has decided that in case the UE receives an unprotected message, which is not allowed to be sent as unprotected, it is handled as a generic RRC message error. Text describing this will be added to TS 36.331, after the actual error handling mechanisms are agreed.
e) To take into account the SA3 requirement that RRC messages that shall be sent protected by E-UTRAN after a successful AS SMC completion, shall be discarded by the receiving entity if received unprotected.
In RRC_CONNECTED, after activation of security, all RRC messages sent over PDCP (i.e., all messages except for paging and system information messages) must pass the integrity verification on PDCP layer of the UE. Messages failing the integrity verification are not delivered to RRC by PDCP.
2. Actions:
ACTION: 
RAN2 kindly asks SA3 to take the RAN2 responses into account.
3. Dates of Next TSG-RAN WG2 Meetings:

3GPP RAN2#63bis 
29 Sep - 3 Oct 2008  
Prague, Czech Republic
3GPP RAN2#64
10 - 14 Nov 2008    
Prague, Czech Republic
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