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------------------------------------------------------ Unmodified Sections Omitted -----------------------------------------------------
-------------------------------------------------------------- FIRST CHANGE -----------------------------------------------------------
4.3.1
Services provided to upper layers

PDCP provides its services to the RRC and user plane upper layers at the UE or to the relay at the evolved Node B (eNB). The following services are provided by PDCP to upper layers:

-
transfer of user plane data;

-
transfer of control plane data;
-
header compression;
-
ciphering;
-
integrity protection with replay protection.
------------------------------------------------------------- END OF CHANGE ----------------------------------------------------------
------------------------------------------------------ Unmodified Sections Omitted -----------------------------------------------------
----------------------------------------------------------- SECOND CHANGE ----------------------------------------------------------
4.4
Functions

The Packet Data Convergence Protocol supports the following functions:

-
header compression and decompression of IP data flows using the ROHC protocol, at the transmitting and receiving entity, respectively;

-
transfer of data (user plane or control plane). This function is used for conveyance of data between users of PDCP services;

-
maintenance of PDCP sequence numbers for radio bearers mapped on RLC AM;

-
in-sequence delivery of upper layer PDUs at handover;

-
duplicate elimination of lower layer SDUs at handover for radio bearers mapped on RLC AM;

-
ciphering and deciphering of user plane data and control plane data; 

-
integrity protection and integrity verification with replay protection of control plane data;

-
timer based discard;

-
duplicate discarding.

PDCP uses the services provided by the RLC sublayer.

PDCP is used for SRBs and DRBs mapped on DCCH and DTCH type of logical channels. PDCP is not used for any other type of logical channels.

------------------------------------------------------------- END OF CHANGE ----------------------------------------------------------
------------------------------------------------------ Unmodified Sections Omitted -----------------------------------------------------
------------------------------------------------------------- THIRD CHANGE -----------------------------------------------------------
5.3
Ciphering and Deciphering
The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by a PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].

The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
The parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The COUNT value is used as one of the input to the ciphering function. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (the value provided by upper layers corresponds to the radio bearer identity –1);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);
-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
If the value received by upper layers for the BEARER parameter is less than 8 bits, the LSBs of the value are padded with zeroes. 

5.4
Integrity Protection and Verification

The integrity protection function includes both integrity protection and integrity verification with replay protection and is performed in PDCP for PDCP entities associated with SRBs. The data unit that is integrity protected is the unciphered data part of the PDU and the PDU header.
The integrity protection algorithm and key to be used the PDCP entity are configured by upper layers [3] and the integrity protection method shall be applied as specified in [6].

The integrity protection function and the replay protection function are activated by upper layers [3]. After security activation, the integrity protection function with replay protection shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

The parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The COUNT value is used as one of the input to the integrity protection function. The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (the value provided by upper layers corresponds to the radio bearer identity –1);

-
DIRECTION (direction of the transmission: 0 for uplink, 1 for downlink);
-
KEY (KRRCint).

If the value received by upper layers for the BEARER parameter is less than 8 bits, the LSBs of the value are padded with zeroes. 

At reception, a PDU is considered replayed if its COUNT value has already been received and the corresponding PDU already received has been verified for integrity/authenticity with the current security context (integrity key). The UE shall discard a PDU from further processing if it is considered replayed.

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully, otherwise the PDCP PDU is discarded.

Editor’s note: Whether there are further interactions with upper layers is FFS.



------------------------------------------------------------- END OF CHANGE ----------------------------------------------------------
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