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1
Introduction

The purpose of this proposal is to complete the definition of the RRC Generic error handling and to provide corresponding text proposals.

2
Discussion

The basic proposal of this 3GPP contribution is to clarify some procedures when UE receives erroneous RRC message or erroneous system information block from network.
These procedures are called "error handling procedures". They provide recovery mechanisms for error situations.
The error handling procedures specified in this contribution shall apply to all RRC messages and all system information block (including the master information block). Five errors cases are specified:

· ASN.1 violation or encoding error

· Unknown or unforeseen message type

· Unexpected critical message extension

· Unknown or unforeseen information element value

· Conditional information element error

The error cases specified above include the handling upon reception of spare values. Moreover, in certain error cases, default values are applied when there is no IE values given by network. In this case, data protocol is not discarded and the others IE values specified within the ASN.1 and the procedure specifications are applied. 

On the other hand, we propose to include a new field to the RRC Status message to inform network why the RRC message was not taken into account by UE, in other words, to give it the cause of protocol error.

3
Conclusion

We would like RAN2 to discuss this contribution and to agree text proposals. 

4 Text Proposals

Beginning of First Text Proposal

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
5.7 Generic error handling
This subclause specifies procedures for the handling of unknown, unforeseen, and erroneous RRC messages or erroneous System Information Block by the UE.
5.7.1
ASN.1 violation or encoding error
If the UE receives an RRC message for which the encoded message does not result in any valid abstract syntax value, it shall perform the following:

1> transmit an RrcStatus message on the uplink DCCH. The IE "Protocol error cause" shall be set to "ASN.1 violation or encoding error";

1> when RrcStatus message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid message had not been received.

If the UE receives a system information block for which the decoding does not result in any valid abstract syntax value, it shall ignore it. 

5.7.2
Unknown or unforeseen message type

If a UE receives an RRC message on one Logical channel with a message type not defined for this Logical channel (spare) it shall:

1> transmit an RrcStatus message on the uplink DCCH. The IE "Protocol error cause" shall be set to "Message type non-existent or not implemented";

1> when the RRC STATUS message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid message had not been received.

5.7.3 Unexpected critical message extension

If the UE receives an RRC message sent via a radio access technology other than E-UTRAN, containing an undefined critical message extension, the UE shall:

1> set the IE "Protocol error cause" to "Message extension not comprehended" and transmit an RrcStatus message on the uplink DCCH;

1> when the RrcStatus message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid message had not been received.

5.7.4 Unknown or unforeseen information element value

If the UE receives an RRC message with a IE having a value, including choice, reserved for future extension (spare) or a dummy value, and this IE value should be given by network, the UE shall:

1> if a default value of the IE is defined:

2> treat the rest of the message using the default value of the IE.

1> if no default value of the IE is defined:

2> transmit an RrcStatus message on the uplink DCCH. The IE "Protocol error cause" shall be set to "Information element value unknown or unforeseen";

2> when the RrcStatus message has been submitted to lower layers for transmission:

3> continue with any ongoing processes and procedures as if the invalid message had not been received.

If the UE receives a system information block with a IE having a value reserved for future extension (spare) or a dummy value, and this IE value should be given by network, the UE shall:

1> if a default value of the IE is defined:

2> treat the rest of the system information block using the default value of the IE.

1> if no default value of the IE is defined:

2> ignore the system information block.

5.7.5 Conditional information element error

If the UE receives an RRC message for which the specified conditions for absence of a conditional IE are met and that IE is present, the UE shall:

1> ignore the IE;

1> treat the rest of the message as if the IE was not present.

If the UE receives an RRC message for which the specified conditions for presence of a conditional IE are met and that IE is absent, the UE shall:

1> set the IE "Protocol error cause" to "Information element missing" and transmit an RrcStatus message on the uplink DCCH;

1> when the RrcStatus message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid message had not been received.

If the UE receives a system information block for which the specified conditions for absence of a conditional IE are met and that IE is present, the UE shall:

1> ignore the IE;

1> treat the rest of the system information block as if the IE was not present.

If the UE receives a system information block for which the specified conditions for presence of a conditional IE are met and that IE is absent, the UE shall ignore the system information block.
End of First Text Proposal

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

Beginning of Second Text Proposal

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

–
RRCStatus
The RRCStatus message is used to indicate an RRC protocol error.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to E‑UTRAN

RRCStatus message
-- ASN1START

RRCStatus ::=





SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



rrcStatus-r8





RRCStatus-r8-IEs,



criticalExtensions




SEQUENCE {}


}

}

RRCStatus-r8-IEs ::=



SEQUENCE {





ProtocolErrorCause::=



ENUMERATED {











ASN.1 violation or encoding error, Message type nonexistent or not Implemented, Information element value unknown or unforeseen, Information element missing, Message extension not comprehended}
-- ASN1STOP

	RRCStatus field descriptions

	
ProtocolErrorCause

This IE indicates why the RRC message was not taken into account by UE.


End of Second Text Proposal

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
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