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1 Introduction

This contribution is proposing some additional procedure text on how to calculate the shortMAC-I and how to handle the AS security at RRC connection re-establishments. The updates are inline with the current SA3 assumption on forward security and the usage of the target cell physical cell identity as input to the shortMAC-I [as captured in the LS R2-081917, S3-080923 and S3-080869].
2 Background

SA3 has concluded on a key handling solution for E-UTRAN which is based on both backward and forward security. The solution makes it possible to avoid using the same key (KeNB) in more than one eNB. 
Backward security is achieved by putting the KeNB through a one way function, while forward security is achieved by downloading new key material to the eNB in the S1 path update procedure from the MME. In order to prevent that the same KeNB is distributed to multiple eNBs at handover the physical cell identity (PCI) is used in the key derivation function in the source eNB and UE.

The forward security solution requires that the UE is provided with a sequence number (NCC) which can be used by the UE to determine if the KeNB in the target cell is derived from the source KeNB or from the next-hop KeNB provided by the MME to the eNB in the path switch procedure. The reason for this is that the next-hop keying material the eNB retrieved from the MME is only intended to be used at inter-eNB handovers. This information needs to be provided to the UE from the target eNB in the handover command (in case of handover) and in the RRCConnectionReestablishment (in the case of handover failure or radio link failure). A consequence of this is that the shortMAC-I can only be calculated using the source cell key.

3 Discussion on calculation of shortMAC-I
Parts of the SA3 principles been captured in 36.331:

<36.331 5.3.7.4>

[image: image1.emf]The UE shall set the contents of  RRCConnectionReestablishmentRequest  message as follows:   1>   set the IE  ue - Identity  as follows:   2>   set the  c - RNTI  to the C - RNTI used in the source cell (handover failure case) or used in the cell in which  the trigger for the  re - establishment occurred (other cases);   2>   set the  cellIdentity  to the Physical layer identity of the source cell (handover failure case) or of the cell in  which the trigger for the re - establishment occurred (other cases);   2>   set the  authenticationCode  to  a MAC - I calculated over:   3>   the C - RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for  the re - establishment occurred (other cases);   3>   the Physical layer identity of the source cell (handover failure case) or o f the cell in which the trigger  for the re - establishment occurred (other cases)   3>   the identity of the target cell (details FFS)    


The remaining details to be clarified are:

1. Which target cell identity to use

2. Which AS key to use

3. Which value to set other input parameters to the integrity protection algorithm
4. Which MAC-I bits to use

Discussion:

1. For the target cell SA3 assume that the Physical layer identity of the target cell is used (PCI). 

Some concerns has been raised with using the target PCI for the KeNB derivation and the shortMAC-I derivation in that in case the source eNB wants to prepare multiple cells for a handover it needs to prepare each cells individually, however given that it would be quite easy to optimize this in RAN3 if needed e.g. by including a list of KeNBs and shortMAC-Is in the same Handover Request message it is argued that the SA3 solution is acceptable. Removing the PCI from the KeNB derivation and the shortMAC-I would violate the SA3 agreed key handling solution and would required further discussions in SA3.
Using other cell Ids e.g. the global cell / eNB id as input to the shortMAC-I is possible for the RRC connection re-establishment case since the UE can read the cell id from the SIB1 however this would not work so well in the handover case for deriving the KeNB since then the UE will not be able to read the cell id from the broadcast channel. It would be inefficient to send the global cell / eNB id to the UE in the handover command and since preparation performed for handover and connection re-establishment uses the same procedure this would not be acceptable. Therefore it is assumed that the PCI is the only feasible cell id to use.

Proposal 1: It should be clarified that the Physical layer identity of the target cell should be used as an identity of the target cell.

2. For the AS key it is the SA3 assumption that the source cell integrity protection KRRCint that should be used.

As stated before using the target cell KeNB for calculating shortMAC-I would not work together with the forward security solution recently adopted in SA3, since the UE can no longer derive the KeNB without receiving the NCC from the target cell.
Proposal 2: It should be clarified that the UE shall use the source cell integrity protection key (KRRCint) to derive the MAC-I.

3. For other input parameters to the integrity protection algorithm SA3 indicated that any value would be acceptable. It is therefore proposed to set these parameters to all ones, “1111…”. Other solutions with a fixed input could also be acceptable.
Proposal 3: It should be clarified that the UE shall set all other input parameters of the integrity protection algorithm to all ones.

4. It is assumed any bits of the MAC-I is ok, so it is proposed to just pick the 16 least significant bits. This is in alignment with how the shorter (16-bit) MAC-I on NAS Service Request messages are handled in TS 33.401 (see clause 8.1.1).
Proposal 4: It should be clarified that the 16 least significant bits of the MAC-I should be used.
4 Conclusion

It is proposed to agree on the proposal above and the text proposal below.
<FIRST SECTION>
5.3.7.4
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated over the concatenated bit string of the Physical Cell Identity of the current cell (most significant), the Physical Cell Identity of the cell the UE was connected to prior to the failure and the C-RNTI that the UE had in the cell prior to the failure (least significant). The MAC-I calculation is performed with the same integrity protection key and integrity protection algorithm that was used in the cell prior to the failure. All other input bits to the MAC-I algorithm is set to binary one.




The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

<NEXT SECTION>
–
ReestabUE-Identity
The IE ReestabUE-Identity is used to identify the UE in the contention based access at RRC connection re-establishment.

ReestabUE-Identity information element
-- ASN1START

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellIdentity




PhysicalCellIdentity,


shortMAC-I






BIT STRING (SIZE (16))




 
}

-- ASN1STOP

	ReestabUE-Identity field descriptions

	shortMAC-I

Field description is FFS.

	physCellIdentity 

The Physical Cell Identity of the cell the UE was connected to prior to the failure.
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The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:


1>
set the IE ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the authenticationCode to a MAC-I calculated over:


3>
the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);


3>
the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases)

3>
the identity of the target cell (details FFS)


