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1.
Introduction
This document provides text proposals based on PDCP restructuring CR (R2-083770) to describe how UE acts on the failure of integrity verification.

Reason for change:

It is not specified how the PDCP handles the received PDCP Data PDU if the integrity verification of the PDU fails.

Summary of change:

PDCP discards the integrity verification failed packets, and indicate to RRC that an integrity verification failure occurs.
Text Proposal based on R2-083770






   
5.1.2.2
Procedures for SRBs

For SRBs, at reception of a PDCP Data PDU from lower layers, the UE shall:

-
if the received PDCP Sequence Number < Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if applicable) using the COUNT based on the value of the variable RX_HFN + 1 and the value of the received PDCP Sequence Number as specified in the subclauses 5.6 and 5.7, respectively;

-
else

-
decipher and verify the integrity of the PDU (if applicable) using the COUNT based on the current value of the variable RX_HFN and the value of the received PDCP Sequence Number as specified in the subclauses 5.6 and 5.7, respectively;

-
if integrity verification is applicable and the integrity verification is passed successfully; or

-
if integrity verification is not applicable:

-
if the received PDCP Sequence Number < Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one;

-
deliver the resulting PDCP SDU to upper layer;

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.
5.1.1.2
Behaviour for SRBs

Every PDCP SDU is associated with a COUNT value that is composed by a PDCP sequence number and the HFN as specified in subclause 6.3.5.
At reception of a PDCP PDU from lower layers the UE shall:
-
if the PDCP Sequence Number contained in the PDCP SN field < Next_PDCP_RX_SN:

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on the value of the variable RX_HFN + 1 and the value of the PDCP Sequence Number contained in the SN field of the PDCP PDU header.

-
else

-
decipher and verify the integrity of the PDU (if applicable) using COUNT based on the current value of the variable RX_HFN and the value of the PDCP Sequence Number contained in the PDCP SN field of the PDCP PDU header.

-
if integrity protection is applicable and the integrity check is passed successfully; or

-
if integrity protection is not applicable:

-
if the PDCP Sequence Number < Next_PDCP_RX_SN:

-
increment the variable RX_HFN by one;

-
set the variable Next_PDCP_RX_SN to the received PDCP Sequence Number + 1;

-
if the variable Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set the variable Next_PDCP_RX_SN to 0;

-
increment the variable RX_HFN by one.

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.
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