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1. Description
SA3 identified key stream re-use problems when cached security context is used in the MME on E-UTRAN side or on S4 SGSG on UTRAN/GERAN side and there is a handover where the cached keys are continuously re-mapped to a mapped security context for the target system. E.g. the forward KeNB security solution also requires to send key index (case 10) for the UE due to the synchronization purposes. 
Note that the information is created in the MME and delivered to the UE via the eNB in various cases. Thus, there are S1AP and RRC signalling dependencies.

Table 1. Summary for needs of a possible “key indicator” from source eNB to the UE
	Scope (bits 5 and 4)
	Value (bits 3 – 0)
	Description

	00
	4 least significant bits of the current NAS uplink COUNT
	For cached security context activation. Intersystem mobility from UTRAN/GERAN to E-UTRAN uses mapped security context and NAS uplink COUNT is reset to zero (not valid as such for KeNB derivation). 
When cached security context is activated this Key Indicator provides synchronization between UE and MME of the current NAS uplink COUNT value. The KSIASME that the UE provided to the network is used in the network side as well.

	01
	eKSI (bits 2 - 4)
	Evolved KSI IE, where the bit 3 indicates whether it is KSIASME (set to 1) or KSISGSN (set to 0). Rest of the bits are like in the UTRAN KSI.

	10
	4 least significant bits of the NH chaining counter (NCC)
	Indicates the index of the key to be used for the target eNB key derivation (KeNB*). If the index does not increase from the previous handover, the current KeNB is used to derive KeNB*. If the index increases the NH is used to derive KeNB*.

	11
	4 least significant bits of the current NAS downlink COUNT
	For intersystem mobility from E-UTRAN to UTRAN the NAS downlink COUNT is used as an input parameter for CK’ and IK’ derivation.


The TS 33.401 further clarifies these different cases.

This is just a possible implementation of the IE as it nicely describes the requirements from SA3. It is not SA3’s responsibility to design the information elements.
2. Actions:

To RAN2:
Take this into account and provide feedback to SA3 if necessary.
3. Date of Next TSG-SA WG3 Meetings
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