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1) To facilitate IOT between eNB and UE (and debugging) it is proposed to add an RRC message to provide an “advice of condition”, whenever an error is detected. For example, if an error results in the eNB dropping a connection due to an UE’s action, the “advice of “condition” message can be sent to the UE to provide some information prior to the connection being dropped. 
The “RRCAdviceOfCondition” message may contain the following IE:
· Responding To: identity  of the received message that caused the condition

· generic error code

· optional, error code extension

· optional, bit position of the first bit of the IE within the received message which causes the problem 

Message can be defined for UL and DL, SRB0, SRB1, SRB2 . It should be unenecrypted and without integrity protection.

   Proposal 1: Add/spec an Advice of Condition  type message to the RRC set of messages.
2) To further facilitate IOT between eNB, it is proposed to add a “request/response” pair of messages, which would allow the eNB to request values of some of the UEs internal variables (e.g. counters, timers, etc.).
The identity of the variables and counters is not subject to standardization. It is up to the UE and eNB to agree on a set of value and their semantics, which may be different from UE type to UE type. The “request” message would contain a range of values that the requester (eNB ) wants to see. The response would contain the required data. 

This pair of messages would be unencrypted and without integrity protection.

Proposal 1: Add the “DebugInfoReq / Response” pair of message to the RRC set of messages.
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