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Current text in 36.323 (section 5.8, “Initialisation of a PDCP entity” and repeated in 7.1) states:

At initialisation of the PDCP entity the UE shall:

-
set the variables Next_PDCP_TX_SN and Next_PDCP_RX_SN to 0.

-
set the variables TX_HFN and RX_HFN to the values indicated by upper layers.

yet the upper layers (RRC document 36.331) do not specify any behavior. For the system to work the eNodeB and the UE need to start with the same initial values for those “HFN” variables.
There are several alternatives:

1) TX_HFN and RX_HFN are always set to a fixed value (e.g. 0).

2) Both eNodeB and UE set up those values based on some values known primarily only to them (e.g. based on the C-RNTI) 

3) The eNodeB signals values to the UE at connection / bearer (re)establishment time.

(and probably many other possibilities ).
Signaling provides the most flexible solution but, adds complexity some inefficiency for unclear benefit. Using values based on C-RNTI or similar, may lead to initial values for the HFN parameters close to the wrap-around values for the number of used bits. That may add complexity to the PDCP specification which generally assumes that the COUNT value built upon the HFN increases continuously (does not wrap around).

Proposal. Text should be added to the RRC document specifying that the RRC at the UE initializes the HFNs to the value 0. No changes are necessary to the PDCP specification.

Note. The capability for the RRC to initialize HFN at different values is preserved for releases beyond Rel-8, without changes to the PDCP document.
Text Proposal
5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. RRC handles the integrity protection configuration, which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration, which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data (DRBs). 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm and/ or ‘dummy keys’ may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The AS keys (both the base-key and the derived-keys) change upon every handover. No additional AS-parameters (i.e. specific for this purpose) are exchanged to serve as inputs for the derivation of the new AS keys. An intra cell handover based procedure may be used to change the keys in RRC_CONNECTED.

Editor's note:
For key change, no need for any changes compared to normal handover procedure have been identified so far.

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition. RRC sets the initial values for the HFN variables associated with a RB to 0.
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