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Discussion and decision

1 Introduction
In UTRAN/GERAN specifications, there is one scenario where the UE on indication by NAS locally releases the RRC connection and takes adequate measures to avoid the used cell. The case relates to authentication failure, where the UE deems that the network side is not trustworthy.

In this document we propose a similar behaviour for EUTRA. 
2 Discussion
The following text is copied from TS24.008
4.7.7
Authentication and ciphering procedure

: 

4.7.7.6
Abnormal cases

:
It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occurs:

-
after sending the AUTHENTICATION & CIPHERING FAILURE message with GMM cause ‘MAC failure’ or ‘GSM authentication unacceptable’ the timer T3318 expires;

· the MS detects any combination of the authentication failures: "MAC failure", "invalid SQN", and "GSM authentication unacceptable", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the MS, while the timer T3318 or T3320 started after the previous authentication failure is running.


When it has been deemed by the MS that the source of the authentication challenge is not genuine (authentication not accepted by the MS), the MS shall behave as described in subclause 4.7.7.6.1.
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Figure 4.7.7a/1 3GPP TS 24.008: Authentication failure cause "MAC failure" or "GSM authentication unacceptable"

:

4.7.7.6.1
MS behaviour towards a network that has failed the authentication procedure

If the MS deems that the network has failed the authentication check, then it shall request RR or RRC to release the RR connection and the PS signalling connection, if any, and bar the active cell or cells (see 3GPP TS 25.331 and 3GPP TS 44.018). The MS shall start any retransmission timers (i.e. T3310, T3321, T3330 or T3317), if they were running and stopped when the MS received the first AUTHENTICATION AND CIPHERING REQUEST message containing an invalid MAC or invalid SQN, or no AUTN when a UMTS authentication challenge was expected.

The following text is from TS25.331:

8.1.4a
RRC connection release requested by upper layers
8.1.4a.1
General
The purpose of this procedure is to release the RRC connection and bar the current cell or cells. The procedure is requested by upper layers when they determine that the network has failed an authentication check [5].

8.1.4a.2
Initiation
If the upper layers request the release of the RRC connection, the UE shall:

1>
release all its radio resources;

1>
enter idle mode;

1>
perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;

1>
if the UE was in CELL_DCH state prior to entering idle mode:

2>
consider all cells that were in the active set prior to entering idle mode to be barred according to [4]; and

2>
consider the barred cells as using the value "allowed" in the IE "Intra-frequency cell re-selection indicator", and the maximum value in the IE "Tbarred".
1>
if the UE was in CELL_FACH or CELL_PCH or URA_PCH state prior to entering idle mode:

2>
consider the cell on which the UE was camped prior to entering idle mode to be barred according to [4]; and

2>
consider the barred cell as using the value "allowed" in the IE "Intra-frequency cell re-selection indicator", and the maximum value in the IE "Tbarred".

We assume that the information elements "Intra-frequency cell re-selection indicator" and "Tbarred" (max value 1280s) are not supported in EUTRA, since they are not described in TS36.304. However, we noted that intraFrequencyCellReselection is currently included in SystemInformationBlockType1.
3

Proposal

We propose that a similar UE behaviour for NAS-requested RRC connection release is introduced also in EUTRA RRC.
A text proposal is enclosed below.

References

TS25.331
TS24.008

Text proposal, TS36.331
5.3.x
RRC connection release requested by upper layers
5.3.x.1
General
The purpose of this procedure is to release the RRC connection and bar the current cell The procedure is requested by upper layers when they determine that the network has failed an authentication check [ref NAS spec].

5.3.x..2
Initiation
If the upper layers request the release of the RRC connection, the UE shall:

1>
perform the actions upon moving from RRC_CONNECTED to RRC_IDLE as specified in 5.3.11.

1>
consider the cell used prior to entering idle mode to be barred according to [36.304] for a period of [300s].
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