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1
Introduction
This contribution discusses failure handling and UE actions in case of unsuccessful RRC Connection Reconfiguration.
2

The need for failure handling
The current procedure description in TS 36.331 5.3.5.3 provides a following text in case UE does not manage to successfully complete all the procedures invoked by RRC Connection Reconfiguration:
1>
else:

2>
revert back to the configuration used prior to the reception of the RRCConnectionReconfiguration message;
NOTE 3:
If one or more procedure fails, the UE rejects all procedures invoked by the RRCConnectionReconfiguration message i.e. including the ones it is able to complete successfully.

2>
perform the actions related to the transmission of the RRCConnectionReconfigurationFailure message as specified in 5.3.5.5.

In addition, during handover failure, upon expiry of timer T304 it is currently specified in 5.3.6.3 that UE reverts back to the configuration used in the source cell (details are FFS).

There are couple of questions related to the failure handling:

· What is the error scenarios in which UE should send failure meesage?

· One very obvious question is what is the “configuration used prior to the reception of the RRC Connection Reconfiguration message” i.e. is it complete configuration UE had prior to receiving the message or UE should revert back using only parts of the configuration? The question mainly relates to handling of physical layer configuration.
· Also, considering that in case of HO failure, UE uses re-establishment procedure (reverting back to parts of configuration) to which extent, handover failure and reconfiguration failure could be aligned in terms of used configuration.

Important to understand what use cases exist and what behaviour/configuration should apply for each of these.
Scenario 1: UE receives the RRC message but it is unable to decode it. 
Scenario 2: UE receives the RRC message but it detects that network has violated some of the capabilities. 

Scenario 3: UE is not able to comply with the configuration provided by the eNB.
Ericsson is of opinion that it is important to enable diagnostics for all the cases listed although some of them are expected to happen rarely they may have severe consequences on the network performance. It should therefore be in the interest of operators as well as both UE and network vendors to support some type of indication to the network since experience has shown that these types of errors are unavoidable in live networks and that mismatches are likely to happen.
Scenarios 1&2 clearly require failure handling. For scenario 3, it is in principle impossible to exhaust all the possible error cases and there is no intent to specify those in details but in case of RRC Connection Reconfiguration message that is comprehensible but UE fails to comply with it, it is proposed to support functionality where UE indicates to the network occurrence of failure.

When debating the possible solutions how to handle different error cases, while minimizing implementation and testing efforts a question of re-using already existing procedures naturally comes up. 
Ref [1] proposes handling where if it can’t successfully send failure message by lower layers (due to e.g. invalid configuration), UE implicitly moves to IDLE and indicates failure to upper layers. Intention with this proposal is to avoid specifying reverting to the “old” configuration and minimizing UE efforts to store and handle different configurations but leaves network with no possibility to recieve reconfiguration failure with any certainty and requires eNB to monitor multiple configurations.

Since for the case of HO failure, RRC Connection Re-establishment procedure applies, it is proposed to discuss in RAN2 the use of this procedure also for the reconfiguration failure scenarios; RAN2 could specify the same behaviour as during HO i.e. UE performs a re-establishment procedure. This harmonizes HO and reconfiguration failure handling.
One of the issues discussed was how to specify reverting back to the old configuration and what that configuration is? Since Re-establishment procedure already specifies UE reverting to source cell configuration (details of the configuration are FFS), excluding physical layer configuration (that is received from system information MIB, SIB1 and SIB2) reusing this procedure in the reconfiguration failure scenarios does not impose additional standardization and implementation efforts. 

Assuming that reconfiguration failure cases will be rare, it is acceptable that UE does cell selection even if it is expected to return to the same cell in majority of cases. It is the up to the network (once SRB1 and security are resumed) to reconfigure UE as it desires i.e. since all UE dedicated physical channel configuration is lost in this case. 

Proposal 1: In case UE is not able to comply with the configuration provided by the eNB for any reason, UE needs to provide a failure indication to the network.
Proposal 2: It is proposed to use RRC Connection Reestablishment procedure in case of RRC Connection Reconfiguration failure.

For the 3 scenarios listed, it can be debated what kind of failure message is the most suitable to be used. In order to avoid treating each scenario separately and introducing different failure message, it is also proposed to use re-establishment procedure for all the scenarios.
Proposal 3: It is proposed to use RRC Connection Reestablishment procedure regardless of whether UE failed to decode the message or decoded the RRC message but did not manage to comply with configuration for any reason.

In the case where UE has not even decoded the message, no reconfiguration has even been started and therefore there is no ambiguity with respect to lower layer configuration used since no attempt to reconfigure took place so there may be motivation to use different handling but with hopefully rare error cases, it should be acceptable to go via re-establishment procedure..
At the moment there are multiple triggers for re-establishment procedure (RL and HO failure and problems detected by lower layers). In order to provide correct diagnostics to the network, spare bits in RRC Connection Reestablishment Request could either be used to distinguish the reconfiguration failure from other failures or, if RAN2 sees the need to further distinguish other triggers, more bits would cover for all the afore mentioned cases (including the failure case at IRAT HO, see Ref [2]).
Proposal 4: Introduce a failure cause in the RRC Connection Reestablishment Request message.
Proposal 5: Introduce a specific cause in the RRC Connection Reestablishment Request message indicating connection reconfiguration failure.
4
Conclusion
In this contribution we have discussed handling in case of RRC Connection Reconfiguration. High level scenarios when possible failure may happen have been identified and it is proposed to use reestablishment procedure for all those cases (as specified also for HO failure) and indicate a cause “reconfiguration failure” in the RRC Reestablishment Request message.RAN2 is kindly requested to discuss proposals 1-5 provided in this document.
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Text Proposal
5.3.5
RRC connection reconfiguration

5.3.5.1
General
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Figure 5.3.5.1-1: RRC connection reconfiguration, successful



Figure 5.3.5.1-2: RRC connection reconfiguration, failure

The purpose of this procedure is to modify an RRC connection, e.g. to establish/ modify/ release RBs, to perform handover, to configure/ modify measurements. As part of the procedure, NAS dedicated information may be transferred from E-UTRAN to the UE. 

5.3.5.2
Initiation

E-UTRAN may initiate the RRC connection reconfiguration procedure to a UE in RRC_CONNECTED. E-UTRAN applies the procedure as follows:

-
the mobilityControlInformation is included only when AS-security has been activated;

-
the establishment of RBs (other than SRB1, that is established during RRC connection establishment) is included only when AS-security has been activated;

5.3.5.3
Reception of the RRCConnectionReconfiguration by the UE

The UE shall:

1>
If the RRCConnectionReconfiguration message includes the radioResourceConfiguration: 

2>
perform the Radio resource configuration procedure as specified in 5.3.9;
1>
If the RRCConnectionReconfiguration message includes the ue-RelatedInformation:

2>
set the C-RNTI to the value of the newUE-Identity, if received;

1>
If the RRCConnectionReconfiguration message includes the mobilityControlInformation: 

2>
perform the handover procedure as specified in 5.3.6;

NOTE 1:
Security reconfiguration only applies in case of a handover and hence is specified in the corresponding section.

1>
If the RRCConnectionReconfiguration message includes the nas-DedicatedInformation: 

2>
Forward the nas-DedicatedInformation to upper layers;

1>
If the RRCConnectionReconfiguration message includes the measurementConfiguration:

2>
perform the Measurement configuration procedure as specified in 5.5.2;

NOTE 2:
If the RRCConnectionReconfiguration message includes the establishment of radio bearers others than SRB1, the UE may start using these radio bearers immediately, i.e. there is no need to wait for an outstanding acknowledgment of the SecurityModeComplete message.

1>
If the UE successfully completes all the procedures invoked by the RRCConnectionReconfiguration message:

2>
perform the actions related to the transmission of the RRCConnectionReconfigurationComplete message as specified in 5.3.5.4.

2>
the procedure ends.
1>
else:

2>
revert back to the configuration used prior to the reception of the RRCConnectionReconfiguration message (detailed configuration is FFS);
NOTE 3:
If one or more procedure fails, the UE rejects all procedures invoked by the RRCConnectionReconfiguration message i.e. including the ones it is able to complete successfully.

2>
perform the actions related to the transmission of the RRCConnectionReestablishmentRequest message as specified in 5.3.7.3.

5.3.5.4
Actions related to transmission of RRCConnectionReconfigurationtComplete message
The UE shall 

1>
submit the RRCConnectionReconfigurationComplete message to lower layers for transmission using the new configuration.





END OF SELECTION
5.3.7
RRC connection re-establishment

5.3.7.1
General
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Figure 5.3.7.1-1: RRC connection e-establishment, successful
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Figure 5.3.7.1-2: RRC connection re-establishment, failure

The purpose of this procedure is to re-establish the RRC connection, which involves the resumption of SRB1 operation and the re-activation of security. 

A UE in RRC_CONNECTED, for which security has been activated, may initiate the procedure in order to continue the RRC connection. The connection re-establishment succeeds only if the concerned cell is prepared i.e. has a valid UE context. In case E-UTRAN accepts the re-establishment, SRB1 operation resumes while the operation of other radio bearers remains suspended. If security has not been activated, the UE does not initiate the procedure but instead moves to RRC_IDLE directly.
E-UTRAN applies the procedure as follows:

-
to reconfigure SRB1 and to resume data transfer only for this RB;

-
to re-activate security without changing algorithms.

5.3.7.2
Initiation

The UE shall only initiate the procedure when security has been activated. The UE initiates the procedure when one of the following conditions is met:

1>
upon re-entry of the service area after having detected radio link failure, in accordance with 5.3.10; or

1>
upon handover failure, in accordance with 5.3.6.3; or

1>
when lower layers detect problems, as specified in TS 36.322 [7]; or

1>
upon RRC Connection Reconfiguration failure, in accordance with 5.3.5.3; or
1>
upon failure to decode DL DCCH message; or
1>
upon Mobility from E-UTRA failure, in accordance with 5.4.3.5.
Upon initiation of the procedure, the UE shall:

Editor's note::
It is FFS if, considering the different triggering conditions for this procedure,  the start of T311 as well as the cell selection aspects are best specified as part of the re-establishment procedure. For the case of lower layer failure, the start of T311 and cell selection (if applicable) is missing.

1>
start timer T301;

1>
initiate transmission of the RRCConnectionReestablishmentRequest message in accordance with 5.3.7.3;

5.3.7.3
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the authenticationCode to a MAC-I calculated over:

3>
the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);

3>
the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases)
3>
the identity of the target cell (details FFS)
1>
set the IE reestablishmentCause 
Editor's note:
SA3 indicated that a size of around 16 may be used for the MAC-I i.e. using truncation (see R2-081917).
The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

5.3.7.4
Reception of the RRCConnectionReestablishment by the UE

NOTE:
Prior to this, lower layers allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
Stop timer T301;

1>
resume SRB1 after reconfiguring it in accordance with the received radioResourceConfiguration and as specified in 5.3.9;

Editor's note:
It has been agreed that the procedure is the same irrespective of whether the UE returns to the same cell. So, e.g. the UE always derives a new AS base-key (KeNB)

1>
configure lower layers to re-activate integrity protection using the previously configured algorithm immediately, i.e. integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
configure lower layers to apply ciphering using the previously configured algorithm immediately, i.e. ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

1>
send the RRCConnectionReestablishmentComplete message as specified in 5.3.7.5;

1>
Resume the RRC connection with the restriction that the use of all radio bearers other than SRB1 is suspended until a subsequent RRCConnectionReconfiguration message is received;

Editor's note:
A subsequent RRC connection reconfiguration procedure is used to re-activate the measurements. The concerned RRCConnectionReconfiguration message can, for the RLC/MAC & measurement configuration, either apply delta or full signalling. In case of ‘full signalling’ the UE completely deletes the existing configuration and replaces this with the newly received configuration. The use of ‘full signalling’ for PDCP is FFS, but should be aligned with what is agreed for handover. Upon successful connection re-establishment, the UE applies the same rules to the measurement configuration as defined for the case of handover.

END OF SELECTION
–
UL-DCCH-Message
The UL-DCCH-Message class is the set of RRC messages that may be sent from the UE to the E‑UTRAN on the uplink DCCH logical channel.

-- ASN1START

UL-DCCH-Message ::= SEQUENCE {


message




UL-DCCH-MessageType

}

UL-DCCH-MessageType ::= CHOICE {


c1





CHOICE {



measurementReport





MeasurementReport,



rrcConnectionReconfigurationComplete
RRCConnectionReconfigurationComplete,




rrcConnectionReestablishmentComplete
RRCConnectionReestablishmentComplete,



rrcConnectionSetupComplete



RRCConnectionSetupComplete,




securityModeComplete




SecurityModeComplete,



securityModeFailure





SecurityModeFailure,



ueCapabilityInformation




UECapabilityInformation,


ulInformationTransfer




ULInformationTransfer,



spare6 NULL, spare5 NULL, spare4 NULL,



spare3 NULL, spare2 NULL, spare1 NULL


},


messageClassExtension
SEQUENCE {}

}

-- ASN1STOP

Editor's note:
One bit reserved (c1 CHOICE) for possible message class extension (FFS).

END OF SELECTION
–





















	

	



END OF SELECTION
–
RRCConnectionReestablishmentRequest
The RRCConnectionReestablishmentRequest message is used to request the reestablishment of an RRC connection.

Signalling radio bearer: SRB0

RLC-SAP: TM

Logical channel: CCCH

Direction: UE to E‑UTRAN

RRCConnectionReestablishmentRequest message
-- ASN1START

RRCConnectionReestablishmentRequest ::= SEQUENCE {


criticalExtensions




CHOICE {



rrcConnectionReestablishmentRequest-r8












RRCConnectionReestablishmentRequest-r8-IEs,



criticalExtensions




SEQUENCE {}


}

}

RRCConnectionReestablishmentRequest-r8-IEs ::= SEQUENCE {


ue-Identity






ReestabUE-Identity,

reestablishmentCause



ReestablishmentCause,

spare







BIT STRING (SIZE (1))
}

-- ASN1STOP

	RRCConnectionReestablishmentRequest field descriptions

	ue-Identity

UE identity included to retrieve UE context and to facilitate contention resolution by lower layers


END OF SELECTION
–
RRCStatus
The RRCStatus message is used to indicate an RRC protocol error.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: UE to E‑UTRAN

RRCStatus message
-- ASN1START

RRCStatus ::=





SEQUENCE {


rrc-TransactionIdentifier


RRC-TransactionIdentifier,


criticalExtensions




CHOICE {



rrcStatus-r8





RRCStatus-r8-IEs,



criticalExtensions




SEQUENCE {}


}

}

RRCStatus-r8-IEs ::=



SEQUENCE {


-- Enter the IEs here.
















   FFS


...

}

-- ASN1STOP

Editor's note:
The extension mechanisms in this message are FFS.

	RRCStatus field descriptions

	%fieldIdentifier%




END OF SELECTION
ReestablishmentCause
The IE EstablishmentCause is used %%

EstablishmentCause information element
-- ASN1START

ReestablishmentCause ::=



ENUMERATED {











rlFailure, hoFailure, reconfFailure, exceedMaxRLC-Tx, 











asn1Failure,iratFailure, spare2, spare1}

-- ASN1STOP

	EstablishmentCause field descriptions

	ReestablishmentCause
rlFailure is set upon radio link failure 5.3.10, hoFailure is set upon handover failure 5.3.6.3; reconfFailure upon RRC Connection Reconfiguration failure 5.3.5.3; exceedMaxRLC-Tx is set when lower layers detect problems, TS 36.322 [7], asn1Failure upon failure to decode DL DCCH message, iratFailure upon Mobility from E-UTRA failure  5.4.3.5;
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