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1 Introduction

This contribution is proposing some additional procedure text on how to calculate the shortMAC-I at RRC connection re-establishments. The updates is based on the receive LS from SA3 [R2-081917].
2 Discussion on LS from SA3 [R2-081917]
The following text is from the LS:
“Currently SA3 is discussing on the AS algorithm selection procedures and prefers that the target eNB can re-select the AS algorithms irrespective of what the source eNB algorithms were. So there is possibility that the target eNB may not support or use the same source eNB selected algorithms and needs to change algorithms during RLF with the RRC Connection Re-establishment.”

This is not inline with the current assumption in 36.331 where it is stated.

<36.331 5.3.7.1>

[image: image1.emf]E - UTRAN applies the procedure as follows:   -   to reconfigure SRB1 and to resume data transfer only for this RB;   -   to re - activate securi ty without changing algorithms.  


Even though it is technically possible to allow algorithm change during the re-establishment procedure it is propose to keep the current RAN2 assumption that the target eNB is not allowed to change the algorithm with the RRCConnectionReestablishment message. In the case when the target eNB does not support or do not want to use the same algorithm as the source eNB it would be acceptable to release the UE by sending an RRCConnectionReestablishmentReject message.

Proposal 1: Keep the assumption that the security algorithms are not allowed to change. 
Further text from the LS:
“SA3 understands that the MAC is pre-calculated in the source eNB, so it cannot be just the normal MAC calculated over RRC messages. But to at least protect the C-RNTI and the identity of the source cell which are used to identify the UE in the target cell, these should be input to the MAC calculation. A man-in-the-middle attacker could stop the re-establishment request and replay it in another cell. In order to prevent the man-in-the-middle attack, the identity of the target cell to be included as one of the input parameter to the MAC calculation. So that calculated MAC is unique per cell. The values of the other input parameters, e.g., radio-bearer ID, are not critical as long as they are known to UE and source eNB. The MAC is calculated using the RRC integrity protection key and algorithm agreed between the UE and the source eNB. The shoter MAC (around 16 bits) are generated by truncating to most/least significant bits.”
Part of these principles have been captured in 36.331:

<36.331 5.3.7.3>

[image: image2.emf]1>   set the IE  ue - Identity  as follows:   2>   set the  c - RNTI  to the C - RNTI used in the source cell (handover failure case) or used in the cell in which  the trigger for the re - establishment occur r ed (other cases);   2>   set the  cellIdentity  to the Physical layer id entity of the source cell (handover failure case) or of the cell in  which the trigger for the re - establishment occur r ed (other cases);   2>   set the  authenticationCode  to a MAC - I calculated over:   3>   the C - RNTI used in the source cell (handover failure case) o r used in the cell in which the trigger for  the re - establishment occur r ed (other cases);   3>   the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger  for the re - establishment occur r ed (other cases)   3>   the id entity of the target cell (details FFS)   Editor's note:   SA3 indicated that a size of around 16 may be used for the MAC - I i.e. using truncation (see R2 - 081917).    


The remaining details to be clarified are:

1. Which target cell identity to use

2. Which AS key to use

3. Which value to set other input parameters to the integrity protection algorithm
4. Which MAC-I bits to use

Proposals:

1. For the target cell we assume it should be enough to use the Physical layer identity of the target cell.

Proposal 2: It should be clarified that the Physical layer identity of the target cell should be used as an identity of the target cell.

2. For the AS key it is the SA3 assumption that the source cell integrity protection KRRCint that should be used.

Proposal 3: It should be clarified that the UE shall use the source cell integrity protection key (KRRCint) to derive the MAC-I.

3. For other input parameters to the integrity protection algorithm SA3 indicated that any value would be acceptable. It is therefore proposed to set these parameters to all ones, “1111…”. The reason for avoiding zeroes is due to that some integrity protection algorithms will reveal in case all input bits are zero (can be discussed with SA3).

Proposal 4: It should be clarified that the UE shall set all other input parameters of the integrity protection algorithm to all ones.

4. It is assumed any bits of the MAC-I is ok, so it is proposed to just pick the 16 least significant bits.

Proposal 5: It should be clarified that the 16 least significant bits of the MAC-I should be used.
3 Conclusion

It is proposed to agree on the proposal above and the text proposal below. If needed an LS can be sent to SA3.
4 Text proposal

5.3.7.3
Actions related to transmission of RRCConnectionReestablishmentRequest message

The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
set the IE ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);
2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated over the concatenated bit string of the Physical Cell Identity of the current cell (most significant), the Physical Cell Identity of the cell the UE was connected to prior to the failure and the c-RNTI that the UE had in the cell prior to the failure (least significant). The MAC-I calculation is performed with the same integrity protection key and integrity protection algorithm that was used in the cell prior to the failure. All other input bits to the MAC-I algorithm is set to binary one.




The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

<NEXT SECTION>
–
ReestabUE-Identity
The IE ReestabUE-Identity is used to identify the UE in the contention based access at RRC connection re-establishment.

ReestabUE-Identity information element
-- ASN1START

ReestabUE-Identity ::=



SEQUENCE {


c-RNTI







C-RNTI,


physCellIdentity




PhysicalCellIdentity,


shortMAC-I






BIT STRING (SIZE (16))




 
}

-- ASN1STOP

	ReestabUE-Identity field descriptions

	shortMAC-I

Field description is FFS.

	physCellIdentity 

The Physical Cell Identity of the cell the UE was connected to prior to the failure.
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_1275758095.doc
E-UTRAN applies the procedure as follows:


-
to reconfigure SRB1 and to resume data transfer only for this RB;


-
to re-activate security without changing algorithms.


_1275758244.doc
1>
set the IE ue-Identity as follows:

2>
set the c-RNTI to the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the cellIdentity to the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases);

2>
set the authenticationCode to a MAC-I calculated over:


3>
the C-RNTI used in the source cell (handover failure case) or used in the cell in which the trigger for the re-establishment occurred (other cases);


3>
the Physical layer identity of the source cell (handover failure case) or of the cell in which the trigger for the re-establishment occurred (other cases)

3>
the identity of the target cell (details FFS)

Editor's note:
SA3 indicated that a size of around 16 may be used for the MAC-I i.e. using truncation (see R2-081917).


