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1.  Introduction
This paper addresses a potential problem of the current LTE handover procedure. The problem addresses the case where the target cell intended by the UE and the source cell was different. The eNB and UE behaviours in such scenario are discussed and potential solutions are presented.
2. Discussion
2.1  Current handover procedure
Figure 1 shows the handover procedure, as of the current agreements [1-3]. It has been agreed that “CondA” is at “A3” in case of target access using a dedicated preamble, and “A6” in case of a random preamble. If A3/A6 is met before timer T304 expiry, which is started at the reception of the HO Command, the UE discards the source cell configuration. The HO Complete message is sent using normal MAC/ RLC/ PDCP headers, using RLC-AM on SRB1, and integrity protected by PDCP. Moreover, C-RNTI is sent by a MAC CE attached to the HO Complete message.
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Fig.1  Current handover procedure.
2.2  Potential problem of handover procedure
Problem scenario
As shown in Fig.2, in networks in practice, a situation can occur where the handover target intended by the UE and the serving cell are different. This problem occurs when these two cells use the same phisical cell identity (PCI).
1. The UE does a measurement report, and reports PCI = 125.

2. The serving cell prepares a neighbour cell, whose PCI = 125. However, this was not the intended cell by the UE.

3. The target cell asked by the source cell responds with a new C-RNTI to be used in the cell.

4. The HO command is sent, addressing the UE to handover to a cell having PCI = 125. The UE moves to the cell, but not the one intended by the network.

5. The UE sends the HO complete to the unprepared cell, and claims his identity is the new C-RNTI given by the HO command.
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Fig.2  Handover to a wrong cell.

Although 504 PCIs are available in LTE, such a scenario is not extinct when it comes to practice. Even in UTRAN today, such problems have been experienced with 512 scrambling codes. Moreover, if Home eNBs or PCI self-configuration become popular, this problem will prevail. The problem was rather manageable in UTRAN because of soft handover. However, in LTE the problem can be much more critical.
The problem is that if this occurs in LTE, the UE cannot detect if the UE has accessed a wrong cell. What is likely to happen in the eNB (i.e., the wrongly accessed cell) and the UE is discussed in the sequel. For convenience, the wrong target cell accessed by the UE is denoted “cell-1” and the proper target cell intended and prepared by the network is denoted “cell-2”.
Unsolicited HO Complete
To deliver the HO Complete, the UE would access cell-1 (intended by the UE as target) using either the dedicated preamble allocated by cell-2 (intended by the network), or a random preamble chosen from the preamble range indicated in the HO Command. For the RA preamble to go through, the PRACH resources in cell-1 need to have the same configuration as cell-2, but this is likely the case. Then, the eNB (accessed by the UE) would either
· Detect the preamble as a random preamble, if the preamble used by the UE was from a random preamble range in cell-1.

· Ignore the preamble, i.e., will not even try detecting the preamble, if the preamble used by the UE was from a dedicated preamble range in cell-1, and the preamble was not allocated to anyone at that time. However, the eNB might as well detect the preamble, if the eNB was implemented as such.

· Detect the preamble as a dedicated preamble, if the preamble used by the UE was from a dedicated preamble range in cell-1, and the preamble was allocated to someone else in the cell at that time.

Hence, the preamble can be detected, and if it was, the eNB will issue a RA response. It should be noted that even if the UE has thought it used a dedicated preamble, there can be collision if the used preamble was in fact from a random preamble range in cell-1.
The UE, if (it thought) it used a dedicated preamble, CondA is met when it receives the RA response. From then on, the UE will simply try to deliver the HO Complete message using RLC-AM. The UE will stay on that cell and will not be able to detect that it is actually on a wrong cell.
The UE, if (it thought) it used a random preamble, the UE will try delivering the HO Complete message using the UL grant given in the RA response. If the UE receives HARQ ack (which is likely to happen as MAC does not care the contents, but only checks the CRC), it will stop the HO Complete transmission and wait for a PDCCH to be addressed to its C-RNTI. If the UE receives a PDCCH to its C-RNTI within the contention resolution timer, the UE will stay on that cell and will not be able to detect that it is actually on a wrong cell. The question is whether the C-RNTI will ever be addressed. However, the answer is yes, if there was a UE already using the same C-RNTI in cell-1.
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Fig. 3  Processing of HO complete message.

Figure 3 shows the expected behaviour of the eNB/ UE through the course of HO Complete reception/ transmission. The eNB has a number of chances to discard the unsolicited HO Complete message:
· If the eNB detects that the C-RNTI included in the MAC CE part of the HO Complete is unknown (i.e., has not been allocated to anyone), the eNB can discard the PDU.
· If the RLC-SN of the PDU carrying the unsolicited HO Complete falls outside the RLC receive window of the SRB1 of the already existing UE using the same C-RNTI, the eNB can discard the PDU.
If the unsolicited HO Complete passes the above two checks, the problem becomes critical, since the PDU enters the RLC receive buffer of the already existing UE, namely the “proper” UE. From the proper UE’s perspective, some “junk” PDU is suddenly messing up the RLC-AM operation of the SRB1. Nevertheless, the unsolicited HO Complete should never reach RRC:
· If after reordering the RLC SDU is not properly assembled, the eNB can discard the PDU. However, the precise RLC behaviour needs to be confirmed.
· All messages on SRB1 on the UL is integrity protected. As such, if integrity check fails on the SDU, the eNB can discard the SDU.

It would be impossible for the unsolicited HO Complete to pass the above checks, especially the integrity protection check. Even if the SDU has the slightest chance of getting passed the checks and being delivered to RRC, the shared secret check (if this is applied at RRC level) can discard the message.

Hence, from the eNB perspective, the unsolicited message can be detected and discarded. However, the proper UE using the same C-RNTI will suffer from the “junk” PDU being inserted in the UL reordering buffer of SRB1. More critically, the disturbing UE will remain on the cell listening to the same C-RNTI, once CondA is met. Even if the eNB detects the unsolicited message, the eNB cannot release the connection of the disturbing UE as this will also release the connection of the proper UE.
U-plane cross talk
If the disturbing UE remains on the cell (due to the CondA being met), the UE will act as normal in the wrong cell, i.e., react to any PRB allocations being made to the C-RNTI. The problem is if another UE was already using the same C-RNTI. Figure 4 shows the processing flow of the U-plane. The eNB has several chances of discarding the PDUs of the disturbing UE:
· If the LCID of the PDU is unknown (has not been used by the proper UE), the eNB can discard the PDU.

· If the RLC-SN of the PDU falls outside the RLC receive window of the corresponding DRB of the proper UE using the same C-RNTI, the eNB can discard the PDU.

· If after reordering the RLC SDU is not properly assembled, the eNB can discard the PDU. However, the precise RLC behaviour needs to be confirmed.

As in the case of SRB1, the problem can be critical if the PDU enters the RLC reordering buffer. If the PDU passes all the checks above, the SDU will be delivered to the application. What would happen then is unknown, and can be critical. The disturbing UE cannot detect that it is actually disturbing some other UE. All it can detect is some strange PDUs are being received in the DL, or some strange RLC status reports (in case of RLC-AM) are being received for what have been transmitted in the UL.
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Fig. 4  Processing of U-plane in the UL (DL would be similar).
From the disturbing UE’s perspective, the path switch has not occurred yet in the network and no packets are forwarded from the source cell to the current cell (cell-1). As such, no DL data will be available. It will only receive any DL data of the proper UE who was using the same C-RNTI. If there are some DCCH activity on the proper UE, this is rather fortunate as the disturbing UE can detect continuous failure of integrity check on the DCCH. Then, the disturbing UE can detect something has gone wrong, and trigger re-establishment. Until then the disturbing UE will respond to any PRB allocations being made to the C-RNTI. That is, it will transmit any UL data using the UL grants, or will transmit any HARQ ack/ nack in response to DL allocations, although any DL data will not be comprehendable as ciphering is still in place.
2.3  Solution
Although the problem scenario should be rare, if the problem occurs, the impact can be critical. The first question to be confirmed is whether this problem scenario can be shared in RAN2 as a case that needs to be solved. If the problem can be shared, some countermeasures need to be discussed.
A simple solution to solve this problem is to introduce a RRC level acknowledment message in response to the HO Complete. This is shown in Fig.5. If the message is introduced, one simple approach would be to change the CondA to the reception of the RRC Acknowledgement (A8). Hence, if the UE does not receive the RRC Acknowledgement within T304, the UE can detect HO failure and perform re-establishment. The eNB shall not send the RRC Acknowledgement unless all checks listed in Fig.3 are successful.
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Fig.5  A possible solution to the problem, using RRC level acknowledgement.

Alternatively, the UE can check the GCI from SIB1 before the handover, at the expense of additional efforts in the UE. This can be costly especially if the handover was inter-frequency.
The GCI reporting approach is currently being considered for the CSG mobility procedure. However, if the RRC Acknowledgement solution is adopted, GCI reading by the UE may not be necessary even for the CSG mobility case. That is, the CSG inbound mobility can be based on a try and error principle.
It should finally be noted that the essense of the problem lies in the fact that multiple UEs are listening to the same C-RNTI. RAN2 should investigate what are the consequences of such duplicate C-RNTI problem and how can this be solved. Any scenarios that would lead to this problem should also be identified, e.g., the handover case described above. If this problem starts to prevail for various cases, it is perhaps desirable that a more universal solution is adopted.
3. Conclusions
The current LTE handover procedure has a potential problem of causing serious problems in case the target cell intended by the UE and the source cell was different. RAN2 is requested to discuss:
· Whether the problem scenario needs to be solved;

· If the problem should be solved, then how, e.g., to introduce RRC level acknowledgement in response to the HO Complete message;

· Whether more universal solution is necessary in case the duplicate C-RNTI problem prevails for various cases.
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