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1. Overall Description:
RAN2 would like to thank SA3 for their LS S3-080503 on “Key change on the fly”. 

RAN2 would provide the following answers to the SA3 queries:
SA3 has agreed on how the key derivations shall be performed when an AS key change on-the-fly procedure is used. This is described in clauses 7.2.9 of TS 33.401 (attached). As previous communication with RAN2 has concluded, the AS key change on the fly shall be based on the intra-cell handover procedure.

SA3 has discussed the following optimization case. The UE and MME has run AKA, and the MME triggers the eNB to perform an AS key change on-the-fly. At this point the eNB has decided to hand the UE over to another eNB. One possibility is clearly for the eNB to first perform an intra-cell handover to perform the key change, and then hand the UE over to the target eNB. This would require two handovers in sequence, and a second option would be to perform the key change during the inter-eNB handover. There was some concern regarding error cases that could occur if there is an RLF.
Issue 1: SA3 would like inform RAN2 about this possible optimization case and ask RAN2 to respond if this optimization will be implemented.
RAN2 Response: RAN2 has already been discussing this issue and have taken notice that based on a S1-AP message (where source eNB receives the new KeNB message from the MME) new KASME may be available with the UE at the time of Handover. Therefore at any handover it shall be possible to indicate to the UE whether the “old” or the “new” KASME is to be used. Discussion is ongoing whether this should be signalled with a 1 bit indicator “old”/”new” or with sending some bits of the KSI.
A related issue discussed in SA3 was how to deal with prepared handovers in relation to AS key change on-the-fly. The assumption is that an eNB has prepared a number of potential target eNBs and gets a trigger for key change on-the-fly from the MME. The question is now if the eNB shall perform the intra-cell handover to change the AS keys with the UE before re-preparing the potential target eNBs. In both cases, the prepared eNBs and the UE will for a short period have different AS keys and if the UE at this point experiences an RLF with the eNB it is currently connected to, it will not be able to re-establish the connection with one of the prepared cells because the eNB will not correctly authenticate the UE. It is SA3’s understanding that this would be similar situation to security context mismatch for some other reason e.g. KeNB or COUNT is out of synchronization due to an error etc.

PT: Proposed RAN2 response > If an eNB where the UE tries to re-establish the connection does not have a UE security context will not allow the UE to re-establish the connection. In such cases the UE shall come via RRC Idle state. Also as decided earlier up on a security failure the UE shall go to RRC Idle. Based on these already agreed principles and also on rarity of this scenario RAN2 suggests that up on security de-synchronization during re-establishment procedure the network will not allow the UE to re-establish the connection. The UE shall come via RRC Idle.

Issue 2: SA3 would like RAN2 to provide feedback on if it is sufficient that the UE drops to EMM_IDLE and goes back into EMM_CONNECTED mode again by sending NAS Service Request (and hence establishes new security context between eNB and UE) to recover from this problem or if a more elaborate mechanism is required.
Ran2 Response: If the source eNB has not sent the HO command to the UE yet (at the time of receiving new KeNB from MME) the best solution would be that source removes the existing handover preparations and establish a new handover preparation (s) taking the new key into account. The other solution would be that source indicates a failure to carry out the key change to the MME and indicates to the UE the old key configuration e.g. the old KSIASME. Now it would be up to the MME to repeat the key change procedure in the new eNB. This solution also works well in case the HO command has already been sent to the UE by the source eNB (at the time of receiving new KeNB from MME). 
Finally, if the source eNB sent the HO command to the UE and suspects that the UE has not received the same then it could re-prepare the target eNBs and re-send the HO command to the UE. In case of any de-synchronization of security the UEs handover (or re-establishment in case of RLF) will be rejected by the target eNB and the UE will have to come via Idle mode.

In addition to this SA3 would like to highlight that a decision was taken during SA3#51 to provide some form of forward security in inter-eNB handovers (see clause 7.2.8). This implies that there will be implications for RAN2, and SA3 would appreciate feedback from RAN2 if there are any concerns. In particular this clause currently implies that the UE has to be aware of if a handover is inter or intra-eNB and that S1-handover requires different K_eNB derivations from what is used for X2-handovers. As noted in the clause SA3 realizes that clause 7.2.8 needs further work. As can be seen in this section the path switch message is used to fetch new keying material from MME and thus SA3 would like to know in which handover cases the path switch message is sent.
RAN2 Response: In general RAN2 would appreciate a unified solution for all types of handover (S1, X2 – Intra/ Inter eNB). As much as possible RAN2 would like to avoid for the UE to know if it is an X2 or a S1 handover. In a re-establishment the UE will be indicated by the target eNB whether it is a prepared eNB with X2 derivation or S1 preparation which clearly adds more complexity. 
RAN2 has further following clarification to seek from SA3 on this forward security issue:
1. Is the newly proposed X2 handover really less secure than the S1 handover? How important is the “two hop” difference of security?
2. Why can the procedure of X2 handover not be applied for both intra-eNB and inter-eNB handover? Indicating this is a further violation of current RAN2 practice to make the HO-type transparent to the UE.
3. If possible the MME should not be required to know the physical cell id i.e. as much as possible the CN should not be informed about the RAN architecture/ topology and vice versa. 
2. Actions:

To SA3:
ACTIONS: RAN2 kindly asks SA3 to take note of RAN2’s concern and provide answers to the questions asked in this reply.
3. Date of Next SA3 Meetings:
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Warsaw
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