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1 Introduction

See discussion based on R2-082571, R2-082576
2 Text Proposal
5.3.1.1
RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting. However, the UE only accepts a handover command when security is activated.
As part of a bearer establishment, the UE first initializes corresponding RLC and PDCP entities.  Those entities are configured according to the RRC configuration for that bearer, and the RRC sets the initial values for the PDCP entity hyperframe numbers (see 5.3.1.2).
Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish radio bearers) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and of radio bearers carrying user data (DRBs), i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB 2 and for DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.

5.3.1.2
Security

AS security comprises of the integrity protection of RRC signalling as well as the encryption of RRC signalling and user data. RRC handles the integrity protection configuration, which is common for signalling radio bearers SRB1 and SRB2. RRC also handles the ciphering configuration, which is common for all radio bearers, i.e. the configuration is used for the radio bearers carrying signalling (SRB1, SRB2) as well as for those carrying user data (DRBs). 

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘NULL’ ciphering algorithm (eea0). Use of a ‘NULL’ integrity protection algorithm is FFS.

NOTE 1
Security is always activated although in some cases a ‘NULL’ algorithm and/ or ‘dummy keys’ may be used, e.g. in case of UICC-less emergency calls

NOTE 2
Lower layers discard RRC messages for which the integrity check has failed

The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data. All three AS keys (in the following referred to as AS derived-keys) are derived from an AS base-key, which is eNB specific (KeNB).

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve as inputs for the derivation of the new AS keys.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The AS keys (both the base-key and the derived-keys) change upon every handover. No additional AS-parameters (i.e. specific for this purpose) are exchanged to serve as inputs for the derivation of the new AS keys. An intra cell handover based procedure may be used to change the keys in RRC_CONNECTED.

Editor's note:
For key change, no need for any changes compared to normal handover procedure have been identified so far.

For each radio bearer an independent counter (COUNT) is used as input for ciphering. For SRBs, the same COUNT is used as input for integrity protection. Except for identical re-transmissions, it is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (SN). In addition, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB. The eNB is responsible for avoiding reuse of the COUNT with the same RB identity and with the same AS base-key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

5.3.6.2
Successful handover completion

1> If MAC indicates successful completion of the random access procedurethe handover succeeds (details are FFS): 

Editor's note:
It has been agreed that the condition for Successful handover completion is either a or b (FFS)
a) Same criterion when using contention and dedicated preambles: Reception of Msg2 OR
b) Different criteria when using contention and dedicated preambles i.e. as follows:
b.1: Reception of HARQ acknowledgement of the RRC RECONFIGURATION COMPLETE message when using dedicated preamble
b.2: Detecting UE identity on PDCCH (contention resolution) when using contention preambles.
If option b is selected, the action upon the RRC CONNECTION RECONFIGURATION message as specified below should be moved to the previous section

2>
stop timer T304;

2> If the RRCConnectionReconfigurationRRC CONNECTION RECONFIGURATION message includes the securityConfigurationIE “Security configuration”: 

3>
apply the AS-derived keys associated with the AS-base key indicated by the keyIndicatorIE ”Key indicator”;

3>
configure lower layers to apply the indicated integrity protection algorithm immediately, i.e. the new algorithm shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

3>
configure lower layers to apply the indicated ciphering algorithm immediately, i.e. the new algorithm shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;

2>
act upon the received radioResourceConfiguration as specified in 5.3.9;

2>
if the radio configuration to be used in the target cell is specified as a delta to the one used in the serving cell (signalling details are FFS):

3> act upon the received radio configuration, excluding the physical layer configuration, in accordance with 5.3.9, as specified for the case of a ‘modification’;

3> act upon the received physical layer configuration in accordance with 5.3.9.3.

2>
else:

3> act upon the received radio configuration in accordance with 5.3.9.2.

2> for each RB that is established, re-establish the corresponding RLC entity and reset the corresponding MAC entity;

2>
reconfigure the PDCP entity, as specified,  while keeping it compatible with the RLC entity and indicate the occurrence of handover to PDCP;

NOTE:
The handling of the radio bearers after the successful completion of handover, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in [8].

2>
set the contents of RRC CONNECTION RECONFIGURATION COMPLETE message as follows:

3>
Tbs (only setting of the contents related to handover, if any)

Editor's note:
So far no need has been identified for including handover related RRC information in the RRCConnectionReconfigurationComplete message (as would be specified in this section)
5.3.9.1
SRB addition/ modification

The UE shall:

1>
if the received radioResourceConfiguration includes the srb-ToAddModifyList:

2>
for each srb-Identity value included in the srb-ToAddModifyList that is not part of the current UE configuration (SRB establishment):

3>
if the rlc-Configuration is set to ‘explicit’:

4>
establish an RLC entity in accordance with the received RLC-Configuration IE;

3>
else if the rlc-Configuration is set to ‘default’:

4>
establish an RLC entity in accordance with the default configuration for SRB1 as specified in 9.2.1.1;

3>
establish or reconfigure, as appropriate, a PDCP entity compatible with the RLC entity. If the PDCP entity is new, set its hyper frame number variables (see [8]) to 0.
3>
if the logicalChannelConfig is set to ‘explicit’:

4>
establish a DCCH logical channel in accordance with the received LogicalChannelConfig IE;

3>
else if the logicalChannelConfig is set to ‘default’:

4>
establish a DCCH logical channel in accordance with the default configuration for SRB1 as specified in 9.2.1.1;

2>
for each srb-Identity value included in the srb-ToAddModifyList that is part of the current UE configuration (SRB reconfiguration):

3>
if the rlc-Configuration is set to ‘explicit’:

4>
reconfigure the RLC entity in accordance with the received RLC-Configuration IE;

3>
else if the rlc-Configuration is set to ‘default’:

4>
reconfigure the RLC entity in accordance with the default configuration for SRB1 as specified in 9.2.1.1;

3> establish or reconfigure, as appropriate, a PDCP entity compatible with the RLC entity. If the PDCP entity is new, set its hyper frame number variables (see [8]) to 0.

3>
if the logicalChannelConfig is set to ‘explicit’:

4>
reconfigure the DCCH logical channel in accordance with the received LogicalChannelConfig IE;

3>
else if the logicalChannelConfig is set to ‘default’:

4>
reconfigure the DCCH logical channel in accordance with the default configuration for SRB1 as specified in 9.2.1.1.
5.3.9.2
DRB release

The UE shall:

1>
if the received radioResourceConfiguration includes the drb-ToReleaseList:

2>
for each drb-Identity value included in the drb-ToReleaseList that is part of the current UE configuration (DRB release):

3>
release the RLC entity and the associated PDCP entity;

3>
release the DCCH logical channel;

2>
indicate the release of the DRB(s) to upper layers.
2.1.1.1 5.3.9.3
DRB addition/ modification

The UE shall:

1>
if the received radioResourceConfiguration includes the drb-ToAddModifyList:

2>
for each drb-Identity value included in the drb-ToAddModifyList that is not part of the current UE configuration (DRB establishment):

3>
establish an RLC entity in accordance with the received RLC-Configuration IE and the associated PDCP entity, with the hyper frame number variables (see [8]) set to 0;

3>
establish a DCCH logical channel in accordance with the received LogicalChannelConfig IE;

2>
for each drb-Identity value included in the drb-ToAddModifyList that is part of the current UE configuration (DRB reconfiguration):

3>
reconfigure the RLC entity in accordance with the received RLC-Configuration IE and the associated PDCP entity, as necessary to stay compatible with the RLC entity;

3>
reconfigure the DCCH logical channel in accordance with the received LogicalChannelConfig IE.
3 References

R2-082050, CR to TS 36.331 v. 8.1.0
TS 36.323 v.8.1.0, Packet Data Convergence protocol specification (Release 8)
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