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1
Introduction
The LS from SA3 on AS and NAS message protection [1] requests to list in RAN2 specifications the messages that are allowed to be sent without integrity and/or confidentiality protection. This document discusses these messages and contains a related text proposal to the RRC specification 36.331.
2
Discussion
For UTRAN, the RRC messages that are sent without integrity protection are documented in SA3 specification 33.102 (section 6.5.1) and in RRC specification 25.331 (section 8.5.10). For E-UTRAN, SA3 requests in [1] that the similar list would be maintained only in RAN2 specifications, and reviewed by SA3.
In 36.331, the description cannot be similar to the section 8.5.10 of 25.331: In UTRAN, the RAN level integrity protection (and verification) is performed on RRC, while in E-UTRAN it is on PDCP layer. As consequence, similar procedural description as in UTRAN RRC specification (section 8.5.10) is not feasible in E-UTRAN RRC specification. In E-UTRAN RRC specification, the operations related to the security are documented in context of relevant procedures. Hence, the messages need to be summarised separately. It is proposed to have a table for the messages in a normative annex.

Possible reasons for not protecting the messages are listed the LS [1]:

-
because the message needs to be sent before the SMC activation.

-
because the message is of broadcast type.

-
because too much complexity would be involved

Under the first bullet point, there are the messages needed in the establishment of SRB1 (and possible measurements), including also the NAS direct transfer messages needed prior the establishment of SRB1.

As a “sub-case” of the first bullet point, redirection before activation of security is possible (ref. LS from SA3 [2]). This implies that also the UE capability can be enquired before activation of the security: It is necessary to get the RAT capabilities of the UE, if the capabilities are not available in the network, and the UE needs to be redirected to another RAT. 

Another “sub-case” of this bullet point is the first re-establishment messages. In addition to these, also the message for rejection of re-establishment has to be sent as unprotected (the reason for rejection may be that the security context is lost in the network, hence protection is not feasible). 

The second bullet point mentions broadcast messages: Specifically for E-UTRAN, it could be said that all the messages bypassing PDCP are unprotected. 

In addition to the list in [1], also the message to indicate the unsuccessful security activation has to be unprotected. 

The messages are listed in the text proposal below. 

4
Conclusion
To fulfil the requirements set by SA3 in the LS [1], it is proposed to add in 36.331 the text below, and to send to SA3 a reply LS containing the list of the messages.
Beginning of Text Proposal
Annex B (normative):
Unprotected messages

Table B.1: List of unprotected messages
	Reason for excluding protection
	Message
	Notes

	Messages bypassing PDCP (PCCH and BCCH logical channels)
	Paging
	

	
	SystemInformation
	

	
	SystemInformationMaster
	

	
	SystemInformation1
	

	NAS messages, measurement commands, measurement reports, and SRB1 establishment, release or reconfiguration, before activation of security
	DLInformationTransfer
	

	
	ULInformationTransfer
	

	
	RRCConnectionReconfiguration
	Only to (re)configure measurements or SRB1

	
	RRCConnectionReconfiguration Complete
	Only as response to (re)configuration of measurements or SRB1

	
	RRCConnectionReconfiguration Failure
	Only as response to (re)configuration of measurements or SRB1

	
	RRCConnectionReject
	

	
	RRCConnectionRelease
	For SRB1 only

	
	RRCConnectionRequest
	

	
	RRCConnectionSetup
	

	
	RRCConnectionSetupComplete
	

	
	MeasurementReport
	

	Redirection to other RAT before activation of security
	MobilityFromEUTRACommand
	

	
	UECapabilityEnquiry
	

	
	UECapabilityInformation
	

	Reestablishment: messages before security restored, or reestablishment rejection
	RRCConnection Reestablishment
	

	
	RRCConnection ReestablishmentRequest
	

	
	RRCConnection ReestablishmentReject
	

	Failure in security mode command procedure
	SecurityModeFailure
	


All other messages are integrity and confidentiality protected, except for SecurityModeCommand and SecurityModeComplete, which are only integrity protected.
Annex C (informative):
Change history

End of Text Proposal
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