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Discussion and Decision
1 Introduction
The need for indication of new keys during an intra-cell handover was discussed in [1].

This document discusses the topic further addressing the different scenarios.

2 Discussion

Several scenarios need to be addressed and these are discussed below.

2.1 Background of Key Sequence Indicator

This section looks at how KSI was used in UMTS (similar to GERAN).  Every Authentication procedure can generate new key sets in the UE and network.  Each Authentication procedure carries a KSI that is used to synchronise the network and UE of the previous successful authentication and available key set.  KSI mismatch can happen for example if there was a RLF during an authentication process.
To synchronise the keys in the network and UE, the UE provides the KSI that it has in its records of the last successful Authentication procedure as part of a NAS Initial DT message.  If this matches the KSI stored in the network from the last run Authentication the two are in sync.  If they don’t match, the network runs a fresh authentication before invoking an SMC procedure.
Note that the SMC procedure itself was not used to synchronise the KSI but all synchronisation was done before executing the SMC.  This also avoids failure of SMC procedure due to KSI mismatch; an implication of this is the SMC failures are rare and mainly due to implementation errors – a point made many times during the security discussions on LTE.
2.2 Intra-cell Handover with new keys

It has been agreed that active mode key change is supported using intra-cell HO.   Since an intra-cell HO can also be triggered for reasons other than key change and there is a possibility that the EPC might have run an authentication procedure in the meantime and the eNB will not be aware of it, the UE needs to be told whether to use the new keys from the recent AKA or not to use the new keys.  

In this scenario, since the authentication must have been run during this RRC connection for the UE, there is no risk of any misinterpretation about the KSI.  Hence for this case:
Observation 1: For key change during intra-cell HO: one bit to indicate new keys seems sufficient.
2.3 Inter-eNB handovers 

SA3 asked RAN2 about an optimisation for key change during an inter-cell handover in [2].  There are two types of HO to consider, X2 and S1 based HO.
2.3.1 X2 based handover

Since intra-cell Handovers are defined to support active mode key change, there is little motivation to do a key change as part of inter-eNB handovers.   The possibility of an inter-eNB HO and an SMC occurring in an eNB will be rare event; assuming the eNB can analyse messages over S1 and radio interface simultaneously to associate the two.  
The only real scenario for this seems to be if on receipt of an SMC over S1 for a key change, the eNB intentionally delays executing an intra-cell handover until the next inter-eNB handover.  This not only increases the “complexity” since the eNB is holding on the SMC without executing it but also goes against the primary motivation of supporting Active mode key change – which was to use new keys within a short time after an inter-system HO.   
If supported, it may not require changes to the RRC spec but it will require changes to X2 spec.  Overall, this is another scenario to be developed and tested.
Note that the MME is unaware of the X2 based HO until after the completion of the HO and has no means to provide the new keys to the eNB as part of the HO procedure.

Proposal 1: Hence it is proposed that K_ASME change during an X2 based inter-eNB handover is not supported.  But this has no impact on RRC specification.
2.3.2 S1 based handover

In UMTS, if an AKA was performed prior to the handover and there were pending keys, for the  PS domain, the new keys were considered after an inter-system handover involving an SGSN change.  
In LTE/SAE, it can be left to SA3 and SA2 to decide if the new keys should be invoked after an S1 based handover.

However, since the UE is unaware of the type of handover – X2 or S1 or if there was a change in MME there must be some means to communicate this to the UE if new keys are used during the HO.

Thus from the above discussion it is clear that some indication is required in every HO command if new keys are to be used or not.  This has no additional impact on RRC spec – the same bit mentioned earlier for intra-cell HO can be used to indicate new key also for this case.  However, there is an impact on S1 spec to inform the target eNB so that the target eNB can update this bit in the HO command. 
Proposal 2: The same indication should be used to indicate use of new keys for an S1 based HO if SA2/SA3 decide that new keys should be used for S1 based or inter-MME handover.   No additional requirement is identified at this time.

2.4 Inter-system Handover – no caching of keys in CN
RAN2 has previously asked SA3 [3] if such caching could be used to avoid the need to run fresh AKA after inter-system HO.  SA3 in their LS response discourage the use of caching [4].
 If key caching is not used in the CN, then the new keys to be used after an inter-system HO are always derived from the keys in the source system.  Clear rules should be defined as in UMTS on which keys to use after an inter-system HO if there are pending keys following a fresh AKA in the source system. There is no need to signal any key sequence indication for this case as in UMTS.
Proposal 3: At inter-system change without cached keys in the target system, a clear rule should be specified (as in UMTS) on whether the currently used keys or the last AKA keys are used to derive the target keys.   No signalling is needed for this purpose.
2.5 Inter-system Handover with caching of keys in CN

From the latest SA3 TS, it seems that SA3 is now actively considering caching of keys in the other CN (at least in the EPC).  In this case, the cached keys in the EPC could be used to directly provide higher security without having to run another AKA after the inter-system HO.

In this scenario, there could be ambiguity on whether the keys to be used after the HO are the EPC keys or the converted keys from the source system.
There are (at least) two possible solutions:
1) use an additional single bit to indicate whether the EPC keys or converted keys are to be used

2) Have separate space for EPC and UMTS/GERAN KSI (i.e., increase the KSI space to at least 4 bits) such that the KSI can be used to indicate whether EPC keys or UMTS/GERAN keys are to be used.
Note that if KSI space is just increased to 4 bits, then it most likely that the 4th bit will indicate UMTS/EPC key (the same as option 1).  So the fundamental difference then of option 2) is that it carries additional information in the form of KSI to synchronise the network and UE of the CN authentication procedure.  This can be considered necessary since for an inter-system HO, there is no previous Initial DT message to perform this synchronisation.

On the other hand, there are two concerns about using HO command to synchronise KSI:

1) In case of KSI mismatch between the keys stored in the CN and UE, there is no immediate alternative mechanism to re-synchronise other than for the UE to fail the HO command.  In other words, this introduces a failure of the HO command that is not due to bad implementation but due to radio conditions that can and do happen.

2) the HO command is a size critical message and careful consideration must be given before introducing additional bits in this message.

For these reasons:

Proposal 4: it is proposed not to use the HO command to synchronise the KSI.

Note that it may have been possible to say that the cached keys should always be used for a HO to LTE in which case this one bit indication for which key to use is not necessary.  However because of the possibility of KSI mismatch, it is possible that the cached EPC keys may need to be deleted and converted UMTS keys used instead.   Assuming that key verification in the CN is only done as part of the HO procedure, it does not seem possible to do away with the one bit indication in HO command.
Proposal 5: If caching is used in the CN, then an indication must be provided as which key set - derived from the source or the cached keyset in the target – is used after the inter-system HO

2.5.1 Alternate mechanism to synchronise the KSI
 The procedure used in UMTS to synchronise the KSI is to have the UE provide the KSI in the Initial DT and for the network to perform a fresh AKA in case of mismatch. Similar mechanism can be also for the cached keys.  One option would be for the UE to provide the KSI for both the CNs when the UE goes connected over UMTS.  This allows the network to verify the KSI during the HO preparation phase and in case of a mismatch to use the converted UMTS keys.   Note that there may be need to synchronise other parameters as well in case of cached contexts.

This then eliminates the possibility of failure of HO command due to KSI mismatch and the associated risk of call drop.

However the decision to use such mechanisms is outside RAN2.  Hence if proposal 4 is adopted, it will be necessary to liaise with SA2, CT1 and SA3 to define a NAS procedure to synchronise KSI (as with initial Direct Transfer).

3 Summary and proposals
Based on the above discussion:

Observation 1: For key change during intra-cell HO: one bit to indicate new keys seems sufficient.

Proposal 1: Hence it is proposed that K_ASME change during an X2 based inter-eNB handover is not supported.  But this has no impact on RRC specification.

Proposal 2: The same “new key” indication should be used to indicate use of new keys for an S1 based HO if SA2/SA3 decide that new keys should be used for S1 based or inter-MME handover.   No additional requirement is identified at this time.

Proposal 3: At inter-system change without cached keys in the target system, a clear rule should be specified (as in UMTS) on whether the currently used keys or the last AKA keys are used to derive the target keys.   No signalling is needed for this purpose.

Proposal 4: it is proposed not to use the HO command to synchronise the KSI.
Hence if proposals 3 and 4 are adopted, it will be necessary to liaise with SA2, CT1 and SA3 to define appropriate mechanisms (as in UMTS).

Proposal 5: If caching is used in the CN, then an indication must be provided as which key set - derived from the source or the cached keyset in the target – is used after the inter-system HO

Note that we won’t need to indicate intra-LTE key change and use of cached keys for inter-system change simultaneously. 

Final decision on the coding – as to which coding (KSI or one bit(s)) is most efficient, clear and simple – probably cannot be taken until SA2/3 has decided on caching in CN and the coding for KSI. 
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